Findingfaultsin multi-threadegrograms

Cyrille Artho

03/15/2001



Abstract

Multi-threadedprogrammingcreateghe fundamentaproblemthatthe executionof a
programis nolongerdeterministichbecauseéhethreadschedulés notcontrolledby the
application. This causegraditionaltestingmethodsto be ratherineffective. Trilogy,
producingmary multi-threadedsener programsalsohasto dealwith the limitations
of regressiortesting. New approacheto this problem- staticandextendeddynamic
checking— promiseto amelioratethe situation.Many toolsarein developmenthattry
to nd faultsin multi-threadecprogramsn new ways.

The rst part of this reportdescribesa detailedevaluationof a wide variety of
dynamicandstaticcheclers. Thatcomparisoralwayshadtheapplicabilityto industrial
softwarein mind. While noneof the checkingtools wasa clearwinner, certaintools
aremoreusefulin practicethanothers.

Becaussimplecasesarethemostcommononesin practice thedecisionwasmade
to extendJlint, a simple,faststaticJava programchecler. The new Jlint cannow also
checkfor deadlocksn synchronized  blocksin Java, which resultsin improvedfault-
nding capabilities. The extensionsandtheir usefulnessn anindustrialervironment
aredescribedn thesecondpartof thereport.Jlint hasbeenappliedto mary corepack-
agesof Trilogy, andalsoafew othersoftwarepackagesandshavn variousdegreesof
success.
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Chapter 1

Intr oduction

In thelastfew years multi-threadedoftwarehasbecomencreasinglywidespreadEs-
peciallyfor largeseners,multi-threadegrogramshave advantagesver multi-process
programs: Threadsare computationallylessexpensve to createthan processesand
sharetheiraddresspaceamongeachother Java malesit easyto write multi-threaded
programsgespitethis, writing correctmulti-threadedsoftwareis still very hard.

1.1 Multi-thr eadingproblems

Softwareshouldbe testedthoroughly Becauset is not possibleto prove the correct-
nessof a program,onetriesto createsituationsthatdiscover afaultin the softwareby
choosinga representatie setof inputs(testcases) A fault is anincorrectimplemen-
tation, dueto a humanerror. A fault caneventuallyleadto a failure during program
execution[56]. Becausending a fault requiresa testcaseleadingto a failure, this
taskcanbe very hard. Usually, testcasesare written to modelknownor anticipated
failures,but of courseno testcasesxist for unknaovn ones.

—— T "

L | :l_>T2
I >t

Figurel.1: lllustratingthe schedulingoroblem.

Multi-threadedprogrammingintroducesan entirely new setof dif culties. Un-
like in a single-threadegrogram,the executionof multi-threadedsoftware can be
non-deterministicithe sameinput may leadto differentoutputs. This is becauseéhe
schedulingof thedifferentthreadscannotbein uencedby the program.If apartof the
programdependn severalthreadsexecutingin a certainorder; it is not thread-safe:
it cannotbe guaranteedhatthe outputof the programis the same,regardlessof the
schedulingoutcome.Figure1.1illustratesthis problem: Only onethreadcanrun ata
time. Neitherthe orderin which threadsexecute,nor the exactsize of the time slots



2 CHAPTER1. INTRODUCTION

(the gray boxes)they getis known. This is why thereis no scaleon the time axis.
Severaltypical multi-threadingproblemsexist:

Racecondition: severalthreadsaccesshe sameresourcesimultaneously

Deadlock: threadsstarveeachotherby holding (andnotrelinquishing)resourceshat
theotherthreadneedgo continue.

Livelock: in theresourcesharingprotocolbetweerthethreadsanendlessycle with-
outprogresccurs.

Wheninvestigatingmulti-threadingproblemsthe checlersinvestigatethe locking be-
havior of aprogram.A lock controlsaccesso asharedesourceonly athreadholding
thelock is allowedto accesghatresourceln mary implementationspnly onethread
is allowedto hold thelock atatime: suchalock is exclusive

For ensuringthe absencef arace condition, a checler examinesthe lock setL.
Thisis thesetof locksheldat a certaintime, by eachthreadwhenaccessing eld. A
checlerhasto ensurghata eld f is 1) only readwhenathreadholdsatleastonelock
in L+ and2) only written whenathreadholdsall locksin Lt [36].

Threadl
T1

synchronized(  A) {
synchronized( B) { }

} () (&)
Thread2

synchronized( B) {

synchronized(C)  { } T3 T2
Thread3

synchronized(C) {
synchronized( A) { }
}

Figurel.2: A simpledeadlockexample.

For proving the absenceof a deadlock, the commonapproachis to examinethe
lock graph,which showvsfor eachthreadtheorderin whichit acquiredocks. Figurel.2
depictsa constellatiorof threethreadscompetingfor threeresourcegwith incomplete
Java sourcecode). If all threethreadshold onelock each,noneof themcancontinue
becauseghe secondock they needis alreadytaken. It canbe shovn thatthe absence
of aloop onthelock graphguaranteethe absencef adeadlock.

Livelocksaremoredif cult to detect.In particular the entireinformationabouta
programstatecanbeverylarge,andmultiplied with the numberof statesprohibitively
largeto storeandcompare Therefore simpli cations have to bemadefor the program
states As of today sometoolsarealreadycapableof assuringa highlik elihoodfor the
absencef alivelockin aprogram.

Thegoalof thiswork wasto evaluateexisting programcheclersfor multi-threaded
programs,and decidewhich oneis bestapplicableto large scalesoftware, suchas
Trilogy's.
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The next sectionsbrie y describethe two major approachesnd what tools are
availablenow for checkingJava programs.Basedon the outcomeof the analysis,one
checlerwaschoserandextendedbeforeit wasappliedto Trilogy's codebase.

1.2 EXxisting checlers

Until afew yearsago,theonly way to testa multi-threadegrogramwasto runit long
enoughhopingthateventuallyenoughschedulingcombinationavould comeinto play
to uncover mostfaults. Verifying the propertiesof a programat runtime is alsocalled
dynamiccheding.

Recently an approachsuccessfullyemployed in hardware veri cation hasbeen
appliedto software: static chedking. A staticchecler doesnot run the program,but
it analyzeghe structureof the program.This thesishasinvestigatedoth possibilities
thoroughly As will be showvn, no oneis clearly superiorto another;instead the two
approachearecomplimentary

1.2.1 Dynamic checlers
Description

Verifying programpropertiesatruntimeis thetraditionalapproach Assertiongreeas-
ily monitoredat run time; deluggers canhelp automatinghetrackingof the program
state.More advanceddynamiccheclersmonitor ary memoryaccessesf a program,
in orderto traparrayaccessebeyondtheboundsof anarrayandheapaccessesutside
the resened range. Suchtools are commondevelopmenttools today However, no
dynamicchecler cansystematicallycover all possibleinputs,because¢heinput space
is exponentialto thelengthof theinput.

The standardools do not solve multi-threadingproblems. In particular they are
still vulnerableto thefactthatthe programexecutionis no longerdeterministic.Some
novel approachedry to keeptrack of the programs history, its previous execution
stages,and deductinformation about other possibleoutcomes(resultsof different
schedulesjrom that. In particular trackingthe history of thelock graphhasprovedto
beareliableguidein nding multi-threadingproblems.

Advantages

Dynamiccheclersareusuallyeasierto use,becausehe conceptsareestablishednd
well-known. Usually suchcheclersdo not requirearny extra modelinginformation;
they only needto know whatpropertiesneedveri cation. Moreover, monitoringtools
have accesdo theentireprogramstateat any point of execution,leaving no sourceof
doubtwhenit comego thevaluesof eachvariable.

Problems

Certainfaultscannotbe detectedlynamicallyunlessthe threadschedulerexactly re-
producesthe scenariothat leadsto it. This problemis partially alleviated, but not
solved, by keepingtrack of the history of the statespace Moreover, theclassicalprob-
lem of nding the right testcaseds alsofar from trivial, andlimits the abilities of
dynamiccheclersfurther. Finally, writing testcaseds a time consumingandtedious
task,which mostdeveloperswould gladly avoid.



4 CHAPTER1. INTRODUCTION

1.2.2 Static checlers
Description

Staticcheclershave in commonthatthey build a simpli ed representationf the pro-
gramwhich they checkagainstgivenproperties.Thetechniqueommonlyemployed
are model checkingand theoremproving. Model cheders operatedirectly on that
modelof the program(suchasa call graphor a nite statemachine). Sucha model
may representhe control ow (o w of execution)or data ow (changesn the vari-
ables)of a programandis commonlyexpressedn computationalree logic (CTL)
or lineartemporallogic (LTL). Theoemprovers, however, translatethe programinto
logic formulas(in rst orderor secondbrderlogic). Theseformulasarethenprocessed
by a theoremprover. Figure 1.3 shavs the distinction betweenmodel checkingand
theoremproving. It shouldbe notedthatthe two approachesre often combined,so
theboundariesreblurring.

Static checking (unsound)

Model Theorem
checking proving
(sound) (sound)

Figurel.3: Separatingnodelcheclersandtheorenprovers.

Originally, onecamefrom a manuallywritten formal speci cation,wherethe goal
wasto prove the correctnessof that speci cation. Proo ng the correctnes®f non-
trivial programsis impossiblein general[57]. Sucha proof is almostalwaysincom-
plete: thereare always casesnvherea prover is unableto concludethat an error will
never occur Therefore,a prover is boundto issuespuriouswarningsin suchcases
[36]. This madethat approachvery problematic: The speci cation languagesvere
dif cult to learnandto master creatingin themselesa sourceof errors;andevena
successfuproof could not guaranteghe correctnessMoreover, errorscould be made
in theimplementatiorof thatspeci cation. In thelastdecadethatapproacho longer
mademajorprogress.

A new approach wasto createthe model automaticallyfrom the program,with
little or nohumanintervention.During this abstractioninformationaboutthe program
is lost. A soundchecking(alsosee gure 1.3),which catchesall faults,wasnolonger
feasible. It would constrainstaticcheclerstoo much[36]. As such,a soundchecler
couldbewritten, althoughat the costof potentiallymary spuriouswarnings.

The applicability of a checler will, in this report, refer to what multi-threading
mechanisméin theimplementatiodanguagepndproblemgshecheclercanbeapplied
to. Thisis a subjective measurebecause checler maynot cover certainmechanisms
verywell. In particular atrivial checlerthatissuesawarningfor any statementould
beapplicableto ary kind of problem,without beingof ary use.
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Advantages

Staticcheclershave theadvantagehatthey work onamoreabstrac{andthusgeneric)
level thandynamiccheclers. In particular they areindependendn boththeinputand
the threadschedule,and thereforecan verify programpropertiesfor all inputs and
scheduleoutcomes.

Staticcheckingalsoworks well on a unit level, whereonly one entity of a larger
software packages checled. This allows an applicationof this methodearly in the
developmentycle, evenbeforea working programexists.

Problems

The key problemis that the actualvaluesof variablesare usuallynot fully known at
compile-time. In particular the aliasing problem (knowing equalitiesbetweentwo
objectreferencesvith differentnames)is very hardto solve, in somecasesvenim-
possible. The potentiallyin nite compleity of datastructuregsuchaslinked lists)
andpossiblyneverterminatingloopsarethereasorfor this.

Quite often, staticcheclersare simply limited by the amountof context they can
deducerom sourceor objectcode,becausehey have a far morelimited capabilityin
deducingnformationthanthehumanmind. Therefore suchproversareoftenaidedby
annotationsn thesourcecode which expressadditionalinformationbeyondthe given
programminganguageconstructs.

Finally, it is hardto assurethata violation of a modeledpropertycorrespondso
a fault in the software. In particular nding a counterexamplerequirestracingall
abstractiorstepshackto theoriginal software. Onepossibleapproacths verify counter
examplesdynamically[34].

1.3 Multi-thr eadedprogramming in Java

Jara wasone of the rst widespreadorogramminglanguageshat introducedmulti-

threadingasa language concept. It hasa specialclassfor controlling threads(most
importantly theRunnable interfaceandtheThread class)aswell asspeciakeywords
andmethoddor communicatiorbetweerobjects(synchronized , wait , notify ). Be-
fore multi-threadingwaspartof programmindanguagesit usuallycouldonly beused
via libraries(e.g.p_threads in C or C++).

Thekey featurein Java, which this thesisis focusingon, aresynchronized  state-
ments.They alwayscausehethreado obtainalock (or wait until thelock is available).
Therefore the correctand sufcient usageof thesesynchronizatiorstatementss the
key to avoiding deadlocksaandraceconditions.Also seeAppendixC on page82.

1.4 Comparisonof Java program checkers

The previous sectionsgave an introductionto the problem. The goal of this work
wasto nd the mostpracticalsolutionfor nding faultsin Trilogy's software. In a
rst step,fourteenstaticand dynamicprogramcheclerswereinvestigated.Someof
thesecheclersdo notwork on Java programspr arenotyet nished or publicly avail-
able. Thereforethe selectiorwasnarraveddown to ve checlers.In asecondhase,
eachchecler wastestedon fteen testexamples. Theseexamplesrepresentegmall,
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well-known problemsandtypical errorsthatcanbe madewhenwriting multi-threaded
programs.

In orderto judgetherelevanceof the fteen testcasesa statisticalanalysisof a
largebody of codeprovideda solid foundationof the frequeng of differentproblems.
In particular all the Java packagesandall core packagesf Trilogy wereanalyzed,
in conjunctionwith a specialconcurreng packageanda datawarehousingalgorithm
[23, 24]. The outcomeof the exampletests,weighedby the frequeng of problems,
canbesummarizeasfollows:

MaC [11]: An eleggantframeawork for monitoring programs but it doesnot support
multi-threadingyet; work is in progressn thatarea.

Rivet [12]: A specialvirtual machinghattriesall possiblehreadschedulesndthere-
fore nds ary faultfor a giveninput, althoughat a prohibitively high overhead.

VisualThreads [14]: By keepingtrack of the locking history; this programcan nd
deadlockseven if they do not occurin a particular programschedule. The
checleris specializedn C programsnot Java bytecode.

ESC/Java [3]: The rst availabletheoremprover for Java programsyery powerful,
but still ratherlimited in the areaof multi-threadingoroblems.

Jlint [8]: A simpleandvery fastmodelchecler that cansuccessfullydetectsimple
faults. Its original versionlacked someimportantfeaturesthough.

1.5 Extensionof a Java program checlker

Becauseof the limitations of currently available dynamiccheclersfor Java, andbe-
causeof Jlint's astoundingperformancethe decisionwas madeto extendJlint's ap-
plicability to thosesynchronized  blocksin Java whereno global data o w analysis
wasneeded.Despiteexisting limitations in Jlint, the desiredextensionscould all be
implemented.However, it was seenthat a good static checler needsto have a clean
architecturasmuchasgoodalgorithms.Basedon theinsightsgainedwhile extending
thechecler, guidelinesfor writing anew veri er have beencreated.

Applying Jlint to Trilogy's codeand other packagesstill resultedin a very high
numberof warnings. Selectvely turning certainwarningsoff madethe outputman-
ageable Many warningswerecon rmed to berelevant,andwhile mostof themwere
falsepositives,atleast12 of themleadto extracommentor evencodechangeg“bug
x es”).

It wasseerthatcertainchecksin Jlint still needre nement,in orderto re ect cer
tain commonscenario$n multi-threadegrogrammingsuchasshared-readariables.
Despitethat, evenin its currentstate,the simplechecler Jlint canalreadybe of great
usein softwaredevelopmentasatool to point out potentialtroublespots.

1.6 Structur e of this report

Chapter2 describegxisting toolsin moredetail,andwhy the ve selectedoolswere
chosenfor the tests. Chapter3 gives detailsof the evaluationof the selectedools,
andthe resultsfound. The extensionsmadefor Jlint, andtheir implementationare
describedn chapterd. The next chapterdiscusseshe outcomef the researchand
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experimentanadefor thisreport. Possiblairectionsfor futurework in boththeareaof
staticanddynamiccheckingareoutlinedin chapte6. Chapter7 concludeghisreport.



Chapter 2

Existing work

This chaptedescribesoolsthattackletheproblemshovnin Chapterl. Someof these
programsare still underdevelopment;othersare either publicly available or propri-
etary

Dynamic checlersarelisted rst, followed by static checlers,in orderto facili-
tate a comparison.For eachcategory, therearetools that checka given setof faults,
andthosethatallow templatesf rulesor statesequencesyhich make the tool much
more e xible. In the sectionaboutstatic checlers, Spinis presentedrst. Spinis a
modelcheclerthatoperate®nits own inputlanguaggwhichis quite similarto a pro-
gramminglanguage).lt doesnot directly solve the problembut senesasa back-end
for mary of thetools describedhereafter At the end,a tablesummarizeghe crucial
aspectf thesetools, allowing an easycomparisorbetweenthem. A moredetailed
descriptionof eachtool canbefoundin AppendixB onpage7?2.

2.1 Dynamic checking

MaC (Monitoring andChecking)is a frameawork thatcombinedow-level monitoring
with high-level requirementspeci cations. It is being developedat the Uni-
versity of Pennsyhania. So far, MaC can successfullyinstrumentand verify
single-threadeg@rogramsput it hasno supportfor multi-threadingyet.

Rivet is a specialvirtual machinefor Java, which systematicallytries every thread
scheduldhatis relevantfor anexhaustve examinationof the programbehavior.
Despiteclever optimizationsthe run time overheads still very high, andmary
practicalproblemshave forcedthe SoftwareDesignGroupatthe MIT to give up
onthatproject.

Verisoft, by PatriceGodefroidfrom LucentTechnologiesalsosystematicallgxplores
the statespace(including threadinterleavings) of a program. By usinga new
searchalgorithm, it canexplore the programbehaior without storingits state
space It supportsa checkagainstdeadlockslifelocks, assertiorviolations,and
other properties. A checler for C programsis available for research;a Java
checleris underconstruction.

VisualThreads part of the developmenttools of Compag$ Tru64 Unix. It monitors
the locking policy of a programand can detectraceconditionsand deadlocks.
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Becausdhe monitoringtakesactionat the POSIX API level, this tool is rather
ineffective for Javaprogramsit workswell for C andC++ programs.

2.2 Static checking

This sectiondescribesstatic checlers, both model checlersand theoremprovers,in
alphabeticabrder Spinis presentedrst becausét is oftena partof anothertool.

Spin is a static model checler and senesasthe back-endfor other static checlers,
suchasBanderaFea\éror JPF It takessystenrspeci cationsin aspecialprocess
metalanguaggPromela). GerardJ. Holzmannstartedthe developmentof this
toolin 1980.1t is availableasOpenSourcesoftware.

Bandera from theKansasStateUniversitytriesto bridgethegapbetweersourcecode
andanabstractepresentationf a program.Usingannotatedgourcecode,Ban-
deratriesto simplify the programby slicing (omitting propertieshatarenotrel-
evantto theanalysis)andabstraction (reductionof the statespaceof variables).
The simpli ed programis thenprocessedby Spin. Spin's outputis veri ed by
a counterexamplegeneitor, which checksSpin's resultfor validity in thereal
program.

ESC/Java (ExtendedStatic Checler for Java) from Compagstatically checksa pro-
gramfor commonerrors,suchasnull  referencesarrayboundserrors,or poten-
tial raceconditions. It is usuallyusedwith annotatedsourcecodeor bytecode.
Its compilergenerate®adgroundpredicatesvhich arethenrelayedto a theo-
rem prover. Thereis no real supportyet for counterexamples. The checler is
freely availablefor researclpurposes.

Fealker veri es programpropertiesthat are extractedfrom a specialtestharness,a
structuredestprogram.lts ultimategoalis to do this fully automatically Right
now, theuserstill hasto provide someextrainformationin separateles, andthe
tool is restrictedto event-drivenprograms Evenat thatstagejt hasprovedvery
usefulatBell Labs,whereit is beingdevelopedby GerardJ. Holzmann.

Flavers is oneof threestaticcheclersdevelopedby the ComputerSciencedepartment
at the University of Massachusett8mherst. It combinesdataandcontrol o w
analysisandallows checkinga softwareimplementatioragainstformalizedde-
sign requirements.A commercialversion(for C++ programs)and a research
version(for Ada programs)exist; aJava checleris underdevelopment.

Jlint hasbeendevelopedby KonstantinKnizhnik atthe Moscow StateUniversity. By
performingaglobalcontrol o w andalocal data o w analysisjt canverify alot
of propertiesn Java bytecode.lt is mostsuccessfuin null  pointeranda few
specializedchecks,but also allows checksfor deadlocksand race conditions.
Jlintis freely available.

JPF (Java PathFinder)developedby NASA, analyzesnvariantsanddeadlocksstati-
cally. Theoriginalversionworkedon Java sourcecode wheresupportingcertain
languagedeaturessuchasarraysor oating point numbersprovedratherdif -
cult. The newer versionworks on bytecode. JPFusesSpin asits back-end.
NASA currentlyhasno plansto release]PFE
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LockLint, by SunMicrosystemsdetectsaceconditionsanddeadlockdn POSIXC
programs.lt allows interactve or automatedjueries.Annotationsin C sources
arenotrequired,but recommendedLockLint is commerciallyavailableaspart
of the Fortedevelopmentsuite.

MC (Meta-level compilation)from StanfordUniversity builds compilerspeci ¢ ex-
tensiongo checkandoptimizecode.A setof simplerulesis usedto checklarge
packagedor violations of certainconsisteng patterns.MC hasbeensuccess-
fully usedfor checkingthe Linux andBSD kernels,but it hasnot beenreleased
to thepublic sofar.

SLAM is alargeprojectat Microsoft. Its focusis theautomaticabstractiorof source
code. A new formal modelfor multi-threadedbrograms an extendedstatema-
chine, hasbeendeveloped,which is veri ed by a modelchecler for Boolean
programs.Thevariablesin suchprogramsonly have threestates:true, false,or
unknown. Certaintoolsshouldbereleasedo the publicin the nearfuture.

2.3 Interface speci cation

JML/LOOP, by thelowa StateUniversityandthe ComputerScienceDepartmenin
Nijmegen (Holland), allows the speci cation of module properties. Thesein-
terfacespeci cationscan be checled againstimplementationsyhich allows a
safe“designby contract”in libraries[45]. Concurreng extensionsarecurrently
beingexplored.JML is availableunderthe GPL.

2.4 Summary

This chapterprovided an overview abouta variety of methodghatare currentlyused
for nding faultsin multi-threadedorograms. Someof thesemethodsare still very
experimentalpthersonly work on certainprogrammindanguagesMarny toolsarenot
available outsidethe researctgroup or compaly whereit is being developed. Table
2.1,which hasbeenassemblediuringthe analysisof thetools,summarizeshis.

For Trilogy, it is of preferableto have a checler that operateson Java programs,
becausenly a smallfraction of their sourceis notin Java. However, in the rst eval-
uationstage,a C/C++ basedtool canstill provide valuableinsightsabouthow other
tools could beimproved, or in which directionthe developmentof a new tool should
go.

In eachmajorcategory, atleastonetool is available.Fromthosetools,JML/LOOP
wasdroppedrom the selectionpecausét doesnot have arny temporalextensionsyet,
andthemaingoalof JML is safe“designby contract”,whichis notanimportantgoal
for Trilogy, sinceall sourcecodeof the internalsoftwareis availablewithin Trilogy.
LockLint wasnot chosenbecausedllint is very similar while being OpenSourceand
Javabased.

In table2.1,theremainingselectionof availabletoolsis printedin bold. It should
benotedthatno staticcheclerthatworkson high-leveltemplategsuchasFlavers,MC,
andto someextentFea\ér) wasavailablefor evaluation.If noneof thegiventoolshad
workedsatishctorily, this approactwould have beenconsideredsanalternatve.
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Catagyory Tool Detects Staticor Userdef. | Req. Javaversion | Non-Jaa Availability
[violation of] | dynamic?| modelor | source? version
template?
Static Bandera | Low-level Static Yes Yes Beta(v0.1) - SinceMarch8, 2001
checlers properties
ESC/Java | Deadlocks, Static No No Released, Modula-3 Binary version
racecond., stable for reseach
otherfaults
Fea\ér Testcases Static Yes Yes - C: Early 2002?
prototype
Flavers High-level Static Yes Yes Prototype Ada/C++ Ada: available
properties stable uponrequest?
Jlint Deadlocks, Static No No Stable - Free(GPL)
racecond.
otherfaults
JPF Assertions Static No Yes - Stable Undecided
LockLint | Deadlocks, Static No Yes - C: Stable | Partof Sun's
racecond. Fortefor C
MC High-level Static Yes Yes - C/C++ Not available—
properties Usable possiblylater
SLAM Assertions Static Probably | Yes - C:Indeve- | Notyetavailable
Dynamic MaC High-level Dynamic | Yes Yes Beta - Binary version
checlers properties (v0.99) for reseach
Rivet Assertions Dynamic | No No Discontinued | - available for
reseach
Verisoft Assertions Dynamic | No Yes - C/C++: Binary version
Stable for research
Visual Misc. concur | Dynamic | No No Stable C/C++: Part of Alpha
Threads | reng errors Stable Unix develop-
ment tools
Interface JML/ Incorrectin- Both Yes Yes - Partial Free(GPL)
speci cation | LOOP terfaceimple- release.

mentations
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Chapter 3

Evaluation stage

This chapterdescribedhe evaluationof selectedorogramcheclers. After consider
ing their availability andapplicability to Java programgasopposedo Ada or C/C++
programs)pnly ve checlersremained:

1. MaC: adynamicchecler verifying highlevel properties.

2. Rivet: asystemati¢hreadschedulefor exhaustve testing.

3. VisualThreadsadevelopmentool thatkeepsrackof POSIXthreadcommands.
4. ESC/Jaa: atheorem-preerbasedcheclerby Compag.
5.

Jlint (old versionl1.11): asimple,fastchecler performingcontrol o w analysis.

In a rst phasegachtool wasappliedto a smallsetof testexamples.The goalwasto

determingthe capabilitiesof the tools. During the secondphase a statisticalanalysis
of nearlya million lines of codewasperformed.Theaim wasto estimatewhich tools
would bethe bestfor applicationto large scalesoftwarepackages.

3.1 Evaluation criteria
For the evaluation thefollowing questionsvererelevant:
1. How effectiveis theapproactat nding faults?

Canatool giveaguaranteéor thecorrectnessf a certainpropertythathas
to beveri ed?

Whatkinds of errorsarefound? Doesthe checler allow for templatesor
model speci cationsto extendits functionality? Doesit focuson multi-
threadingproblemsonly or doesits scopego beyondthat?

How mary actualerrorsarefound,andhow mary spuriouswarnings(false
positives)arereported?

Whatis therunningtime of suchatool? Canit be appliedto alargecode
base suchasTrilogy's?

2. How practicalis atool to use?

12
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Doesatool allow atemplatespeci cationthatcanbeappliedto mary pro-
grams?

Doesit requirethesourcecode,or only compiledversions?Doesit require
changegannotations)n theactualsourcecode?

What knowledge doesa tool require (e.g. formal languagestemporal
logic)?

How big is the annotatioroverheadn real-world programsoesit allow
aselectvetestfor certainfaults?

Is it suitablefor beingusedin conjunctionwith a compiler, or asa stage
prior to regressiortesting?

Beforetrying to judgethe applicability of eachtool to largerprogramsijt rst hadto
betestedagainstwell-known testexamples.Thesewould alsoshav major differences
betweenthe tools and give directionsfor the statisticalanalysis. Runningall tools
againsthefull codebasethatwas nally coveredwould have requiredtoo muchtime,
since sometools requirea major amountof work (for the annotations)r time (for
dynamictesting).

3.2 Selectionof examples

3.2.1 Measuring the complexity of examples

Measuringsoftware complexity is a scienceof its own. Numeroussoftwae metrics
exist, eachonetrying to capturea certainaspecbf a programs sizeor complexity (or
both). For acomparisorof thetestexamplesthefollowing metricsaresuitable:

| Metric | Explanation

Non-commentinesof code | Sizeof program,in uencesruntime of parser

McCabes cyclomaticnumber| Numberof independenpaths(anddecisions).

Numberof threads Heavily in uencesthe sizeof a modelandalsothe
runningtime of dynamiccheclers.
Numberof locks Numberof synchronizednethodsandblocks.

Countingthelinesof codeis the simplestmetric,anddependingnthealgorithmic
compleity of the codeandthe codingstyle, it canbe highly ambiguougespecially
for generatedode).Neverthelesspn a large scale,it providesaroughmeasuref the
programsize.

McCabes metric [52] is one of the oldestmetricsin existence. It measureghe
numberof decisiondn aprogram(i.e. if , while andfor statements)lt givesa good
measuref thecontrol o w compleity, but only allows comparisonsf programswith
a similar datastructurecompleity [55, pp. 320-21].

There are no establishednulti-threadingmetricsyet. Countingthe numberof
threadsandlocksyieldsaresultthatis highly correlatedwith the runningtime of pro-
gramcheclers.In particular Rivet's performances doublyexponentialin thenumber
of statesandthreadsa programcanhave.

Not all tools examinethe behaior of eachthread(asopposedo the behaior of
anythread),sousingthe numberof threadsasa metricis problematian thatcontext.
Thecyclomaticcomplexity andthenumberof locksdoesnotseemdo in uence astatic
checlermuch,if onefocuseson multi-threadingssuesMoreover, theexecutiontimes
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of thedifferenttoolsvariedsomuchthata comparatie benchmarkingbasedn these
metrics,did not make muchsense SeeAppendixE.1 for moreinformation. For Jlint,

the executiontimeswerealwaysso shortthatthey werenotanissue(in generaljf the
les werealreadycachedandtheoutputwasredirectedo a le, Jlintrequiredessthan
onesecondevenfor large packages).

Theexamplesdescribedn this chaptemwerenot choserbasedn their valueswith
certainmetrics,but to exhibit speci ¢ problemsin multi-threadedprogramming.The
rst few examplesall shav certainfaults; the last ones(sharedbuffer and Dining
Philosophersshov several (corrector awed) implementation©f a more comple
algorithm. Theseexamplesshouldprovide a much bettertestof the capabilitiesof
eachchecler.

3.2.2 Selectingexamples

Whenselectingexamples,it wasimportantto keepthemsmall andrelatively simple.
Besidesbeingeasierto understanéndmoreinstructive, they arealsoeasierto verify
manually After all, the correctnessf thecheclersshouldnotbe misjudgedoy awed
implementationshatareconsideredtorrect.

Moreover, the examplesshouldbe simple enoughsuchthat all checlers canbe
appliedto them;this would probablynot have beenthe casefor examplesthatrequire
external modules(such as databasewrappers)to work. Neverthelessthe locking
schemesndfaultsdisplayedby the examplesshouldre ect propertiesof larger, real
life programs. A descriptionof theseexampleprogramscan be found in Appendix
D on page85. The deadlockexamplesandthe boundedbuffer implementationhave
beentakenfrom the Rivet testsuite[29] or aremodi cations of theseexamples.Two
implementation®f the “Dining Philosophers’have beentaken from [22], while the
“host” varianthasbeendescribedn [46].

Becausdt is veryhard,evenfor someonavhohasbeenworkingwith largeamounts
of code,to judgethe applicability of suchexamplesobjectively, large software pack-
ageswereanalyzedn orderto checktherelevanceof theseexamples.Most of thean-
alyzedpackagesveretakenfrom Trilogy's softwareor the core Java packagesvhich
arepartof SunsJRE1.3. A datawarehousingool anda concurreng frameavork were
analyzedaswell ([23, 24)).

3.2.3 Overview of examples

A detailedlisting of all 15 examplescanbe foundin AppendixD. Threemajor cate-
goriesof exampleswereused:

1. Sixsimpledeadlocksusingincorrectiockingordersor exhibiting problemswith
wait andnotify : The rst veexampleqD.1to D.5) belonginto this cateyory.
ThelJdlintexample(D.7) canalsobecountedowardsit; it differsslightly fromthe
restbecausé exhibits adeadlockhetweemmethodcallsacrosdifferentclasses.

2. A subtlerace condition dueto incompletelocking, asshavn in SplitSync(ex-
ampleD.6).

3. Eightcomplexlocking schemessuchastheonesin the sharecdbuffer andDin-
ing Philosopherproblems.The ESC/Jaia examplecanalsobe countedtowards
this category. The nestingof the locksis given by a nesteddatastructure,and
thereforecannotbefully evaluatedat compile-time.
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Five of theseprogramsarecorrect,while thethreeothers(D.10,D.11andD.14)
exhibit potentialraceconditionsor deadlocks.

3.3 Evaluation process

3.3.1 Overview

A directcomparisorbetweerprogramghatareso differentis very hard,eventhough
all programsultimately try to achieve the samegoal. Static checlers cannotdetect
faultsthatonly occurif certainreferenceghangeat runtime. Conventionaldynamic
checlerscommonlyonly work within the given scheduléefor the threads,i.e. other
interleavings of threadsmight leadto failuresthatgo undetectedMoreover, dynamic
checlershave the disadwantagehatthey requirea runningversionof the programand
thereforecannotbeappliedto incompleteprogramspecausef this,examplesD.7 and
D.8 hadto be omittedfrom testingfor dynamiccheclers.

D Tool did not run/inconclusive output
. False or missing warnings

D Beyond scope of tool
. Correct output

15
10
5
0 -
) Visual .
Rivet Threads ESC/Java Jlint

Figure3.1: Testresultsfor the 15 givenexamples.

Figure3.1shovsanoverview. The categorieshave the following meaning:

Tool did not run/inconclusive output: ESC/Jaa'stheoremprover“Simplify” exited
“unexpectedly”in exampleD.3, thereforeit could not be evaluated.Rivet does
notrunanymoreundermodernJavza Run Time Ervironmentsthe numberdor it
hadto betakenfrom [29], andno new examplescould be testedwith it. While
VisualThreadsanonall examplesijts outputwassometimesiot clear, or several
testrunsyieldeddifferentresults.

Falseor missingwarnings: If atool produced-critical” warningsfor a correctpro-
gram,theoutputfell underthis category. A “critical” warningwasonethatdoes
notreferto designguidelinesor propertiesof the programthatarenot relatedto
themulti-threadingproblemsnvestigatedhere(e.g. arrayboundchecks).
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An outputwithout ary suchwarningsfor a faulty programwas also counted
underthis category.

Beyond scopeof tool: Dynamic checlers cannotbe run on examplesD.7 and D.8,
sincethesearenot full programs.Therefore they werecountedas“beyondthe
scope”of thosetools.

Today's staticcheclerscannotyet handlemoresophisticatedocking structures
suchasa (boundedyircularlist or buffer, implementedasanarray Sucha situ-
ationwaspresentn thefour versionof the“sharedbuffer” andthethree“Dining
PhilosophersimplementationgexamplesD.9 — D.16).

Jlint hasno way of dealingwith sucha situation. After someexperimentswith
modeling(ghost ) variablesn ESC/Jaa, it becameapparenthatthelimitations
of the scopeof the differentannotationstatementgresentedh major dif culty
in expressingnoreelaboratemodelingconditions.Evenif theannotationgould
have beencarriedout successfullywith aneffort thatwould not berealisticun-
dertime constraintausuallypresentin industrialprojects),it is unclearwhether
the versionof ESC/Jaa usedwould have beencapableof verifying thesealgo-
rithms.

Correctoutput: The checler issueda correctwarningfor a faulty program,andno
warningsfor correctimplementationsit shouldbe notedthatin exampleD.8,
Jlint passeecausé wasentirelyignoringthecritical partof the program.

Thesimplenumbersof correctlydetectedaultsaremisleading gvenmoresobecause
certainproblemsare over-representedéh orderto investigatethe behaior of the pro-
gramsmoreclosely Neverthelessit wasattemptedo testeachprogramwith asmary
of theexamplesourcesaspossible.

MacC currently doesnot allow checkingof typical multi-threadingerrorsat all.
Thereforethe testswere canceledncethelimitationsin the currentversionwereob-
vious. Futureextensionsmay allow MaC to checkfor deadlocksraceconditionsand
livenesgproperties.

Table3.1shonvswhattypesof faultscanbedetectedy eachtool. Again, MaCwas
notincludedbecauseherequiredextensionsarenot yetwritten.

*(\069 @069 o %
,(QQ}\ 0(\;“:86\%0(\}- o §0° (\0‘\\'%0(\}- (\Q’%Z{\\Q‘
& & IS & S
Rivet Yes Yes Yes(usingassertions) Yes No
VisualThreads Yes Yes Specialcases Yes Yes
ESC/Jaa Yes Yes Yes No No
Jlint Yes No Specialcases Yes No

Table3.1: Overview aboutthetestedools. Resultsfrom Rivetaretakenfrom [29] and
couldnot beveri ed sinceRivet doesnot run undernewer JVMs. MaC could not be
appliedto the givenexamples.

Inter-method deadlocks: Potentiadeadlocksausedy aproblematicdependengof
synchronized methodf differentclasses.
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Intra-method deadlocks Deadlocksausedy anincorrectnestingof synchronized
blocks.

Raceconditions: Concurrenticcesdo a sharedesource Jlint's capabilitiesarelim-
ited to direct eld accessesyhichis not goodcodingpractice;it cannotdetect
race conditionsvia get methods. VisualThreadonly detectsrace conditions
whenthey actually occurat run time; incompletelocking schemesssuchare
notdetected.

wait /notify  deadlocks: If athreadholdsseverallocks whenwait ing for alock,
it will only relinquishthelock it is wait ing on. The inavailability of the other
lockscanleadto adeadlock.

Livenesgproperties: A guarante¢hataprogrammakesprogressn its statespaceand
is ableto performa certainserviceconsistentlyVisualThreadgannotguarantee
this, but shaw livelodks (the absencef progressywith a high probability.

3.3.2 Program installation

Installationwasfairly simplefor all programswith the exceptionof Rivet:

Theoriginal Jlint comesasone(130KB large)C++ le andamale le for com-
piling it. Thenew versionconsistof several les.

ESC/Jaa comesas an archive with binaries,examplesand a shell script that
needdo becustomizedaftersettingsomeernvironmentvariablesin the shell).

MaC comesas an archive of Java .class les and needsto be addedto the
CLASSPATH

VisualThreadsbeinga commercialproduct,comesasan Alpha Unix package,
whereinstallationis automatic.

Rivet,ontheotherhand,is tightly tied to the virtual machinet uses.Themainreason,
accordingto DerekBruening,is that“Rivetdoesall kinds of thingsthata laterversion
of Java's securitychecler might complainabout. It makesshadaev versionsof every
class,classeawith the exact samenamebut througha differentclassloader andI'm
not sureif the morerecentversionsof Java have closedthat namespaceloophole.”
Also, alot of otherproblemsregardingthe extensionof native methodsminorincom-
patibilitiesbetweerthebytecodeles generatedby differentcompilersandcontinuous
changesn theJava RunTime Environment(JRE)broke Riveteachtime anew version
cameout.

In this work, variouscombinationf thefollowing Jara compilersandJREswere
used: Sun's JDK and JRE version1.3.0, Blackdonn JDK/JREversions1.3.0,1.2.2
and 1.1.8; andjikes/kafe. Sun's older JREsand Blackdown's version1.1.8 would
not run arymoreunderRedHatGNU/Linux 7.0, which wasusedasthe development
ervironment. Therefore anolderversionof Linux hadto be setup usingVMWarein
orderto run both ervironmentsconcurrentlyon the samecomputer Sinceit became
obvious that the newer classloaderin version1.2 would not cooperatewith Rivet,
versionl.1.8wasused;at thattime, Sunhadnot even portedtheir JREto Linux, so
only Blackdavn's versionwasavailable.
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However, Rivet did not work underary of thesecon gurations;indeed,the latest
versionfor which it is known to work is 1.1.5,which is older thanthe currently sup-
portedversionsat Trilogy. Therefore Rivetwould haveto beportedto anewver JDK in
orderto becomeuseful. Making Rivet work with version1.2 or newer would require
modi cations of the Java classloaderitself, because@verloadingbuilt-in classess no
longerallowedthere(althoughthis restrictionwasnot fully implementedyetin older
versionsandcouldbe circumventedby settingthe CLASSPATHappropriately).

3.3.3 Commontraits

Noneof thetoolscanguarante¢he absencef a certainkind of fault. Thestaticcheck-
erscannotdetectwhetherthe programis simple enoughto allow a soundchecking.
Only somespecializecchecksallow anexhaustve veri cation; indicatingthe guaran-
teedcorrectnes®f certainaspectf the programcould be a greathelp. For those
checkswherethis is normally not the case,addingsucha featurewould not be very
useful. Dynamiccheclers,by de nition, needa certaininput to performtheir checks
on. Eventhen,VisualThreadsvasnot successfuat detectinga deadlockin all cases.
Rivetis theonly programthathasthe potentialto detecta faultfor sure becausé runs
all possiblethreadschedule$n sequenceEventhen,thetestis only representatie for
onetestcase.

Both static checlers could not deal with the complexity involved in the shared
buffer andDining Philosophergxamples While they couldgive somewarningsabout
potentialtroublespots,afull checklies outsidethe scopeof a staticchecler. Possibly
a preprocessothatgeneratesneclassfor eachinstanceof a Philosopherclass,with
the index of eachinstancegiven, could alleviate the problemin that case. However,
suchwork is speci ¢ to this problem,andwould not help in “real world” examples
wherethe numberof threadss eithernot strictly boundedodr not evenconstanturing
programexecution.

3.3.4 Testingprocedure

Only ESC/Jaa and MaC requiredannotationsor script speci cations, respectiely.

Therefore,the testsfor ESC/Jaa were usually run mary times, until a suitableset
of annotationsvasfound. For MaC, some rst experimentsveredonewith different
scripts, until it was found that currently MaC doesnot allow checkingfor liveness
propertieor deadlocksTestingMaC wascanceledat thatstage.

3.4 Tool evaluation

DespiteMaC'slackof multi-threadingcapabilitiesthis evaluationincludesMacC. Rivet
is alsoincluded,althoughit requiresto be portedto the latestJasza Run Time Ernviron-
mentbeforeit canbe usedfor today's Java programs.

For eachtool, anoverview is given rst, followedby a brief summaryof its fault-
detectioncapabilities. Its strengthsand performanceare evaluated togetherwith the
perceveddif culty of learninghow to masterthetool. While the latteris a very sub-
jective measureit is yet crucial for the successn anindustrialapplication. Finally,
afterreviewing thelimitationsof eachtool, a summaryis given.
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3.4.1 MaC
Overview

MacC is a dynamicchecler that hastwo main components:a run time cheder and
an eventrecanizer The latter communicatesvith a Java programthat hasbeenin-
strumentedextended)with specialinstructionsthataretriggeredwheneer certainop-
erationsoccur The run time checler thenveri es whethertheseeventsviolate the
requirement®f theprogram.

Eventhoughthereis no directsupportfor multi-threadingissuesyet, the goalwas
to expressdeadlockproblemsaslivenessproperties:by specifyingthat no threadis
allowed to hold a lock for a “long time” (e.g. 5 seconddor simple programs),one
couldcatchdeadlockavhenthey occur

Required knowledgeand effort

MaC comeswith a shortmanualgiving a good overview aboutthe differentcompo-
nentsof thetool. A seconddocumenintroduceghede nitions of thetwo annotations
languages:

1. The“Primitive EventDe nition Language{PEDL)de neswhichJavavariables
andmethodsaremonitored andhow thesevariablesareconnectedo conditions
thatoccurin the propertieghatwill be monitored.

2. The“Meta EventDe nition Language(MEDL) describegherelationbetween
eventsand conditions,how eventsare connectedo eachother and what se-
guence®f eventsareallowed (propertiesof the program).

Both languagesrequite simpleandintuitive, yet powerful enoughfor mostpurposes.
However, the currentdescriptionacksa goodreferencesoit is sometimesiot easyto
gure outtheexactmeaningof certainkeywords.

Performance

Accordingto MoonjooKim, who is currentlyworking on MaC, “in the worst caseof
monitoringi of for(int i=0; i<max; i++) , [the] overheadis 100 times without
consideringoropertyevaluation. Most of the overheadon this casecomesfrom TCP
soclet communicationoverhead.” However, this issueis currently being addressed,
andan APl is beingwritten which allows the processeso communicatevia pipes(if
runningall component®n the samecomputer).

Limitations

The run time checler of MaC is synchronousi.e. it is triggeredwheneer the event
recognizeiis calledby the Java program.This makesit impossibleto checkfor dead-
lock, becausehe event recognizemnwould wait forever on eventsin that case! Also,
MaC doesnot yet have a way to obtainthe currenttime, eventhoughan event count
canbe obtained.

However, MaC would only requirea minor extensionandthe absencef “stalling”
(wherenot a singlethreadis active anymore andno eventsoccur)in orderto detect
deadlocks This could be simulatedoby having a dummythreadrunningthatgenerates
aneventfrom timeto time. Also, MaC would have to beaugmentedvith the notion of
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(system)ime for suchchecks Raceconditionsarenotdirectly supportedbut changes
in sourceswould still allow checkswith the currentversionof MacC.

BecauseMacC is still work in progress,and the sourcecodewas not available,
testingwasnot continuedat thatstage.

Summary

The simplicity of theannotationanguageandthewide areaof applicationgary kind
of safetypropertyor constraintcanbe checled)is very appealing.While MaC does
currentlynothave ary featureghatwould allow it to tackleproblemsspeci ¢ to multi-
threadingextensionswill bewritten for it within theyear2001.

3.4.2 Rivet
Overview

At the costof a high overheadRivet performsan exhaustve checkingby testingthe
programwith all possiblethreadschedules.Unfortunately Rivet requiresa very old
Java ervironmentto work at all, becausét hasto circumventnumeroussecurityfea-
turesin orderto work.

Detectedfaults

Becausemary exampleswere chosenfrom or basedon the thesisaboutRivet [29],
Rivet would have successfullydetectednostfaultsif run on theseprograms.Thetwo
exampleswhichwerenotyetarunningprogram(ListingsD.7 andD.8) couldnothave
beentested.

In sheernumbers Rivet would have beenthe most successfuthecler, although
alsothe slowestone. Its exhaustve checking nds ary problemthatis not restricted
to certaintestcases However, Rivet did notrun on JDK 1.1.80or newer andtherefore
couldnotbetested.

Performance
As documentedn [29], the run time overheadwould be at a factorof roughly 180 —
200. This makesit impossibleto run Riveton larger programs.

Summary

Rivethasquitea potential but still needsalot of work onit. It is doubtfulwhetherary-

onewill portit to acurrentJDK, whichwould likely requiremodi cationsin theclass
loader Eventhen,therearestill mary problemsthathave not beensolvedyet. How-

ever, Rivetincorporatesnary novel ideassuchasavirtual machinehatcanbacktrack
astep,anda systemati¢hreadschedulerthereforejt would be a pity if thatwork just
died.

3.4.3 VisualThreadstestresults
Overview

VisualThreadss adynamiccheclerthatcatchesleadlocksraceconditionsandpoten-
tially hazardougocking schemesWhenstartingthis tool, a GUI appearghatallows
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the programmeto enterthe programnameandall parametersyhenrunningthe pro-
gram,the GUI continouslyinformsthe programmeaboultits statuswith a graphabout
the numberof threadsand events,and dialog boxes aboutviolations (suchas dead-
locks). VisualThread®perateon the level of POSIX threadswhich is probablynot
the bestapproacto monitor Java programslts focuslies on C andC++ programs.

Detectedfaults

VisualThreadseemedo be unableto detectcircular locking schemesn Java, even
thoughanexampleprogramwrittenin C shows thatit hasthis capability Possiblythe
addressesf the objectlocks changeat run time in the Java Virtual Machine. Oncea
deadlockactuallyoccurs thoughiit is alwaysdetectedy VisualThreads.

Quiteafew of theexampleshave beenextendedwith sleep callsthatstopathread
for arandomperiodof time; without thesecalls, the faultswould not shav up at run
time and go undetectedy VisualThreads.Sinceit is normally not the casethat a
programmerinsertsrandomsleep calls at critical sections the actualusefulnessof
VisualThreadsouldbe quite a bit lower thanthe numberssuggestHowever, because
of thelargeslowdown introducedby VisualThreads]ava'sthreadschedulingactsquite
differentlyfrom its normalbehavior, soit maystill detectanumberof faultsthatwould
notoccurduringnormalexecution.

Strengths

The graphicaloutputallows easymonitoring of the program: It is easyto seewhen
a programis stalledand doesnot changeits statearymore. VisualThreadsloesnot
automaticallyabortthe program,though, so it is not suitablefor automatedesting
(especiallysinceit still fully utilizesthe CPUwhenit is monitoringanidle program).

VisualThreadsanbe usedwithout prior knowledgeof problemsthatcanoccurin
multi-threadedorograms;eachdetectedviolation is displayedwith detailedexplana-
tions. It is alsovery easyto use,dueto its graphicaluserinterface.

Its main potentiallies in detectingpossibledeadlocksby observingthe orderin
whichlocksaretaken. This featureseemsotto work in Java.

Performance

BecauseVisualThreadsvasrunningon a ratherold, slov Alpha computerit is hard
to judgeits performance.lndeed,a lot of the given overheadmay have beencaused
by the GUI ratherthanthe coreprogram. A roughguesss thatit slows dowvn a Java
programby atleastfactor20.

Limitations

BecauseVisualThreadnly runstogetherwith its graphicaluserinterface,it is not
suitedto automaticor overnighttesting. Also, it needsa fastmachineto run on; the
factthatit only runson Alpha Unix makesit harderto getaccesso sucha machine.
The generatedrace les grow very fast(at a rate of several megabytesper minute),
which furtherslows down the execution.
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Summary

Being a commercialproduct, VisualThreadss the most powerful run time checler
available. It requiresa well-equippedcomputerto run on, but can be usedon ary
executableprogram.

3.4.4 ESC/Javatestresults
Overview

ESC/Jaa works mainly on (preferablyannotatedsource les. If the sourcecodeis
not available,a speci cation le canbe given(which includesall methoddeclarations
andannotationsaboutthe behaior of the methods).Alternatively, ESC/Jaa canalso
proces<lass les directly, althoughwith muchlessusefulresults.

Detectedfaults

ESC/Jaais by no meansa soundchecler (in the sensethatit detectsall faults),nor
is its goal to be complete(in the sensethat it never gives spuriouswarnings). [36,
AppendixC] explainswhy:

“An unsoundnesss a circumstancehat causes€ESC/Jaa to missan
error that is actually presentin the programit is analyzing. Because
ESC/Jaais anextendedstaticcheclerratherthanaprogranveri er, some
unsoundnesseseincorporatednto thecheclerby design pasedninten-
tionaltrade-ofs of unsoundneswith otherpropertiesof thechecler, such
asfrequeng of falsealarms(incompletenessgf ciency, etc. Continuing
experience andnew ideas,may leadto re-evaluationof thesetrade-ofs,
with somesourcesf unsoundnespossiblybeing eliminatedand others
possiblybeingaddedn futureversionsof ESC/J&a.”

One point that is maybenot quite clearin this quotationis the fact that for certain
properties,soundchecksmay be possible,but would requirelarge extensionsof the
givenchecler. Thesé‘intentional” trade-ofs areusuallydueto thefactthatthis (large)
projectis still far from being nished, anda compromisehadbeenmadeto producea
working programcheclerontime.

Thefocusof ESC/Jaais to verify thevalidity of assertionstatically Thereforejt
requiresannotationsn the codein orderto bereally useful(althoughcertainproperties
arechecledby default). Many annotationsiresomeform of assumptionvheretheuser
suppliesadditionalinformationto the programwhichwould otherwisenotbeavailable
at compile-time.The checksfor raceconditionsanddeadlocksarespeci ¢ extensions
of thesetwo primitivesand have not originally beenthe goal of ESC/Jaa. However,
thereis work in progresghatwill make checkingfor synchronizatiomproblemseasier

In the examples,the DeadlockWait2 ~ example(Listing D.4) wasnot countedbe-
causeESC/J&a's theoremprover “Simplify” crashedduring executionunderLinux.
This failure could not be reproducedinder Solarisby Compags developmentteam,
andit canbe assumedhatit will be x edfor the next Linux version. Also, the Jlint
testexamplegave an outputthatwashardto interpret;with the improved supportfor
synchronizednethodsdn the next version,it shouldbeclearer

TheDining Philosopherproblem(Listing D.14)couldhave beenmademoretractable
for ESC/Jaa by xing the numberof processespossiblyalsoby preprocessinghe
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code(seeSection3.3.3). However, the amountof annotationsiecessaryn thatcase
(andalsofor the sharedbuffer problem)would have beenreally large, coming close
to a formal proof. Thisis outsidethe usagethat canbe expectedin industrial appli-
cation programming,wherea tight schedulewill not allow for the time neededfor
constructingnodelvariablesthatre ect propertiesof the programwhich hold during
the executionof all threads. Oncesomeoneayetsthat far, the main work of veri ca-
tion is doneby a humanratherthanthe computer WhenusingESC/Jaa, it is more
bene cial to focuson thefaultsthatoccurundersimplercircumstances.

Strengths

ESC/Jaa nds indeedall of the simplerfaultsandonly really fails in two cases¥First
in theexamplegivenin the ESC/J&a manual(Listing D.8), whereatemporarychange
in the datastructurecannotbe reproducedy data o w analysis;secondn the Split-
Syncexample(Listing D.6), whereit reportsa potentialdeadlockratherthana race
condition. In the two morecomplex casegsharedbuffer andDining Philosophers)it
hintsat troublespotsin the code,regardlesof whetherthe givenexampleworks cor
rectly or not. Eventhoughthis maylook like a failure,onehasto keepin mind thata
usercanturn awarningoff for agivenpositionin the code makingit easyto eliminate
spuriouswvarningsoncethey have beenexamined.

Required knowledgeand effort

ESC/Jaais avery powerful tool, encompassing/arningsin 21 cateyories,24 annota-
tion pragmasand18 speci cationexpressionsvhich areneededor someannotations.
Its rich syntaxis similar to a small programmindanguageof its own, but on a more
abstractevel. Thereforefully masteringhe annotationanguagerequiresa thorough
understandingf Java, especiallyif modelvariablesandlock setannotationsareto
be used. If onefocuseson simplerchecks,one canstartwith fewer, more intuitive
pragmassuchasassert . Futureversionsof ESC/J&a will hide someof the inter-
nal compleity when dealingwith synchronized  blocks, makingits usagesimplet
The programmeilsoneedsto have a basicunderstandingf preconditionspostcon-
ditionsandinvariants.Unfortunatelythe manualtriesto be bothanintroductionanda
referenceijt doesquitewell at achieving thelatter, but on the costof theformer.

Thenumberof annotationsequiredhasto betakenwith agrainof salt,becaus¢he
annotationavere gearedowardscheckingfor deadlocksandraceconditions;certain
warnings,suchas potentially incorrectarray accessesyere ignored. In the current
version,the annotationoverheadwas acceptablegven thoughone sometimeshasto
investsometimeinto nding theright setof annotationgo useif comple relationships
betweenobjectsshouldbe expressed. For simple casesthe annotationsare trivial,
usuallyonly for ensuringthatreferencegrenot null

Performance

ESC/Jaais de nitely slowerthana compiler, sinceit hasto repeatmostof the com-
piler's taskand run its theoremprover on top of it. The overheadis not too large,
though;in mostcasesESC/Jaa shouldbe suitablefor running before checkingin
sourcecode,andit is de nitely usefulasa veri cation stageprior to testing, given
the codeis sufciently annotated.However, the outputis not meantto be processed
automatically(unlike testcases).
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Program Size | Linesof anno- LOA/

(NCLOC) | tations(LOA) | NCLOC
Deadlock 50 2 4.00%
Deadlock?2 50 8 | 16.00%
Deadlock3 48 3 6.25%
Deadlock-Wit 43 3 6.98%
Deadlock-V&it2 65 6 9.23%
SplitSync 26 2 7.69%
Jlint 26 9| 34.62%
ESC/Jaa 77 14| 18.18%
Buffer 66 8| 12.12%
BufferSem 90 18 | 20.00%
Philosopher 93 11| 11.83%
PhilosopherHost 116 16 | 13.79%
Total 750 100 | 13.33%

Table 3.2: Annotationsrequiredfor code examples. Annotationsare sometimesn-
complete(certaincheckswere disabled). Annotationsfor the Semaphorelasswere
countedtowardsall programsusing semaphoresThe given numbersre ect the true
annotationsafter a small extensionto ESC/Jaa will be added,which will allow for
moreconciseannotations.

Limitations

A majorproblemwhenworkingwith ESC/J&ais thatit is verylikely to generatavarn-
ingsfor ary synchronized statement.Only with extra annotationspne canremove
thesewarnings. Sometimes,nding theright annotationcanbe very hard. For anin-
correctannotationESC/Jaa will complainabouta violatedinvariant. At thatpoint, it
is not clearwhetherthe annotationwvasincorrector merelyinsufcient for ESC/J&a's
theorenprover, or whethetthereis agenuinegfaultin theprogram.Thisis preciselythe
guestiorthatthe provershouldanswerbut for complicatedporogramsit cannotalways
help.

ESC/Jaa's warningsareusuallyvery concise- moreoftenthannot, a bit too con-
cise. Sometimessomeextra informationor a small counterexamplewould be very
helpful. Right now, counterexamplesareonly givenin aninternalformat,which cor-
respondgo anintermediatdanguagevhich is usedwhentranslatinghe Java program
into a proof. Thesecounterexamplesarevery hardto read,andit is not possibleto
understandhemfully without thoroughknowledgeaboutESC/Jaainternals. Thisis
certainlyanareathatneeddmprovement.Onehasto keepin mind thatgeneratingex-
amplesin thereal programminganguagepasedon propertiedisprored by a formal
checler (in ahighly abstractepresentationis a very hardproblem. Banderaandthe
SLAM tools([2, 6]) aresupposedo solveit.

Summary

ESC/Jaais de nitely the mostpowerful staticchecler currentlyavailable. While its
key strengthsarenotin theareaof synchronizatioproblemstherearealreadyacouple
of featureghatallow very usefulchecking.Work is in progresgo make checkingfor
deadlocksasieandmorepowerful.
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ESC/Jaa requiressometime to be masteredjt remainsto be seenwhetherthe
effort is worthwhile, giventhe currentstageof implementation.

3.4.5 Jlint testresults(version1.11)
Overview

Jlint works directly on the compiledclassesandthereforedoesnot requirethe source
code. However, it doesnot allow for annotationandtemplateither, restrictingarny

checkgo theoneswhichare“hard-wired”into thesourcecode.Ontheotherhand this

malesit extremelyeasyto use;verylittle prior knowledgeis neededo runthetool and
interpretits output.

Detectedfaults

Jlint only performscontrol ow and very limited data o w analysis. Therefore,it
canonly detectdeadlockghatoccuron a methodlevel, i.e. wherethe synchronized
statemenappliesto theentiremethodandobtainsalock onthecurrentinstancethis ).
Synchronizatiorproblemswithin methodswheresynchronized(resourc e) applies
to ablock of code,areignored.

In generalcheckingthesdocksis very hard,dueto the aliasing problem Because
areferencecanbe copiedor changeduringrun time, the contentof a certainvariable
cannotalwaysbe determinedstatically KonstantinKnizhnik, theauthorof Jlint, says:

“The problemwith analyzingsynchronized(lock) { block } con-
structionds that"lock™ canbearbitraryexpressionandit is impossibleto
detectwithout executionof [the] programwhethertwo suchexpressions
referto thesameobject. Eventhesimplesttasewhenlockis justthename
of variable,requirefull data o w analysisto be ableto make conclusion
which objectis locked.”

However, if a variableis sharedoetweenthreads(either asa singletoninstanceor a
static variable)and doesnot changeduring the execution,a checkcanstill be done,
without (complicated)data o w analysis.For testingthis, the two basicdeadlockpro-
grams(Listings D.1 and D.3) were transformednto programsthat exhibit the same
locking problem,but betweermethodgatherthanwithin the samemethod.Jlint suc-
cessfullydetectedhesedeadlocksaandgave a very usefulandconcisedescription.

Strengths

Jlint's is mostusefulat checkingsynchronizatiorproblems,whereit supportsdead-
lockson a methodlevel, andcertainraceconditionchecks.It alsoperformsa number
of otherchecksusinga simpledata o w analysis suchasthe checkfor possiblenull
references.Thesefaultsare easierto nd thansynchronizatiorproblems. Jlint also
hassomespecializecdcheckswhich arevery reliable,but applyto uncommortypesof
faults.

Performance

Jlint's biggeststrengthis its extremelyfastperformancgsinceit hasbeenwritten in
C++), which makesit evenfasterthanthe currentJaza compilers(which have to ana-



26 CHAPTER3. EVALUATION STAGE

lyze the entire sourcewhile a class le is muchsimpler). This makesit very easyto
run Jlint often,oncethesourceles compile.

Required knowledgeand effort

As it hasbeenmentionedabove, Jlint requiresverylittle prior knowledge.lIt is recom-
mendedo readthe manual,which is not too long andstill encompasseall of Jlint's
functionality, beforeusingthetool. No knowledgeotherthana goodunderstandingf
Javais required,asJlint doesnotallow ary annotations.

Limitations

Jlint's original scopefor synchronizationsvasvery limited, becausét only workedon

amethodlevel. An extensionfor the remainingDeadlockexampleswasshown to be

possiblewith a reasonableffort. In orderto verify whetherthe assumptionmeeded
for doing thesechecksarevalid in real code,an analysisof Trilogy's codefollowed

(seeSection3.5).

Summary

Jlint's simplicity and speedmake it worth using on codeof ary size. However, it
doesnot allow any customizationso repeatedisagefor gradualre nementis a less
likely scenarioJlint fails to detectmary faults,but is generallyconserative atissuing
warningswhich makesit quite useful.

3.5 Statistical analysis

Knowing now the capabilitiesof these vetools,it still wasunclearwhich onewould
be bestsuitedto a realworld scenario.How often do synchronizedlocks, a feature
that Jlint doesnot support,occur? In synchronizelocks, what resourcds usually
synchronizean? Are complex locking schemegsuchaslists of locks)common?

An analysisof Trilogy's codeandothercodebasessheddight into this problem.
With anincreasingly ne level of detail,severalaspect®f concurrenprogrammingn
JavawereanalyzedFirst, the scopeof theanalysiswill be shovn, thentheresults.

3.5.1 Scope

Theanalysisconsistedf threesteps:

1. Gettinga countof synchronized methodsandblocks. Their numbergivesa
measuref “parallelism” of a JavapackageHowever, therelatve numbersvere
far moreinteresting asthey give anindicationof whatJava checlersshouldbe
capableof in orderto cover mostcasesccurringin real software.

2. Thedifferentcaseof synchronized  blocks:

(a) synchronized([this. Joe tCl ass () : thisisasynchronizatiomnthecur-
rentclass.In mostcasesthe synchronized  block couldbe substitutedy
acallto astatic  synchronized  (class)method?

it instance(nonstatic ) elds areusedwithin the synchronized  block, a direct substitutionis not
possible.
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(b) synchronized(this) . a synchronizatioron the currentinstance. The
synchronized  block can be substitutedwith a call to a synchronized
method.Synchronizingon aninstances far morecommonthansynchro-
nizing on all instance®f aclass(asin case?a).

(c) Othercasesln thatcaseanarbitraryobjectis synchronizedn (usuallya
eld of thecurrentclass).

3. In case2c, what kind of variableis synchronizecon? Thereare quite a few
possiblecases:

(&) Membersof the currentclass:

Class(static ) variables.This is usuallythe casewhena resourcds
sharedbetweendifferentinstancesand may only be accessetby one
instanceatatime. Thestatic  referencas usuallystill pointsto anin-
stancenotaclass-thereforehedistinctionbetweersynchronizations
onaclass(case2a)andon a classvariable (this case).

Instancevariables. Often, this casecorresponds singletoninstance
[51] which holdsa sharedesource.

Inherited elds. Dependingon whetherthey are static or not, they
correspondo one of the two casesabove. However, they are more
dif cult to analyze(andalsomoredif cult to keeptrackof for a pro-
grammer).

(b) Membersof anotherclass: a direct eld accesgo anotherobjectusually
correspondgo unsafedesign,but is sometimesusedfor a performance
adwantage.

(c) Functionparametersndlocal variables:in this case thereferenceo the
objectthatis locked on is obtaineddynamically andrequiresa data o w
analysisacrosanethodspftenacrosanethodsf differentclasses.

Case3ausuallycorrespondso asharedesourcdhatis initialized onceduringinstance
(or class)creationandthenusedthroughouthelifetime of aninstance.Possibly that
resourcemay be re-allocatedunderspecialcircumstancesBecauseahesereferences
generallydo not changetheir analysisis relatively simple. Therefore Jlint could be
easilyextendedto encompassuchcases.The questionrwasnow how commonsucha
caseis.

In the othercasesijnteractionshetweenclasseqeedbe analyzed.This requiresa
global data ow analysiswhich beyondthe scopeof currentlyavailablecheclers.

3.5.2 Analysis method

Cased to 3acouldbecoveredby ashellscript,while acloseranalysiof synchronized
blockswasdoneby a Perlscriptimplementinga small Jasa parser SeeappendixA.1
on page60 for a descriptionof theseprograms.

3.5.3 Analysisresults

A listing of all theinformationgatherediuringtheanalysiscanbefoundin appendies
A.2 to A.4. This sectionsummarizesheseresults.
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Trilogy' ssourcecode

Synchronized methodsnakeupaboutthemajority of theoccurrencesf synchronized
statementgseetable 3.3 and gure 3.2). The synchronization®n this or the cur-
rent classmake up a small amount. 35% are case2c, wherean “arbitrary” variable
is synchronizedn. This shavs thatthe simplercasesalreadycover two thirds of all
synchronizatiorissues.

487 | Total 100.00%
265 | synchronized methods 54.41%
51 | onthis 10.47%
93 | onaclassorinstancevar. 19.10%
30 | onaclass(onr.getClass() ) 6.16%
48 | Othercases 9.86%

Table3.3: Overallusageof synchronized  statementin Trilogy'scode.

Out of thesehardercases.the majority is a single sharedresourcethat is used
amongseveral instancequsing a static  variable)or threadsusing the sameclass.
Thecombined‘simpler” casegsynchronizationsnthis , classor instancevariables,
or classesjnake upthemajorpartof all synchronizatiorstatementéabout85%). Also,
thisis asubstantiaincrease&eomparedo thesynchronized methodonly. It shouldbe
notedthatthekind of compleity encounteredariesalot betweerdifferentpackages.
For example thecoreclasseswhichadministratenary sharedesources;ontainmary
synchronization®n suchresources Otherpackagesespeciallywrappersfrequently
obtainareferenceao suchasharedesourceshroughinteractionwith differentclasses.
Whatdo otherpackage$ook like? Are they similarto Trilogy's?

synchronizednethod

othercases

onthis
onaclass

onaclass/instancear.

Figure3.2: Overallusageof synchronized  statementd Trilogy'scode.A distinction
is madebetweersynchronized methodssynchronizationsnobject elds (whichare
referenceso anobjectinstance)pn classesandothercases.

Built-in Java packages

While thebig pictureis similar, therearehugediscrepancieamongthedifferentpack-
ages. Especiallynotenorthy is the high numberof local variables(dueto interaction
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betweenobjectsfor managingsharedesourcesjn the awt package.The morecom-
plex casesaresigni cantly morefrequentthanin Trilogy's code(17.59%asopposed
to 9.86%). This is not surprising,sincethesepackagedave to implementthe core
Java functionality, andit is desirablethat much of the compleity of multi-threaded
programmings takenaway by well-designedihread-safeoreclasses.

Other packages
Swing

Somegavax.*  packagesaccessibility, naming, swing ) arenow includedin the
JaraRunTime Environment,versionl.3andnewer. Exceptfor the SwingGUI toolkit,

almost no synchronizationstatementsare usedat all. Thesepackagesare mostly
single-threadedbut thread-safe.Hencemost synchronizatioroperationsare guards
againstconcurrenusage.The high number(74.77%)of synchronized methodsand
synchronized  this blocksshawsthis. Also, thetotalnumberof synchronized  key-

wordsin thecodeis lower thanin ary otherpackageanalyzed Onecanconcludethat
in packageshat deallessoftenwith concurreng issuesthe synchronizationsn the
this instancevia synchronized  blocks or methodsare by far the mostoften used
ones,sincethey usuallyonly sene to guarantean “atomic” operationwithin a block
or method?

OMG (CORBA) packages Theomg.* packageghat comewith the JRE 1.3 im-
plementthe CORBA functionality for Java. Sincethe real multi-threadingissuesare
in the underlyingnatively implementedramework, which hasto be ableto dealwith
mary requestatatime,theJava packagesnly includesynchronizationsnthecurrent
instanceor class,andno otherlocking schemes.

Concurrencypackage Sincethis packagemplementshigher, concurrent'building
blocks”, suchassharedreadlocks, it is inherentlythe mostcomplex onewith respect
to parallelism. Neverthelessthe numberof locks on the currentinstancemakes up
51.41%of all locks. Evenin sucha complex packagethe “atomic block or method”
type of synchronizatioris the mostcommonone. Of the rest, the overwhelmingma-
jority (43.13% of thetotal) weresynchronization®n a classor instancevariables(in
195out of 229 cases,elds thatwereinherited;in 31 casesnonstatic  elds). Usu-
ally, thesevariableswere part of a morecomplex datastructure(e.g. a nodein a list
or queue)andthereforeweresometimegjuite hardto analyze(alsoseeSectionF.3 on
pagel23).

ETH Data warehousingtool Thistool, having not mary linesof code,wasthesec-
ondmostcomplex packagenalyzequnlesssomelavapackagesuchasjava.beans.*
orjava.io.*  areconsideredeparately)However, 83.08%of all casesveresynchronized
methodsandtherestweresynchronizationsnaclassor instancevariables.This pack-
ageshouldbe easierto handlefor a static checler becausghereare no interactions
betweerclassesvhenalock hasto beobtained.

2strictly speakingthe operationis only atomicwith respecto thethis  instance.
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3.5.4 Commontraits

As onecansee thereseemgo beatrendtowardssimplercase®f synchronizationn
smallempackagesndpackageghatprovideawrapperfunctionality. All in all, thetrend
is evidentthatthesesimplercasegprevail, evenin complex packagesEvenmostof the
comple caseseento bemanageabl&ithoutinter-objectdata o w analysis.Thisis a
very encouragingesult,assimplecheclerscanalreadycover quite a large percentage
(about85 %) of all synchronized statementsA “simple” checler in this contet is
onewhich canperforminter-objectdata o w, track referencesacrossmethodsto see
if they arenot changedandcheckall synchronizationsisingsuchreference®r this .
Of courseijt is not certainhow likely faultsarepresenin thesesimplecasesandhow
likely faultsoccurin theremainingl5 %, the complex cases.

synchronizednethod

. othercases
onthis

onaclass

onaclass/instancear.

Figure3.3: Total usageof synchronized  statementin all analyzedhackagesA total
of almostamillion linesof code(LOC)wasanalyzed.

3.6 Comparison of the results

3.6.1 Testexamples

For analyzingmulti-threadingproblems MaC cannotbeusedyet. Thereforet wasnot
consideredurther.

Rivet

By simplylookingatthechart( gure 3.1onpagel5), Rivetseemgo beaclearwinner

Being an exhaustve checler, it can catchall multi-threadingfaults by nature. This

comesatthe price of a high overheadandanarchitecturehatis nolongercompatible
with newer virtual machines. Using Rivet in currentervironmentswould requirea
signi cant portingeffort.
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VisualThreads

Basedon a powerful deadlock/racecondition detectionalgorithm, VisualThreadss

very successfuait detectingmary kindsof faults. Unfortunately the factthatit moni-
torsthe POSIXthreadAPlI, ratherthanthelocksin thevirtual machindtself, makesit

muchlesscapablending faultsin Java programs A specializedlava virtual machine
with the samemonitoringalgorithmswould be muchmoreuseful (and probablyalso
faster).

ESC/Java

Duetoits morepowerful theoremnprover, ESC/Jaasuccessfullihandlesll thesimpler
testexamplesandonly fails in very complex cases.However, it is hardto learnand
muchmoretime consumingo use becaus¢hecode(eitherassourcecodeor bytecode)
hasto beannotatedn orderto be checledeffectively.

Jlint

Jlint'sanalysiscapabilitiesarelimited, sinceit doesnotbuild onasophisticatednodel.
Despitethis simplicity, Jlint wasquite effective at nding certaindeadlocksFromthe
developers pointof view, it is de nitely the easiesbneto use.

3.6.2 Realworld problems

Dynamiccheclershave beenmoresuccessfulvith the givenexamples.Nevertheless,
therewere otherdravbacksinvolvedin the two speci c toolsthat weretested.As of
January2001, oneof the staticcheclersevaluatedherewould likely be more useful.
All dynamictools would requiremajor change®or extensionswhich would not have
beenfeasiblewithin the giventime.

Thegoalof thestatisticalanalysisvasto nd whetherthestaticcheclerswould be
severelyhamperedy theirincapabilityof analyzingcomplex locking schemesuchas
presenin the sharedouffer and Dining Philosophersxamples.The analysisshaved
thatthey probablyarenot—the“easy” casesarefar morelik ely thanthe “hard” ones.

Theoriginalversionof Jlint (asopposedo ESC/Jaa) only coveredsynchronized
methods;as the statisticalanalysisshaved, an extensionto synchronized  blocks
would increaséts scopeandusefulnessubstantially Jlint's small size, its free avail-
ability andthefactthatit wasnotbeingdevelopedfurtheratthattime madeit easieito
extend. Thereforethe stepwastakento extendJlint's analysis.

Of coursea statisticalanalysiscanonly coverthefrequencyf certainlocking con-
stellations not the likelihoodthata fault is foundin these.Thereforethe actualvalue
of atool thatcancover the remainingfew casesvhich arehardesto analyzemay be
alot higherin practice.Thereis no dataavailableyet on thattopic; moreoer, judging
the“severity” of afaultis avery subjectve processAs for the stateof theart, simpler
problemsneedto besolved rst beforethevery hardesbnescanbetackled.

3.7 Summary

This chapterdescribedhe questionghatarerelevantfor choosinga checkingtool, no
matterwhatits technology(sincefor the developer the usefulnesss moreimportant
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thanthetechnologyused).Becauseunningall toolsagainstheentirecodebases not
feasiblewithin the giventime, a smallsetof representatie testexampleswvaschosen.

Choosingthe testexamplesbasedon certainmetricswas abandonedn favor of
choosingexamplesthat exhibit certaintypical problemsin multi-threadedprogram-
ming. Theimportanceof eachaspecthatatool coverswasjudgedby their numberof
occurrence$oundin the sourcecodeanalysis.This metric may be too simplistic, but
nore ned metricsareavailableyet.

It could be seenthat even though static analyzerscannotcopewith really com-
plex locking schemesthey successfullydealwith simplercasesThesearemuchmore
commonin real sourcecode. This is why the decisionwas madeto extendJlint's ap-
plicability to synchronized  blocks. This extensionwould bring Jlint, thesimplestand
fastesthecler, to the samelevel of moreadvancedstaticcheclers,suchasESC/Jaa,
withoutsacri cing Jlint's speedandeaseof use.



Chapter 4

Jlint extensions

In its availableversion(asof Decembef000),Jlint wasonly applicableo synchronized
methodsthesimplestcaseof synchronizationn Java. Thiswasdisappointingbecause
the other cases,synchronized  blocks, make up about45% of all synchronization
statementén Java, asthe evaluationshoved. Therefore the goalwasto add support
for synchronized  blocksandre ne the deadlockandraceconditionchecksllint is
performingwith this ner granularity

The rst two sectionsdescribethe Jlint extensionsin more detail. The next two
sectiongdealwith algorithmicchangesndtheirimplicationsin Jlint's code.Problems
encounteredrediscusseafterwards. Finally, the resultsof the applicationof Jlint to
severalsoftwarepackagesreshown.

4.1 How Jlint works

Jlintworksin two passesMost checksaredonein the rst pass.Thetwo passesvork
asfollows:

1. Jlintreadsbytecodd.class ) les andparseshem.It thenanalyzegachmethod,
examiningcodelocally. During thesegroofs,thecall graphis built.

2. The(global)call graphanalysidollowswhenall class les have beenprocessed.
In this pass,Jlint checksthe call graphfor potentialdeadlocks.

4.2 Goals

Themaingoalwasto extendJlint's applicabilityto the“synchronizelock” construct.
Thiswould allow thefollowing extra checks:

1. Wait/notify analysis: For eachwait , notify  or notifyAll call, the current
threadhasto own a lock on the callee[50, p. 414]. Ratherthanonly check-
ing whetheranylock is owned,the extendedJlint shouldknow which onesare
owned.

If themonitorfor the objectthatis beingwaitedonis not held,aracecon-
dition or lllegalMonitorStateE xce pti on might occurwhenthethread
resumesxecution.

33
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If the waiting threadholdsotherlocks,theseareinaccessibldor the time
while thatthreadis waiting. Deadlocksarepossibleunderthis scenario.

2. Synchronizedblock analysis: In thesameway synchronized ~methodcallsare
checledfor potentialdeadlockqloop in the call graph),acquiringthe monitor
in synchronized  blocks shouldalsobe checled for deadlocks.While it was
clear(from Listings D.1 andD.2 on pages85 - 86) thatsynchronized  blocks
can, undersomecircumstancesbe treatedequivalentto calls to a specialized
method,it wasnotclearinitially howthis shouldbeincludedin Jlint.

3. Lock changeanalysis: Duringamanualanalysisof intermediateles of thesta-
tistical analysisa potentialraceconditionhasbeendiscoveredin theETHZ data
warehousingpackagg24] because lock variable(which wasan array andas
sucharesourcepool) waschangedutsideany monitors.Becausenly accesses
toindividual arrayentrieswereguardedy alock, but nota changeto theentire
array afatal racecondition could occurwhenthe arrayis re-initializedwith a
differentsize. It would bedesirabldf Jlint could nd suchfaultsautomatically

Rule 3 is bestillustratedby an example. Listing 4.1 showvs a scenariothatis quite
similarto arealcasewheresuchafault hasbeenfound. Whenthe entireresourcepool
is re-allocatedits creationis not guardedoy a higherlock. Introducingalock variable
for theresourcepool (a simpleObject will do)andusingthatonefor locking instead
of thearraywill x thisbug.

Listing 4.1 An exampleshaving araceconditionwhenre-initializing aresourcepool.
Becauseuchafaulthasbeenfoundmanuallyin a datawarehousingpackagearuleto

checkthis wasaddedo Jlint.
class ResourcePool {
int size = 100;
int count = 0;
Object[]  resources = new Object[size];
public  boolean addEntry(Object entry) {
if (count < size) {
synchronized(resources) {
resources[count++] = entry;
}
}

public  setSize(int newSize) {
size = newSize; // race condition!

count = 0; /I another race condition!
oldres = resources;

resources = new Objectsize]; II' race condition!
synchronized(resources) {

[* restore old values *
}
}
}

4.3 Implementation of extensions

Now, all theseextensionshave beenimplemented.The major algorithmicchangesn
Jlint for implementingthe threemajor new featuresaredescribedn this section.The
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wait/notify analysiswasimplementedat a methodlevel (locally). The synchronized
blockanalysigsincludedin Jlint'ssecond nal) passthecall graphanalysis.Thelock
changeanalysisis partiallyimplementedocally to eachmethod,with a nal analysis
attheendof parsingeachclass.

All extensionshave in commonthatthe aliasingproblemhasto be solved, at least
partially. In the Java Virtual Machine,all operationswork on a stackof operands.
Therefore the “alias” to eachvalueon the stackhasto be known in orderto perform
ary checking.

4.3.1 Tracking referencealiases
How eld accessework in the JVM

A eld isavariablethatis partof eachobjectinstancgor classfor static  variables).
Becausdhe operandstack,whereall valuesare“nameless”js centralto the Java Vir-
tual Machine,it wasnecessaryo addreferencetracking, which keepstrack of the
“alias” (the eld name)of eachstackelement. In orderto understandhe way how
eld accesseworksin Javabytecodehereis a smallexample([50, p. 381]):

Javasourcecode Compiledbytecode
int getlt() { Method int  getlt()
return i 0 aload 0 /I this
} 1 getfield #4 Il Field Example.i |
4 return Il returns  first element on stack

This exampleshaws a key aspecof how elds aretreatedin bytecode(andin the
virtual machine): elds arenever useddirectly. Instead they arecopiedon top of the
stackwith a getfield  instruction. Fromthenon, ary manipulationsof that eld are
madeon the stack. A putfield  instructionstoresthe top value of the stackin an
instanceeld.

Tracking valueson the stack

The putfield  andgetfield  instructionshave to be treatedspecially asthey are
the only indicatorsof the “true” identity of a valueon the stack. The samegoesfor

putstatic ~ andgetstatic , which arethe equivalentinstructionsfor static  elds.

In the extendedllint, a referenceo the original value (the eld of a class)is keptfor

eachstackelement. In orderto keeptrack of the valuesusedin the stack,all stack
instructionshadto be augmentedvith codethatcopiesthatreference.

Moreover, thenew instruction(which allocatesnemoryfor anobjectandreturnsits
referencejadto betreatedspeciallyaswell.! For eachnew call,anew eld descriptor
with the name<new#n> is createdwhere#n standgor the numberof the objectthatis
createdthe nth occurrencef thenew operationin that.class le).

Finally, thethis pointeris alwaysthe Oth elementon the stack(i.e. the Oth argu-
mentof a method)for eachnonstatic = method. Therefore,at the beginning of the
analysisof eachmethod,the Oth elements setequalto a specialthis> eld, which
is createdprior to theanalysisof eachclass.This name(lik e the<newi#n> elds) does
notexist in the constanpool of the class,andthereforehasto be allocatedspecially

1Thenew instructiondoesnot directly correspondo a constructarlt only allocateshe memoryneeded.
A subsequertall to aspeciakinit> methodthenrunsthe constructoandary otherinitializations(suchas
theonesin variabledeclarationsuchasint i = 1).
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4.3.2 Wait/notify analysis

While checkingeachmethod Jlint hasto keeptrackof thelocksthatthethreadexecut-
ing thatmethodis holding. A lock onthis is heldwhile a synchronized methodis
executed.n synchronized  blocks,alock onary objectis acquiredandreleasedvith
monitorenter  andmoniterexit ~ operations.

Lock setclass

Whenever a monitorenter ~ or monitorexit ~ operationis encounteredthe nameof
the eld thatthelocking operationworks on is needed.Using the referenceracking
describedin the previous section,this problemis solved. Furthermore four major
operationhave to be performedwhencheckingthe correctnessf locking:

1. Adding alock to thecurrentsetof locks.
2. Remawing alock from thelock set.
3. Checkingwhetheralock is currentlybeingheld.

4. Gettingthe mostrecentlyacquiredock.

Sinceproperties3 and4 cannotbeimplementeckf ciently with asingledatastructure,
a specialLocks classencapsulatethese(anda few other)operations.It usesbotha
vectoranda hashtable, which is the easiestway of performingboth operationsef -
ciently. Of course,sincethe lock setis alwayssmall, the performancevasof minor
importance.

Wait/notify analysis

With the givenfunctionality of thelock set,it is now trivial to checkwhetherthe most
recentlyacquiredock wastheright one(thecalleeof thewait ornotfy method),or
whetherary otherlocksareheld.

4.3.3 Synchronizedblock analysis

This extensionallows, additionallyto synchronized  methods,also an examination
of deadlocksn synchronized  blocks. First of all, a synchronized  block hasto be
recognizedassuch! This soundstrivial, but it is mademuchharderby the fact that
synchronized  methodsare supportedwithin the virtual machine: In the bytecode,
only a special ag is setfor eachsynchronized method,but thereareno specialin-

structions.However, synchronized  blocksareimplementedvia two specialinstruc-
tions: monitorenter  andmonitorexit . Section4.3.1hasdescribechow the original

valuesof theargumentto thesetwo operationganbekepttrack of.

Originally, Jlint's call graphonly includedmethodcalls. Eventhoughit wasshown
thatsynchronized  blockscouldbecorvertedto methodcallsto a specialmethodof a
specialclass thatextensionwasnot quite straightforvardto implement.In theend,a
methodcall to a speciaksynch> methodof the“instance”OWNER.NAM&aschoserto
modelthe dependengbetweersynchronized  blocksandmethodcalls. OWNERs the
classthat“owns” the lock (the onewherethelock is aninstanceor static eld). The
NAMEentry correspondso the nameof that eld.
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public class Example { Example.foo
Object lock = new Object();
Object innerLock = new Object(); L

\

public  void foo() {
synchronized  (lock)  { Example.l@
synchronized  (innerLock) {1}

synchronized  (lock) { }

\
}
1 Example.innerLock.<synch

Figure4.1: Call graphextensionfor synchronized  blocks.

A synchronized  block resultsin an edgefrom the currentmethodto a pseudo
methodrepresentinghat block. If a methodExample.foo acquiresa lock on the
variablelock , theedgeExample.foo Example.lock.<synch> is addedo thecall
graph. If the samemethodacquiresanotherdock within the rst synchronizedlock,
theedgeExample.lock.<synch >  Example.innerLock.<s  ync h> is added.If the
samedock is release@ndthenre-acquiredthe samepseudanethodsareused.Thisis
becausenly the nestingof methodcalls andsynchronized  blocksis important,not
theorderin which they occur Figure4.1lillustratesthis.

Figure4.2 shaws a slightly longerexamplewith its extendedcall graph. Whatis
not shawn in this exampleis that methodcalls within a synchronized  block require
anotheredgefrom thatpseudanethodto the calledmethod.

As one cansee,this seamlesslycombinesthe analysisof synchronized  blocks
with synchronized  methods.In this casethe potentialdeadlockover thetwo elds
a andb formsaloop in the extendedcall graph. The standardoop detectionalgo-
rithm detectghis loop without any changes.The only changethatwasneededn the
remainingcodewasfor reformattingthe output. Despitethis, it is not clearhow exten-
sible suchan algorithmis to further aliasanalysis,especiallywhena lock variableis
obtainedvia methodcalls.

public class Deadlock {
Object a = new Object(); Deadlock.foo
Object b = new Object(); ’
public ~ void foo() {
synchronized  (a) {

synchronized (b)) { } !
} } Deadlock.a.<synch

public  void bar() { \
synchronized  (b) { J
synchronized (a) { }
}
}
}

Deadlock.ba

Deadlock.b.<synch

Figure4.2: Call graphextensionfor Listing F.2.

In orderto avoid duplicatelocks, the new Jlint usesthe Locks class(seeSection
4.3.2)to keeptrack of thelock usage.By knowing which locks are held at the entry
of amethod,onecanavoid addinganotheredgeto the call graph. This originally was
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amajor problem. Thereis no API for building the call graph,nor is thereary way of
checkingfor the existenceof anedgein it. The call graphis assembledh the method
descriptorclass(in the mainloop of thelocal analysis),andonly the algorithmitself
guaranteeshat no edgeis addedtwice. This works fairly well until oneextendsthe
call graphto synchronized  blocks(seeFigure4.1).

The chancds fairly high thatthe samemethodis calledin several placeswith the
samdock beingheld. This would resultin the sameedgebeingaddedseveraltimesto
thecall graph.Not only would the samewarningbeissuedmultiple times,but the call
graphanalysisvould alsobe sloveddown greatly Thatalgorithmmightevenbestuck
in in nite loops.Sucha behaior hadto be avoidedatary cost.

By keepingtrack of the locks that have alreadybeenacquiredwhena methodis
called,noredundanedgesdn thecall grapharecreated.

4.3.4 Lock changeanalysis

Thelastextensionwasananalysisof changesnadeto lockingvariablesij.e. putfield
command®nthem.For eachclassanothelock setis usedfor this purposeonly. Each
variablein that setis checled for assignmentsutsidethe two specialinitialization
methodscinit> and<clinit>  andoutsideary monitors.

In fact,thecheckis donefor ary referencaluringthelocal (method)analysissince
theirusageaslocksis notknown beforehandAt the end,warningsareprintedfor each
variablethathasbeenusedfor locking purposes.

4.4 Codechanges

This sectiondescribeshe changesn Jlint's codeatamoredetailed Jower level. Table
4.1 shows the changedo the Jlint codein simple numbers. Version1.12 hasbeen
formattedusing XEmacs' “autoindent” feature. Thusthe large code“growth” from
versionl.11to 1.12,which areidenticalexceptfor the factthatthe monolithicheader
andcode les have beensplit up into several les (onefor eachclass,or afew classes
that belongtogether). Splitting up the les alsointroducedsomeextra whitespace,
alongwith mary extra include directivesandinclude guards;this, togetherwith the
reformattingmakesupthelargedifferencen lines. In table4.1,thesizeof thedifferent
versiondn linesof code(LOC) andnon-commentinesof code(NCLOC)is listed.

| Version | LOC | NCLOC |
1.11(lastrelease) 5270 4533
1.12(separateles for mostclasses) 6254 5110
2.0(enhancedlint) 6994 5615
Differencebetweerversionsl.12and2.0 | 740 505

Table4.1: Growth of Jlint code

Sincenoneof the old codehasbeenrewritten (asit shouldeventuallybe),the code
reusewasquite high, at the costof muchtime spentfor understandinghe code.Only
very few changedo existing codewere made;the major part of the implementation
of the new featureswere madeby additionsto existing methods,or by creatingnewv
classes.Partially, the fact that the existing codewas hardto changewasresponsible
for that, but alsothefactthatsynchronized  blockswerenotatall supportedy Jlint
before.
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String pool

For beingableto createsymbolicconstantghat werenot part of the “constantpool”
ina.class le, aspecialstringpool classwascreated.The reasonwvasthat someof
theseconstantxould not be storedlocally, becausehey would have to be retrieved
muchlaterfor printing errormessages.

New messages

Lock a is requestedvhile holding lock b, with otherthreadholdinga andre-
questinglock b. This messageayives a more detailedoutputabout(potential)
deadlocksoccurringwith synchronized  blocks. The analysisin the extended
call graphis thesameasfor methods.

Value of lock a is changedoutsidesynchronizatioror constructor This fault
hasbeenfoundin the ETHZ datawarehousingpackagg24]. In that package,
anarrayobjectrepresentea resourcepool. Eachwrite accesgo anentrywas
guardedwith a synchronizatiorover the entirearray Changingthe size of the
resourcgpool requiredallocatinga new array Suchasituationcanleadto arace
condition,if anothetthreadis usingthe objectwhile it is re-allocatedTherefore
thisrule wascreatedalsoseeSection4.2

Valueof lock a is changedwhile (potentially)owningit. A similar situationas
above. This fault hasnever beenfoundin practice;it would likely resultin an
lllegalMonitorStateE xcept ion atruntime.

Method instance.wait/noti fyl not ify All is calledwithout synchronizing
oninstance . Thisistheimprovedanalysisof thelock setfor wait or notify
calls.

Holdingnlock(s):{lock set} . Thismessag@mprovesthediagnosi®f wait/notify
problems.t is printedin additionto the old message.
New elds
Someexisting classesn Jlint have beenextendedby newv elds. The mostimportant
onesarelistedhere:
Classedield_desc  andvar_desc ,struct vbm_opera nd

const field_desc* equals : thisread-onlyreferencepointsto the “original”
valueof a stackelement(or ary local variable),asoutlinedin Sectior4.3.1.

const_name_and_type*  name_and_type (onlyin classfield_desc ): in or-
dernotto losethetype of thevaluestracked via equals , this extra pointerwas
needed.

Classmethod_desc

Locks locksAtEntry : keepstrack of existing locks in orderto cut down the
redundang in the call graph.

const field_desc* is_this  (argumentto parse_code ). A specialequals
referencehatis uniquefor eachanalyzedtlass.
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Classclass_desc

Locks usedLocks : After the methodanalysis this setof variablesis checled
for assignmentsutsidemonitorsor constructors.

45 Problemsencountered

ExtendingJlint was muchmoredif cult thananticipated.The key reasonsaregiven
belon. This shouldnot be taken asa criticism of the original authors knowledgeof
programdesignandC++. Jlint waswrittenin avery shorttime (onemonth),andshows
mary signsof incremental;historical” growth without a redesign.

4.5.1 Splitting up the monolithic le

Jlint originally consistedonly of four les: threeheaderles (onefor the Java byte-
codemnemonicspnefor thewarnings,andthe“real” headerle) andonesourcele.
The latter wasalmost5000lines big, with type declarationsglobal variables,global
functionsandall classeguttogether This wasclearlyno longermaintainablesothe
rst decisionmadewasto partitionall classesnto separateles.

Becausdnlined functionswere usedheavily throughoutthe code, someclasses
couldnotbeseparated.However, eachle now eithercontainsasingleclassor several
classesvith acommonpurpose(e.g. for the call graph,the nodeandedgeclassesre
in one le). Thegoalof having mary small les which areeasierto edit hasnot been
quite met: mostof the codeis locatedin the methoddescriptorclass,evenin only one
function. Without aredesignthis problemremains.

As mary dependenciess possiblewere factoredout into separaténclude les.
Themainproblemwasthefactthatmary classesacces®achother'smemberglirectly,
usuallyin inlinedfunctions.In orderto compilethis,thecompilerhasto know theexact
sizeof that class. This requiresparsingthe entireheaderle of the referencedtlass.
Thisis why almostevery le includesevery otheroneindirectly. For this to work, the
includedirectiveshave to bein the correctorder- otherwisethe nesteddependencies
cannotberesolhedby the preprocessoiThe heary inter-dependenciesetweerall the
classedbecomequite apparenhere.

4.5.2 Architectural shortcomings

Thetwo worstproblemsareoutlinedhere. For moresuggestionsibouthow to design
anew checler, seeSection6.2.

Heavily interdependentclasses

The main sourceof problemswasthe fact that all classesare heavily dependenbn
eachother Thisis partially givendueto the problemstructure:a methodhasto have
knowledgeaboultits classjts localvariablesandmary otherproperties Unfortunately
this hasusuallybeenimplementedy direct pointersto otherobjects.Fromthere,the
necessarynformationis accessedia public variables.This leadsto long chainsof
directmemberaccesseayhich disallov ary majorchangesn thedesign.

2Thehigh usageof inlined functionsis alsothereasorwhy mary headerles have no correspondingcc
le; in suchcasesthe classwasentirelyde ned asa setof inlined methods.
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Many dependenciewereintroducedwhich were not needed.For instance,each
methodhasa pointerto its vertex (node)in the call graphand also manipulateshe
call graphdirectly. Samefor accessorand callees. Becausehereareno container
classedor thesedatastructuresthis leadsto heavily convolutedcodewhichis almost
impossibleto maintain.

Data structur esnot separatedfr om analysis

Thelack of containerclassess similar to this problem: The algorithmsare not sepa-
ratedfrom the componentshey work on. Eachdescriptorclass(mainly methodand
classdescriptor)performsthe analysisitself, insteadof merely giving accesgo the

“innards” to analgorithm. This makeseachclassvery long. Above all is the method
descriptorclass,which containsmorethanhalf of the entireJlint code,mostof which

in one,hugefunction(parse_code ).

Data structur estoo closelymodeledafter class les

TheJavaclasg(.class ) les aredesignedor havingaminimalsize.Muchinformation
is storedin a constantpool, which holds,amongotherinformation,all variablesand
methodhamesThisinformationis rarelyneededtruntime (only for re ection classes
andexceptionstacktraces)thereforeit is not directly accessiblavithin amethod.

Becausef this, everyaccess$o suchmeta-datés rathercumbersomethegetfield
operatorfor instancehasonly theindex of thename_and_type entryin the constant
pool asits argument. Therefore,a eld of type Object andnamea is storedin the
constanpoolasshavnin gure 4.3.

) CONSTANT _Fieldref[9](class_index = 5, name_and type_index = 17)
) CONSTANT_Class[7](name_index = 19)

) CONSTANT_Utf8[1]("a")

) CONSTANT_ULtf8[1]("Ljava/lang/Object;")
CONSTANT_NameAndType[12](name_index = 6, signature_index =17
CONSTANT _Utf8[1]("Equals”)

~ O O1 W

=
© ~
L=

Figure4.3: Constanpool entriesfor a eld.

Theentriesin the constanpool look rathercorvoluted;however, oncetheir depen-
denciesarevisualized,oncecanseethatthis is an elegantandef cient way of storing
thatinformation. In Jlint, all the indirectionsinvolvedin obtainingthe full “identity”
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of a eld haveto betakenfor eachputfield  or getfield commandwhich accesses
a eld. Thismakesthecoderatherclumsy asshovnin Listing 4.2.

Listing 4.2 Codesnippetfrom Jlint: gettingthe eld context.

const_ref*  field_ref = (const_ref*)constant_pool[unpack2(pc)];

const_name_and_type* nt =
(const_name_and_type*)constant_pool[field_ref->na me_and_t ype];

const_utfg* field_name = (const_utf8*)constant_pool[nt->name];

const_utfg* desc = (const_utf8*)constant_pool[nt->desc];

const_class* cls_info = (const_class*)constant_pool[field_ref->cls];

const_utfg* cls_name = (const_utf8*)constant_pool[cls_info->name];

class_desc* obj cls = class_desc::get(*cls_name);

field_desc* field = obj_cls->get_field(*field_name);

All this codeis neededecausdlint's datastructureonly maptheclass les into
memory ratherthanbuilding a higherlevel datastructure.This codeis very dif cult to
understandall thosedirectmemberaccessegield integers,which aretheindex in the
constanpool)anderrorprone.It makesfurtheranalysisof eld accessemoredif cult
thanneeded.

4.5.3 Implementation problems

The designproblemsdescribedabove leadto mary dif culties during theimplemen-
tation of the extensions. Therewere alsosomeimplementationdetailsthat madethe
work harderthannecessary

Lack of comments

TheentireJlint codewasvery sparselycommentedUsually the only commentsvere
aboutthe purposeof eachclassandthe meaningof someconstantsThe functionality
of methodsfor instancewasusuallyundocumentedrherefore,nding outthecorrect
usageof eachfunction (includingthe exactmeaningof eachparameterthe context in
whichit shouldbe called)wasusuallyquite a bit of guesswrk andtrial anderror.
Sometimespnevariablewasduplicated becauseét wasnot alwaysapparenthat
it existedelsavhere(e.g. in a superclassr in oneof the mary elds of a memberof
aclass).Of coursesuchredundang wasremovedwheneer it wasfound. This could
probablyhave beenavoidedby a shortintroductorydocumento Jlint's classes Such
adocumenis too oftenomittedwhenwriting softwaredueto time constraints.

Huge main loop

The method_desc::parse_  code methodcontainspractically the entire analysis. It
doesnotonly parsethecode but it alsoperformstheentirelocal analysisandbuilds up
all theintermediatadatastructuresThe sheersize(almost2500LOC) andcompleity
of that single function makesit very hardto getinto the code. While much of the
function consistsof simple casedn a large switch  statementsomeanalysegyo far
beyondthat. The Jlint extensionsaggraatedthis problemevenmore.

Call graph extension

Thereweresomedif culties abouthow to insertan edgeinto the call graphcorrectly
Becauseeachmethodkeepsone pointerto a nodein the call graphandinsertsary
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edgesdirectly into the global call graphdatastructure,the procedureis very error
prone. Also, it was not quite clear how to ensurethat suchedgeswere marked as
“potentially dangerousWith respecto multi-threading.As Konstantinrecommended,
oneauxiliary functionto build up the call graph,whichis normally only usedafterthe
methodshave beenprocessedyascalledwithin themain(parsing)loopto achieve that
effect.

Thismadetheblockanalysisvork —at rst. However, atthattime, TYPE.NAMEwas
usedfor thepseudalassnameratherthanOWNER.NAMeeSectiord.3.3).Many lock-
ing variablesare of the sametype (oftentype Object ), sothe formernamingscheme
did not sufce to distinguishbetweenall the locks. Becauseno two variables,even
of differenttype, mayhave the samename,andbecauseheir type doesnot matterfor
locking purposesthis changedid not causeary new problems.

Memory management

The extendedanalysisrequiredthe maintenancef a muchlargercontect information
until the endof Jlint's execution(for the nal call graphanalysisand printing warn-
ings). Thisrequired‘recycling” somelocal information,soit couldbe storedfor later.
A stringpool classwascreatedasa “limbo” wheresuchstringscould continueto ex-
ist until the entireanalysiswasover. Thatstring pool classdoesnotimplementa full

memorymanagementfor instancefor the purposeof Jlint, no referencecountingor
garbagecollectionwasrequired.

Lack of const usage

This is aminor issue:the codecould have beenmadesafer(andalsofaster)by using
const to denoteread-onlyreferenceslIn somecasesjt would alsohave beeneasier
to understandhe code. Using this identi er oftenis a morerecentcodingcorvention
which hasnotyet beenadoptedoy all C++ programmers.

Context (lock sets)

When analyzinga method,the setof locks at the entry of a methodwas originally
“inherited” by thecurrentlock setof a method.However, this sometimedeadsto false
warnings,andneedlesslyluttersthe call graph.

Figure4.4shovsanexampleof thiscase.Theedgego andfrom Example.a.<synch>
are createdduring the local analysis,whenthe synchronized  block andthe method
call to bar areencounteredlf anotheredgefrom Example.a.<synch>  to baz were
be added(the dottedline), the transitive closurewould not change put the call graph
would be denserandtake moretime to analyze. This would have beenthe effect of
including the setof locks held at the beginning of eachmethod(locksAtEntry ) into
the currentlock set,when&eramethodis analyzed.

Instead]ocksAtEntry  is usedto ensurethat suchredundanedgesarenot added
to the call graph(evenif anothersynchronized(a) block werefoundin the method
bar ). Theedgebar baz is addedduringthe globaldata o w analysis by existing
Jlint code,which ensuredaving thefull transitive closure.

Althoughit would have beenpossibleassuchto insertedgesfor ary methodcall
within a synchronized  block, calls to methodsof otherclasseghanthe currentone
arenow ignored.This meanghatthelocking contect acrosslassess notinvestigated.
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Example.foo

Example.a.<synch

Example.bar) -

public class Example {

Object a = new Object();

public  void foo() {
synchronized  (a) {
bar();
}

}

public  void bar() {
baz();

}

public  void baz() { }

}

Figure4.4: Call graphextensionfor synchronized  blocks.

In the currentJlint version,the call graph lled up too quickly, andthe analysissud-
denlytook minutesratherthanjust secondsWhetherthisis dueto the NP-hardnature
of the call graphanalysisor a aw in the call graphextensionscheme could not be
determinedIn ary casethis partof Jlint needgo berewritten.

4.6 Application of the new Jlint

After theextensionsvereimplementedJlint wasrunontheexamplesdescribedn sec-
tion D.1 onpage85. A detailedbreakdavn of the outputanda comparisorto theother
testedcheclers,in particularthe old versionof Jlint, canbe foundin AppendixE.2.
Jlint now successfullcheckshreemoreprogramswhile it producesa new falseposi-
tive for the ESC/Jaa example(Listing D.8). This makesJlint aseffective asESC/Jaa
(onecasewhereESC/Jaafailedwasdueto abugin its theoremprover; thealgorithm
assuchwould have beencapableof nding thatfault).

4.6.1 Testexamples
Old examples

As expected,Jlint now successfullydetectsthe deadlocksn all deadlockexamples,
speci callyin D.1,D.3andD.5. Thisis adirectconsequencef supportingsynchronized
blocks. Jlint still fails to detectthe unusualraceconditionfoundin exampleD.6, and
now issuesanotherspuriouswarningin the ESC/Jaa example(D.8). In a previous
version,Jlint hadsimply ignoredthe dif cult partin the code(which hasdeliberately
beendesignedo fool staticcheclers).

Besides nding threemore faults, Jlint also no longer prints a spuriouswarning
for exampleD.16, wherewait() wascalledinsidea synchronized  (this)  block.
Therefore the testexamplesalreadyindicatequite an improvement: 7 ratherthan 4
casegasssuccessfullywhile a fth casenow fails (becauset only passedy luck
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D Tool did not run/inconclusive output
. False or missing warnings

D Beyond scope of tool

. Correct output

15

10

. Visual . .
Rivet Threads ESC/Java Old Jlint New Jlint

Figure4.5: Testresultsfor the 15 givenexamplesjncludingthe new Jlint.

previously). In simplenumbersthis is animprovementby 75%! The seven complex
examples- sharedouffer andDining Philosophers- arestill outsidethe scopeof Jlint.

Additional testexamples

In orderto ensurethe correctnes®f the extensionsa coupleof new exampleswere
madeto testJlint. Theseexamplesall passedsuccessfullyin the new Jlint, while the
old versionfailedto detecthefaultsthereinor reportedawarningfor thewrongreason.

4.6.2 Trilogy' ssourcecode

The detailedresultsof the analysiscanbe foundin sectionF.2 on pagel19. Because
the numberof warningswasvery high (usuallyin the hundreds)several cateyoriesof
warningshadto be ltered out. Thisis becausdlint still lackssomecrucialfunction-
ality, suchastoleratingsharedreadlocks.

Table F5 summarizeghe result. All the warningsaboutpossiblelock variable
changes-oneveryspeci c extensionof Jlint—werefalsepositives,sincethesechanges
wereonly madeduringinitialization. Thisis easilyveri ed manually andusuallybe-
yondthecontext of staticchecking.Jlint alsoreportedl 2 missingsuper.finalize()
calls; thesecasesall requirecodechangesat leastfor safetypurposesin onecasea
genuinefault wasfound by this simplecheck;in the othercasespnerelieson thefact
thatthe superclassedo implementa nalizer.

None of the deadlockwarnings,neitherthosepreviously presentnor thosefrom
the extensionswereactualfaults. Becausehe analyzedpackagesverealreadyfairly
mature jt wasnotto beexpectedo nd suchafault. However, Jlint detectedagenuine
raceconditionin a classthatwasusedfor dehug output.

Interestingly Jlint wasmostsuccessfulith null - pointerchecks.It reportedover
20 caseof unsafeuseof parametersindsix casesvherenull  pointerswould likely
bedereferencedndersomecircumstancege.g.if aninputstringdid nothave theright
format, somepointersto substringsvould thenpointto null ). Two of thesewarnings
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hasbeencon rmed asbeingrelatedto anerror, andsomeothercaseswill now leadto
extracommentsn the code(whichis alsoanachiezement).

Outof the“other” category, the“integerover ow” bugis notavorthy. In onemod-
ule,ahashvaluecomprised4bits. It consistedf two 32bit outputsof ahashfunction.
After the rst hashfunction,thevaluewasto be shiftedleft by 32 andthenORedwith
the resultof the secondhashfunction. However, the programmerprobablyassumed
awrong operatorprecedencethe extensionof the valueto 64 bits occurredafter the
left shift by 32. Thisfaultwaseasily x ed,and(togethemwith numerouswll pointer
warnings)pointedoutyetanothemweaknesin adeprecatedhodule.As aconsequence
of thesewarnings thatmodulewill likely beremovedfrom the codealtogether

4.6.3 Other sourcecode
Concurrencypackage

Thispackages still toocomplex for Jlint. It pointedoutthatthelack of aworking con-
text switch (asit is usedfor ary statementhattransfercontrol,e.g.if , for , return )
canproducealot of (new) spuriousvarningsif it is usedinsideasynchronized  block.
Despitethat, therewasa slight reductionof total warningsfrom 197to 170,dueto the
bettertreatmenbf wait andnotify[All] calls.

Quiteafew warnings(over20) werebecaus®f somebugsin Jlint thatstill remain.
Thosewarningsonly occurunderspeci ¢ (complicated)circumstanceswhich were
apparentlynottoo uncommornin thatpackage The numeroug26) deadlockwarnings
arehardto verify; butit canbeassumedhatthey arefalsepositives,givenmorecontext
(which is not usually not available at compile-time). The remainingwarningsare all
casesveremanualinspectioncoulddisprove the warnings,andalsoshaw thata static
checler cannotsuccessfullycover suchcaseqsuchas— potentiallyin nite — lists of
locks).

ETHZ Data warehousingtool

Jlint wasvery successfuin this case Again,thewarningshadto be ltered beforethey
wereuseful. After ltering, only importantwarningsremained.

Jlint'sspeci c extensionfor locking variabledetected faultwhichhasmeanwhile
been x ed. Otherthanthat,it reporteda coupleof otherwarnings,only oneof which
beingde nitely a falsepositive. Someotherwarningsreferto unsafecode (assump-
tionsthat superclasseglo not changeor thata certainreferences nevernull ) in the
bestcaseand potentialfaultsin the worst one. The ratio of null pointerwarnings
thatarenot just aboutunchecled parameterss very high here. Possiblyalgorithmic
propertiecanguaranteeghe correctnessf thesecases.

4.7 Summary

Despitemary dif culties, all the desiredextensionsfor Jlint could be implemented.
Nonethelesgheextensionslearlyshavedthelimitationsof thecurrentJlint architec-
ture,andwhile it may still be possibleto addsomesmallfeaturego the currentcode
basethisis notrecommendednstead Jlint shouldberewritten from scratchwith the
insightsgainedduringwriting the extensions.

Applying Jlint to variouspackagesevealedat least12 (con rmed) faults,two in
the areaof multi-threading.No deadlockwarningscould be veri ed asa fault asyet.
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Somewarningshadto beignoredaltogethebecauséhechecksarenotre ned enough.
With only somewarningsselectvely turned off, Jlint can alreadyprovide valuable
informationaboutpotentialtroublespotsin a program.This shavs thatevena simple
programchecler canprovide a greatbene t, aslong asthe implementedchecksare
reliableanddo not generatéoo mary spuriouswarnings.



Chapter 5

Discussion

This chapterdiscussesheresultsof thetwo majorphase®f the project:

1. Evaluationof existingtools.

2. Extensionandapplicationof Jlint.

It alsodescribegpossibleusesof currentstaticcheclersin softwaredevelopment.

5.1 Stateof the art

Therearetwo majorcateyoriesof programcheclers: dynamicandstaticcheclers. The
former monitor programexecutionat run time; the latter work “at compile-time”and
try to nd faultswithoutactuallyrunningthe program.

5.1.1 Dynamic checlers

Dynamiccheclerscanbuild on yearsof experienceand practicalusagethat go back
asfarasusingassert macrosanddeluggers.Nowadaysmoreenhancedools check
functionusage(pro lers) or memoryallocationproblems. Therefore the problemof
how to monitorarunningprogramis well understoodStill, new approachearebeing
taken to malke this approachscaleup beyond monitoring simple variables;MacC is
one suchproject[11]. For checkingmulti-threadingproblems,the problem of the
non-determinisnof the threadscheduléhasto be solved, which hasnot beendonein
corventionaldynamiccheclers(alsoseeSectionl.2.1).

Oncethis problemis overcome,dynamic checlers can take advantageof their
biggeststrength:full knowledgeof the programstate. Thereare two ways of elim-
inatingthetotal dependengon a particularschedule:

1. Exhaustve scheduling.

2. Keepingthe (locking) history of a programandreconstructingpossiblealterna-
tive outcomes.

The rst approachs takenby Rivet[12]. It hasbeenshovn to work well and nd all
faultsin small programs.Sitill, the overheadnvolvedis usuallytoo high to allow an
applicationof Rivetto largescalesoftware.BecauseheRivetprojectwasdiscontinued
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two yearsago,nofurtherresearctinasgoneinto theareaof potentialperformanceains.
Themajorproblemswith keepingRivetin line with therestrictionsof new Java Virtual
Machineshasprovedtoo muchwork for a singleresearctgroup.

Thesecondapproachs takenby theothertools. Only VisualThread$14] supports
this fully automatically;for the other checlers, the programmerstill hasto supply
mary assertionandcodealot of thecheckshimself. It is possiblethatMaC[11], once
it supportssynchronizatiorstatementscan make this easierby supplyinga generic
templatethatwill work on arny Jasva sourcecode.

While a working commercialtool exists with VisualThreadsit still hasthe big
drawvbackthat it only works on Alpha Unix, on the low level of POSIX API calls.
Having sucha tool for Java (possiblyworking non-interactiely in the background
ratherthanwith a GUI that slows down the checking)would be very useful. Likely
this would requirepatchingthe virtual machineitself. Despitethat, VisualThread$ias
provedthevalidity andeffectivenesf this approachbecausét worksverywell ona
givenC example(Dining Philosophers)vherestaticcheclersfail becausehey do not
recognizethe circular structureof the protocol(the modulooperatomusedfor thearray
indices).

5.1.2 Static checlers

The meritsof staticcheckingare describedn sectionl.2.2on page4. Staticcheck-
erscanbedividedinto extendeccompilersand(morecomplex) translatorof programs
into amathematicamodel(theorenmprovers).Thelatterapproachs theoreticallymore
stronglygroundedwhile theformerhasatraditionin continuousmprovemeniof com-
pilers.

Althoughtheoremprovershave moresophisticate@¢heckingcapabilitieshansim-
plermodelcheclers,they still fail to capturemary algorithmicpropertieof programs,
which hasto do with their potentiallyin nite nature:loopscould neverterminateand
lists are not boundedin length. Therefore,the low-level, compilerbasedapproach
standsup very well againstmore sophisticatednethods. Indeed,while quite a few
toolsin thatareaareavailabletoday mary theoremproversarestill in their early de-
velopmenistage.

Not very muchwork hasgoneyetinto checkingmulti-threadingpropertiesof pro-
grams.Thisis surprising becaus¢his areais atraditionalweaknessf dynamiccheck-
ers,andsomechecks(e.g. for potentialdeadlocksandracecondition)could be very
effectiveif they werere ned enough.As for today notool fully supportdhenecessary
featuresfor easy comprehensie checkingof race conditions(which would include
sharedreadlocking). In the areaof deadlockchecking,the “identity” (equality) of
two objectinstancess very hardto verify statically This still leadsto mary spurious
warnings because staticchecler hasto assumeheworstcaseto guarantee certain
soundness.

Neverthelessthe two available checlers (ESC/Jaa and Jlint) are alreadyquite
powerful with respecto commonsynchronizatiorscenariosif only certaincateyories
of warningsareused.Both toolsstill producemary spuriouswarningswhenit comes
to arrayboundchecksandpotentialdeadlocksIn thelatterareaijt is still quite hardto
supplythe necessargourcecodeannotationgdo ESC/Jaa, but work is in progresso
improvethis. Both Jlint andESC/Jaa shawv thatstaticcheclershave a greatpotential,
andareon theirway to becominga standarddevelopmentool likelint  or the-Wall
switchfor the GNU compiler(but goingmuchfurtherthanthose).
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5.2 Capabilities of Jlint

The static checler Jlint was the most promisingtool, given the absenceof working
dynamiccheclerswith full Java support,and the fact that the other static checler,
ESC/Jaa, still requiresmary annotationsn orderto work effectively. Jlint's amazing
speedandeasenf usemake it well applicableto large scalesoftware.

Jlint found two faultsin the areaof multi-threading:a raceconditionin a dehug
class,andaraceconditionwhenre-initializingasharedesource Thelatterwasthanks
to aspecializeaheckthatwashuilt in aftersuchafaulthadbeenfoundthroughmanual
inspection.lt is hardto saywhetherthe givenalgorithmfor deadlockcheckingis too
simplistic or whetherthe checled software was alreadymatureenoughnot to have
simpledeadlocks.

Notwithstanding,it was clear that the race condition detectionsuffered severely
by thelack of read-onlynotions(andothercaseof “slightly unsafe”locking thatstill
produceghe correctresult). Suchchecksalsorequireadditionalinformation,whichis
not availablein sourceor objectcode. Ratherthanannotatinga program,a template-
basedsolution (suchasin MaC) is far easierto maintain,and scalesmuch betterto
large softwarepackagesvith hundredof sourceles.

Anotherareawherellint is still lackingis its alias analysis. Trackingequialent
valuesof referenceacrossnethodcallsis very hard,andimpossibleto implementwith
the currentdlint architecture.Right now, Jlint cannoteven solve this problemwithin
the samemethodor class(for instancevariables). Becausealiasesfor locks within
the sameclassarecommonlynot used the assumptiorwasmadethatno aliasesexist.
This is usually but not always,the case,andmay causellint to misssomedeadlocks
becausé cannotresole thealiasedvariable.

5.3 Usageof static analyzersin software development

Two directionsare possiblefor using static checlersin a modernsoftware develop-
mentprocess:1) Usageasan (automatedytageprior to (time consuming)ntegration
andreliability testing,or 2) asa codereview/dehuggingtool that pointsout potential
problemswhich have to beveri ed manually

As an automatedool, an analyzershould (ideally) issueno warning for correct
code,or only in very rarecircumstance$so this warningcanbe automaticallyturned
off in future runsonceit hasbeenveri ed). The currentlyavailable checlersarenot
very usefulfor this purpose They still producefartoo mary warnings.

Ontheotherhand Jlint or ESC/J&acanalreadybevery usefulfor preparingacode
review. With only the mostreliable warningsactivated,they cangive a list of issues
that needto be checled during a review. Furthermore ESC/Ja&a could alsobe used
with full annotationgo formalizecommentsandverify certainalgorithmicproperties
in small,comple packages.

It is morelikely that future work will proceedin the areaof tools that are used
manually eitherasatool thatimprovesthe capabilitiesof delhuggerg(or just givesad-
ditional informationas an independentool) or helpsto spotpotentially faulty code.
In the latter category, quite a few tools alreadyexist todaythat nd codingcorvention
violations,whicharenotactualfaultsbut maystill causegoroblemswith softwaremain-
tenance Someof thesechecksarealsoincludedin Jlint (almostall inheritancechecks
fall into this category).
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5.4 Summary

It hasbeenshownn that simple static checlers can alreadycover a large numberof
potentialfaults. While complex staticcheclersaremorepowerful, they alsofail in their
analysisof complex datastructureswhichre ect a potentiallyunboundedomplexity
of thealgorithm.

Extendeddynamiccheclerswith specializationgor locks have a greatpotential;
but sofar, no working, publicly availableimplementatiorexists. Becauseof this, the
decisionhasbeenmadeto usellint, afastdata o w analyzer In its given state,some
of its checksstill needre nementsto be truly useful. Otherchecksarealreadyquite
matureandhave successfull\beenappliedto large scalesoftwarepackages.

Becaussstaticcheclersstill generate largenumberof spuriousvarnings anauto-
matedusagsds still farfrom realistic. However, asaveri cation stepprior to testingor
a codereview, staticcheclerscanalreadyenhancehe softwaredevelopmentprocess
today
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Futur e work

In this chaptey an outlookis madeon possibleextensionsn the areaof dynamicand
staticcheclers. Immediatellint extensionswhich couldimprove its usefulness lot,
aredescribedrst. Becausellint should eventually be rewritten, designguidelines
aregivento createa new staticchecler, which will be more extensibleandmaintain-
ablethanJlint. This chapterconcludesvith someideasabouthow dynamicandstatic
checlerscouldbeimprovedor evencombinedn thefuture.

6.1 FutureJlint extensions

The list below shavs the mostimportantstepsthat needto be taken for improving
Jlint's capabilitiesfor analyzingmulti-threadingproblems. Of course this list is in-
completeandwould likely be extendedoncesomeof the listed featureswereimple-
mented. The priority of eachitem (1 highest,3 lowest)is givenin braclkets. Some
extensionsarefar moredif cult to implementthanothers;in particular thosethatre-
quire an exact context acrossmethodsor classegequirea global data o w analysis.
Generalusability issuessuchas reducingthe total numberof spuriouswarningsare
not shavn here: Suchissuesare commonlyknown, but it is not yet known how to
implementa solution.

(1) Restructuring/rerriting of the datastructures:Someclassesre poorly de-

signed,andin generalthe given framework is inadequatdor a more powerful

analysis(suchasthe analysisof lock setswhencalls from oneclassto another
classaremade).

(2) Context meming (return , exceptions,if , while , for ) to eliminatesome
spuriouswvarnings.Seesection6.2.3.

(2) Suppressinginnecessarwarningsfor variablesand methodghatareread-
only. A resourcethatis sharedfor readingis a very commonscenarioin real
software. Therefore Jlint shouldsuppress warningaboutconcurrentvariable
or methodaccesses thefollowing conditionshold:

Shared-readvariables: Thevariableis notaccessedutsidethe constructoor
synchronized(this) blocks.

Shared-readmethods: The methoddoesnot accesselds that are not shared
for reading(accordingo thede nition above).
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(2) Addingacheckfor “const methods’(asin C++): In C++,amethodwhichis
declarecconst maynot changethethis instanceor ary const (final ) elds.
As a consequencef that, callsto nonconst methodsandthe usageof const
elds asnon-const arguments(in methodcalls) are forbidden. This is one of
the few areaswhereC++ is moretype safethanJava. Adding sucha checkto
Jlint (const annotationgould be storedin atemplate)shouldnot bevery hard,
andwould be a minor extensionof “shared-readnethods’(seeabove).

(2) Full analysiof lock setsacrossmethod/clasboundarie$or wait  andnotify
calls.

(2) Checkinghevisibility of objectinstancedn otherthreads:A non-synchronized
methodwherethe calleeinstanceis not visible outsidethe currentthread(e.g.
asalocal variable)canbe calledwithout ary dangerof raceconditions.In such
casesa warningshouldbe omitted. Verifying this requiresevaluatingaccessor
information.

(2) Fixing thefaultin thewarningselectiorswitches:right now, switchingwarn-
ingson andoff basedn their messageodeproducesanemptyoutput.

(2) Improving verbosity/informatiorcontentof some(existing) warnings.

(2) Adding an improved selectabilityfor warnings,e.g. by a severity level or
likelihood.

(3) Supportfor lockson classeggetClass) in synchronizations.

(3) Eliminating spuriouswarningswhereimplicit synchronizatiorexists (e.g.
streams).

(3) Texinfo documentation:xing old spellingandgrammamistalesfrom ver-
sion1.11, betterTexinfo taggingof text (e.g. @var), full @nodetreefor docu-
ment.

6.2 Designof acompiler-basedanalyzer

During theimplementatiorof the Jlint extensionsmary limitationswerefoundin the
currentarchitectureof Jlint. Someof themare design aws that shouldbe avoided
for ary software,otherswerelimitationsthatapplyspeci cally to programcheclersor
evenJasabytecodeveri ers.

6.2.1 Easyaccesdo metadata

For all the crucialinformationabout elds (or methodsandclasses)their descriptors
shouldoffer directaccessomethoddor theseproperties Thesenclude:

nameandtype
for methodsparameterssignaturejock sets

for elds: setof possiblevaluesor range,...
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This enumerationis of courseincomplete.lt is obvious thatthe differentdescriptors
shouldencapsulatéhatinformationin an API ratherthanonly having index entriesto

a globaldatastructure.Suchan encapsulatiomwill make the data o w analysismuch

more extensible(e.g. a possiblesetof valuescould be storedalongwith a possible
range;the setof possiblevalueswould be setto “any numbers”or * onceit grows

beyonda certainbound).

Thiswouldbea rst steptowardsanimprovedaliasinganalysis.Of course having
thedesignthatallows keepingtrackof equivalentreferencesloesnotsolvetheproblem
yet; butit would atleastmakeit very easyto cover (andprove)thesimplecaseswhere
no aliasexists (privateinstanceor classvariables).

6.2.2 Resourcemanagement

A problemthat was not apparenbeforeis the fact that much more information has
to be retaineduntil the endof the rst pass(readingthe class les). Many analyses
requiretheentirecall graph,aswell asmoredetailedinformationaboutthe calls. Jlint
wasbuilt with strictly partitionedlocal and global analysesand only certainstrings
(sourcele namesline numberswerekeptin memoryfor printing thewarnings.

The extendedanalysisof synchronized  blocksrequiredthe availability of eld
information until the end of the rst pass,andthe eld namesuntil the end of the
seconcdbne. This requiresits own, smallmemorymanagementThe string pool wasa
rst, simplesteptowardsthis, ful lling the currentneeds.lt is probablynot adequate
for Jlint extensionswhichmayrequireamoresophisticatednemorymanagemer(e.g.
referencecounts).

This problemsuggestdava asanimplementatiorianguagdor a checler, because
its built-in garbagecollection solves this problem. In C++, a similar functionality
would have to beimplementedrst.

6.2.3 Full control o w analysis

Jlint includesan implementationfor a full control o w analysis(context splits and
memesfor control o w statementsuchasif , for , return ). Unfortunately this im-
plementatioris very obscurg(becausét is not commentedandinvolvesmemcpy calls
with certainoffsetsratherthanexplicit copies)anddoesnot seento work fully for the
local analysis.

A simplied control ow analysiswith only forward jumps, such as found in
if /else blocks,wouldsufce (ratherthanfully implementingoackwardjumps,which
occurin loops). Full supportfor backward jumpswould includecountingthe number
of jumps(for avoiding in nite loops);unrolling a loop for a given numberof timesis
muchsimpler andcommonlyusedin otheranalyzers.

This featurewould avoid alot of spuriouswarningsaboutfreedlocks, which only
occurbecausea monitorexit ~ statementanoccurseveraltimesfor only onecorre-
spondingmonitorenter ~ operation. It is automatically*embedded’by the compiler
priortoareturn orbreak statementin orderto releasehelock in ary possiblecase.
Thefollowing codesnippetdemonstratesucha situation.

6.2.4 Combining the lock and call graphs

Thecall graphextensiondescribedn sectiord.3.3is onewayto includesynchronized
blocksin the call graph. Possiblythis is the bestway, sinceit allows for nestedsyn-
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Listing 6.1 Extramonitorexit ~ operationsnsertedby the Java compilet
synchronized(lock) {
if (resource == null) {
Il compiler  will insert "monitorexit"
return;

}
[* do something *
} /I "monitorexit" for closing  bracket

chronizationscombinedwith methodcalls. It fails, however, to include a more ad-
vanceddata o w analysiswherethe interactionwith anotherobjectresultsin arefer
encewhichis usedasthelock variable.

For thisreasonthecall graphalsohasto bebuilt in severalpassegalsoseesection
6.2.7below). This reportshavs oneway to includesynchronized  blocks, but it is
not necessarilythe most elegantway. For example, ESC/J&a doesthe reverse: it
treatssynchronized methodsasnormalmethodswith a synchronized(this) block
spanningheentiremethod.This helpsto separatehe call graphfrom thelock graph.

6.2.5 Separatinganalysisfrom data

Not separatinghedescriptorclassegrom the graphandcodeanalysesvasa violation

of abasicdesignprinciple. Thegraphgenerationanalysisandoutputis scatteredver

several classesjncluding somewhereit shouldde nitely not be. For instancethe

graphdatastructureis directly manipulatedn the methoddescriptorclass. This was

probablyaresultof theamazinglyshorttime in which Jlint wasdeveloped.Regardless,
thisdrasticdesignshortcutieadsto mary errorsduringdevelopmentandmakesit hard

to maintainthe program.

6.2.6 Maintain rich contextfor output

Jlint hasbeenwrittenwith a x edsetof checksn mind. As mary resourcesispossible
areonly storedlocally to onemethodor oneclass,andthey areexplicitly replicatedf
they maybe neededor warningslateron. For now, suchcopiesincludestrings(such
as le nameskyandline numbergin the calleedescriptorclass).In suchcasesaricher
contet shouldbe storedfor lateranalysis.Thiswould notonly a potentiallyimprove a
latter analysisof the found violations(andmaybeeliminatesomespuriouswarnings),
but alsoallow a moredetailedoutput.

Forinstanceacall graphincludingthelock setsor apossibleaxecutiontracewould
greatlyimprovetheusability of astaticchecler. Of coursejmplementinghesefeature
is farfrom trivial.

An indicationof thelik elihoodof awarningwould alsobevery helpful. This could
either be donenumericallyor (probablybetter sincenumberswill not be accurate)
verbally, e.g.“certainfault”, “probablyfault”, “unlik ely fault”. The moreassumptions
hadto be madeduring checking,the lesslikely a warningis correct. Having thefull

context for awarningwould helpto determinehe“con dencelevel”.
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6.2.7 Multi-pass call graph analysis

Jlint now only performstwo passesMost checksaredonein the rst passandacall
graphanalysisfollows for nding potentialdeadlocks.By performingothertypesof
analysisat a later stage(after the call graphis built), onecould take advantageof that
extra contect. This requiresstoringthe context atthe beginning of eachmethod.

Figure6.1: The problemof propagatinghe context: The context of eachmethodcan
only be propagatedy onerecursionlevel in onepass.

If oneseparateshe stateof a methodfrom the call graph,a dif cult problemre-
mains: For building up the context at the beginning of a method(e.g. the lock setor
the possiblestatesof instancevariables),onecanonly cover onelevel of recursionat
atime. For example,a methodfoo thatacquiresalock a will causethe checler to
storethatinformationwhile parsingthemethod.If anothemethodbar is calledwhile
holdingthe lock, this context cannotbe includedin bar beforethe entirecall graphis
built up (becausehe methodbar might alreadyhave beenparsedwith only its local
contet, whenfoo is read). Furtherrecursiongmethodcalls from bar in this case)
will requirefurther passe®n the extendedcall graph.This is a major disadantageof
building up the call graphwith extra stateinformationratherthanusingthe extended
call graphwith pseudamethodcalls.

6.3 Futuredirectionsfor formal analysis

This sectionoutlinessomepossiblefuture directionsfor staticanddynamicanalysis.
It is of coursehardto predictfuture developmenin a eld whereprogresss madeso
fast.

6.3.1 Dynamic checking
Scope

Dynamiccheckingfor multi-threadegrogramsvorksassuch- VisualThreadslemon-
strateghis, althoughit is not yet very effective for Java programs.Still, performance
is ahugeproblemfor any dynamicchecler. A possibledirectionis theimplementation
of a virtual machinewhosegoalis not fastcodeexecution,but a small stateandeasy
veri cation of aliasing. This shouldfacilitate and speedup dynamicchecking. The

Rivet projecthasgoneinto thatdirection,but it hasnot arrivedatits goal.

The MaC approachis a very effective way to monitor a large body of code. Its
template-lile approachallows a corvenientcustomizatiorof the checksandan easy
inclusionof mary fault cateyories.Onceits performancéottlenecksaretakencareof,
supportfor synchronizationanda lock detectionalgorithmcanbe addedto it. Work
in this areais alreadyin progress.



6.3. FUTUREDIRECTIONSFORFORMAL ANALYSIS 57

Usage

The usageof dynamictoolsis likely to remainasit is now: oncethe softwareis fully
functional,it is testedwith adynamicchecler. Todaysuchtestsarerestrictedto mem-
ory allocationandaccesproblems.In thefuture, they will likely be extendedo multi-
threadingproblems.lt is unlikely thatthis preventsstatic checlersfrom catchingon,
asthey canalreadybeappliedbeforethe softwareis nished.

6.3.2 Static checking
Scope

Thecurrentstaticcheclersarestill ratherweakwhenit comego multi-threadingprob-
lems. This shouldbe changedas soonas possible. In fact, this areacould become
a key strengthof staticanalysis becauseertainmulti-threadingproblemsarealmost
impossibleto reproduce Softwaredevelopmenimay evenreacha stagewherewriting
multi-threadedsoftwarewould beimpossiblewithout the help of veri cation tools.

For now, the modelingstill hasto be improved a lot. Someextensionsare even
ratherstraightforvard (e.g. sharedreadscenarios)soit is rathersurprisingthat they
have notbeenimplementedyet.

One crucial questionfor a static checler is whetherit shouldwork on (possibly
instrumentedpbjectcodeor sourcecode.Byte codehasa simplerstructureandfewer
possiblecommandswhich makesit easierto translateinto amodel[42]; sourcecode,
ontheotherhand,allows for aneasyinclusionof annotations.

Usage

A conserative staticanalyzercouldbeanexcellentcodereview tool. Rightnow, elim-
inatingfalsepositivesstill requiresalot of humanintervention.Re ning theanalyzers
will certainlycut down on falsepositives. Onceanalyzerdave reachedh level where
usuallynot morethanonewarningperclassle is displayediandthatwarningis easy
enoughto verify, maybewith the aid of graphicattools),it canevenbeincludedin the
standardievelopmentoolsthatareused— maybeasa stageaftercompilation?

An automateduseis still problematic. As non-trivial checkswill likely always
producea few spuriouswarnings,a mechanismhasto be in placeto mark thoseas
“safe”. Jlint alreadyhason option (-history ) to eliminatewarningsit hasprinted
before. But what makesit certainthatthe warningis not justi ed afterthe codehas
changed®Possibly storingthefull contet of thewarningcanhelpto avoid ascenario
whereawarningis suppressedventhoughafaultwasintroducedby a codechange.

It is alsopossiblethat powerful staticcheclersthatrequiremoreinformation (via
annotationor templateswill be appliedto algorithmicallycomplex subsetof soft-
ware packageswhile simpleandfastcheclersperformmorecoarsecheckson entire
packages.For a widespreadusage,both kinds of tools still have to becomeeasier
to use. Especiallythe veri cation of a warninghasto be madesimpler maybewith
improvedcodeinspectiontools.

6.3.3 Combination of both approaches

Both staticanddynamicanalyzeraisuallyrequireextra information,e.g. sourcecode
annotationgassertionspr templateshat de ne propertiesacrossseveral les. It is
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desirablethat a commondenominatoiis found acrosstools of both domains,so one
annotatiorcouldbeveri ed bothstaticallyanddynamically by two differenttools.
When automaticmodel generationbecomeamore sophisticatedjt may even be
possiblethat a staticanalyzeror a modelingtool instrumentghe codefor a dynamic
checler. For example,a static analyzercould suppressassertionsand other checks
wherethe correctnessf a propertycanbe proved; wherethis is not possible(because
thedynamicstatecannotbepredicted)jt couldinsertextra codeto verify thatproperty

6.4 Summary

Dynamiccheckingfor multi-threadingproblemscanbe successfulbut noimplemen-
tationthatis suitablefor Javais availableyet. Moreover, dynamiccheckingstill suffers
from a high runtime overhead.

Currentlyavailable staticcheclerscould be muchmoreusefulby including more
rulesin the modelthatis veri ed. Centrallyto suchimproved checksare common
optimizationsn software,suchassharedeadingwithoutlocking.

Jlint hasshavn thatthe usefulnes®f a staticchecler alsodepend®nits architec-
ture, not only on its algorithms. Somedesignguidelineshave beengiven abouthow
a more e xible static checler could be written. Theseguidelinesare a resultof the
insightsgainedwhenextendingdlint.

Finally, someideasaboutpossibledirectionsin both areaswere outlined. Both
staticand extendeddynamiccheclershave a largely untappedpotentialfor checking
multi-threadingproblems. It canbe expectedthat muchwork will be donein these
areasn thenearfuture.
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Conclusions

Multi-threadedprogrammingposesa new challenge:the behaior of multi-threaded
programsis non-deterministichecausehe threadschedulercannotbe controlledby
theapplication.This putsseverelimitationson classicalegressiortesting:evenfor the
samegestcasetheresultcannotalwaysbereproducedTwo promisingnew approaches
are extendeddynamiccheding and static chedking. The former techniqueemploys
new waysof overcomingmulti-threadingproblems;the latter analyzesa programat
compile-time.

Extendeddynamiccheclerscaneitherexplorethestatespaceof all possiblehreads
or keeptrack of the programhistoryin orderto analyzethefull capabilityof a multi-
threadedrogram.Thelatterapproactprovedmorepractical,althoughthereis notool
availableyetthatef ciently performssuchchecksfor Jasaprograms.

Static checlers can be divided into (usually simpler) model checlers and more
complex theoremprovers. The former, despitetheir limitations, have proved to be
almostaseffective asthelatter, especiallyin the areaof multi-threadingproblems.As
thetechnologiesremerging, thedistinctionbecomesncreasinglydif cult. Any static
checlerwhichis availabletodaystill needgurtherwork.

Becausellint is fast, easyto use,andwell applicableto large scaleprojects,the
decisionwas madeto extendits applicability to include synchronized  blocks. As
statisticalanalyseshawved, this was a signi cant improvementand allowed Jlint to
checka larger programbaseeffectively. During the extensionsjt wasalsoseenthata
cleanarchitecturds asimportantfor a goodstaticchecler asgoodalgorithmsare.

The extendedJlint wasappliedto Trilogy's sourcecodeanda few othersoftware
packageslt discoreredtwo multi-threadingaultsandtenotherfaults,mainly potential
null pointerreferencesMany multi-threadingcheckscouldbe moreusefulwith more
re ned staticanalyzersEvenatits currentstage Jlint canalreadybea very usefultool
for nding faultsearlyor for preparinga codereview.

In thelastchaptersomeideasfor future extensionof Jlint andotherstaticcheck-
erswere presented.Both staticand dynamiccheclersstill have a largely untapped
potential,especiallyin theareaof multi-threadingproblems.
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Appendix A

Sourcecodeanalysis

This chapteliststheresultsof all sourcecodeanalysesFirst, ashortdescriptiorof the
toolswhich weredevelopedfor this speci c taskis given;then,theresultsof applying
thesetoolsto varioussourcecodebasesareshowvn.

Thesourcehave beenchoserfrom variousdomainsjn orderto ensureagoodcov-
erageof differenttypesof programsin Trilogy's packagesthe complexitieslie in the
algorithmsandl/O; in the CORBA andconcurreng packaged/O andsynchronization
issuesaredominant.

LOC | synch.statementg synch./KLOC
Trilogy 284875 487 1.710
Java 290428 1156 3.980
Javax 245700 217 0.883
CORBA 21180 56 2.644
Concurreng | 23782 531 22.328
ETHZ DW 24649 147 5.964
Total 890614 2594 2.913

TableA.1: Overview abouteachpackage.

Table A.1 shavs an overview abouteachanalyzedpackage. As a rst, simple
metric for the “parallelism” presentin the packagesthe numberof synchronized
statementperthousandinesof code(KLOC) is shavn. As commentandcodelayout
(e.g.numberof emptylines) may slightly distortthe statistics the numbershave to be
taken asan approximatemeasure.Neverthelessdueto the large codesize, they are
certainlycomparableandthereis no doubtthatthe concurreng packages, dueto its
very nature the mostcomplex onewhenit comesto parallelism.

More aboutthe differentcasesof synchronizatiorthat were investigatedcan be
foundin Section3.50n page26.

A.1 Analysistools
Sinceno existing toolsanalyzeparallelismin the way thatwasneededor this project,

a customizedsuite of tools, consistingof ve shell scriptsand one Perl script, were
written.
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The rst script, source-stats.sh , Is a stand-alonescriptthat givesan overvien
of the package. It analyzesall .java les in the local directorytree. Becausehe
“textutils” proved,dueto their context-insensitve nature to be slightly inadequatdor
removing all C style commentsfrom the Java sourcesthe C preprocessocpp was
usedfor thattask. While this addssomeoverheadto the script, it ensuresa correct
removal of arny comments.Therestof the scriptis mainly a constructof nestedyrep
andsed commands.All in all, several hundred les and processesre createdand
destryedduringexecutionof this script. However, dueto theef cient le cachingand
processreationmechanismén Linux, the scriptstill runswithin a few secondon a
fastcomputereliminatingthe needfor ary optimizations.

For a closeranalysisof synchronizedlocks,variable-type.pl wascreated.It
parsesary Java source le, removzing commentsand analyzingthe block structure.
Whenever it encountersfor the current le, a givenvariablewithin a synchronized
block, it prints out whattype of variablethat variableis. For a distinctionof the dif-
ferentcasesandtheir relevance seesection3.5. If the variableis not declaredat that
time or furtherdown in the le, it recursvely parsesall superclasdes, searchinghe
directoriesin the CLASSPATHervironmentvariable. For classandinstancevariables,
the programalsocountsthe numberof assignmentso thatvariablein the current le
(thoughnotrecursvely in thesuperclasses).

Initially, the Perl script was much simplerand had several shortcomingge.g. it
couldnotparsevariabledeclaration®ccurringafterthesynchronized  blocksanddid
notwork recursvely onsuperclasses).heeleganceof thescripthasde nitely suffered
underall theextensionsof thetenrevisionsmadesofar, but sincethe scriptwill notbe
neededor laterwork, it wasnot rewritten.

Becausevariable-type.pl hasto be calledoncefor eachsharedresourceand
eachsourcele, two shellscripts,analyze-file.sh andanalyze-package.sh , per
formthenecessarpreprocessingna le or directorylevel. Thelatterscriptwritesits
outputto <directory name>.details , a le that,while beinghumanreadablestill
containstoo muchinformationto be of directuse. Two morescripts,total.sh  and
total-of-a-kind.sh , parsethatoutput le andgive atotal countof all variabletypes
of eachcategory.

Additionally to theseanalysistools, the following shellscriptwassometimesised
to generate call graphsuchasin gure 4.1 onpage37 (Jlint hasto be compiledwith
-DDUMP_EDGES

echo ‘"digraph  lockgraph  {"; jlint  *class | grep "Call | \
sed 's/Call  graph edge /I' | sed 's/([M*)g' |\
sed 'sA\(¥) -> ()M > N2 echo "}

Theoutputof the scriptis theinputfor graphviz  [25, 54].

A.2 Trilogy' ssourcecode

A.2.1 Intr oduction

BecauseTrilogy's sourceswhich were analyzeddid not consistof one, monolithic
packagejt warrantsa breakdevn into its modules. Table A.4 shaws a list of all the
se/en packagegdenotedby the namesthat are usedin the sourcerepository). De-
spitethevariationshetweerthedifferentpackagespnly the diagramdor thetotalsare
shawvn. Indeed only two of the smallestpackagesigni cantly deviatefrom theothers
in compleity.
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LOC | synch.statementy synch./KLOC
catalogsvc| 5661 5 0.883
ffcaf 46994 161 3.426
hec 23947 12 0.501
shjni 19031 32 1.681
scbhbjaa 129327 165 1.276
tce2 31242 36 1.152
trilogyice 28673 76 2.651
Total 284875 487 1.710

TableA.2: Overview of Trilogy's sourcecode.

A.2.2 Description of analyzedpackages

Thisis avery shortdescriptionof theanalyzedackagesandis by no meansomplete
or comprehensie. It may helpthereaderto seein which areaghe problemdlie when
it comesto concurreng.

MCC catalog(catalogsvc)

Thisis awrapperfor the“Trilogy Classi cationEngine” (tce):

“The Classi cation Serviceprovidesremoteaccesgo the TCE in the
Multi ChannelCommercdramework. It provideslightweightversionsof
its classi ers which understanchow to talk to the service. Using these
classi ers, TCE maybeusedremotelyin amanneiindistinguishabldrom
local accessAlso containsModules,Controls,etc.”
MCC Core (ffcaf)

The MCC Corehandleghefollowing functions:
wrappers|oadbalancingandfailover of remoteservicef CORBA/RMI)
XML/INDI con gurationandtools
modulemanageandmoduleeventhandling

cachesemaphorefor theregistry service(pause/unpausservicescache ush-
ing)

website nite statemachinecode,customTWC dispatchercustomTWC beans

ACL abstractionayerfor UserACL service(s)

Cerium (hec)

This is a re-implementatiorof SalesBuildelin Java, which was originally written in
C++. Its coreis an enginethat allows con guration modelingto be implementedn
Java. As such,the programdoesnot usea lot of multi-threading.
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SalesBuilder(sbjni)

This packagds a Java wrapperaroundthe SalesBuilderChecler, andPricerengines.
Theseengineswhenusediogethercanhelpacompaly to tracksalescheckandde ne
price structuresandupdatethembasedon sales.Out of this packagethe LogPlayer
was analyzed. It canreadalog le andrecreatethe scenariothatleadto suchlog
entries.For this purposeijt startsandcontrolsotherapplicationsasneeded.

Java backbone(schbjava)

This is a Jara-basedbject-orientedabstractioriayer for relationalDBs. As such,it
alsomanagesessions$o the DBs.

Trilogy classi cation engine(tce2)

Thisis ageneralizeatlassi cationenginefor storageandretrieval of information.

“The engine... understandsnary differentkinds of "classi ers" used
to organizeinformation. The mostcommonclassi ers describevarious
characteristic®f dataitems,e.g. "Color", "Category", "Price", "Name".
The enginefacilitatesmaintaining,searchingandbrowsing theseclassi-
ers. Thenew engineis schemandependentA classi cation'schema'’
describeshow the datais organizedin the databasei.e. wherethe clas-
si ers are. Schemandependencgreatlyincreaseghe e xibility of the

engine.”

Trilogy Insurance Calculation Engine (trilogyice)

“Trilogy's InsuranceCalculationEngineallows insurersto createrat-
ing andautomatedinderwritingmodels andcompilethemto stand-alone
Java classes.TheseJava classexanbe usedto calculatequotesandun-
derwritinganswers.”

A.2.3 Overview

500+

250+

non-this

0,

FigureA.1: Breakdavn of theusageof synchronized  statementin Trilogy's code.
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487 synchronized statemgnts
in 156 files

9 synch. (this.getClass()) 51 synch. (this) 162 synch. (non-this[.getClass()])
in 5 files in 18 files in 66 files (on 77 unique resources)

g

FigureA.2: Statisticsof theusageof synchronized  statement Trilogy's code.

FiguresA.1 andA.2 shawv the sameresultin two differentviews. Fromthe 487
synchronized  statementsn Trilogy's code, the majority occursas synchronized
methods. The numberof synchronized  blocksis almostas big. When breaking
down the latter number a small, but still signi cant partis taken up by this and
this.getClass() , locks on the currentinstanceandthe currentclass,respectely.
However, mostcasesaremorecomple thanthat,involving a lock on a variableother
thanthis . Forthesecasestheratio of lockson entireclassegratherthaninstancesjs
aboutthesame.

. onaclassvar.
onaninstancevar.

85 onamemberf anotherob;.

onafn. parameter

onaninherited eld onalocalvariable
FigureA.3: Typesof variablesusedin synchronized  blocksin Trilogy's code.

FigureA.3 shavsanoverview of thetypesof variablethatholdsalockin asynchronized(lock)
statementAs onecansee the vastmajority areclassor instancevariables(which are
only initialized onceasa sharedresourceandthenusedthroughoutthe program;this
is notshown in thediagrams).

Table A.3 givesthe numbersper module,whereinheritedvariableswere counted
towardsinstancevariables. As one cansee,the usageof synchronizedlocksvaries
quitealot betweerdifferentmodules.

The resultsfrom the previoustablesand gures arecondensedh gure A.4. The
synchronization®n classor instancevariables,and the “other cases’representhe
synchronizedlocksshovnin tableA.3.
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class| instance local fn. | other | total
var. | variables var. | param.| cases
catalogsvc - 1 4 - 5
ffcaf 9 38 5 6 1 59
hec - 3 - - - 3
shjni - 11 2 1 - 14
scbbjaa 17 17 9 1 4 48
tce2 - - 12 - - 12
trilogyice - - - - - 0
Total 26 70 32 8 5| 141
100.00% | 18.44% | 49.65% | 22.70% | 5.65% | 3.55%

TableA.3: Permoduleusageof synchronized(non-thi

synchronizednethod

265

onthis

onaclass/instancear.
statement# Trilogy's code.

FigureA.4: Overall usageof synchronized

s) blocksin Trilogy'scode.

othercases

onaclass



66 APPENDIXA. SOURCECODEANALYSIS

A.3 Built-in Java packages

As in the previous section,table A.4 givesan overview aboutthe sourcecodeof the
built-in JavaclassesThevariationsbetweerthe packagess surprisinglybig; however,
thenumberdaveto betakenwith caution,sinceonly theactualjava sourceles, but
no native implementationshave beenanalyzed.

LOC | synch.statementsg synch./KLOC
applet 761 0 0.000
awt 114431 441 3.854
beans 9461 106 11.204
io 23489 145 6.173
lang 29307 100 3.412
math 5325 1 0.188
net 11292 68 6.022
rmi 7667 26 3.391
security | 17892 31 1.733
sql 10940 12 1.097
text 23602 17 0.720
util 36261 209 5.764
Total 290428 1156 3.980

TableA.4: Overview of the sourcecodeof thebuilt-in Java packages.

Thefollowing gures areequialentto the onesfrom the previoussection.A sur
prising differenceis the amountof inherited elds used: it is almostas high asthe
numberof “ordinary” instancevariables. This greatlyincreaseshe dependeng be-
tweena classandits superclassin thesecasesbothclassesredevelopedby thesame
team,sothis shouldnot be a problem.

1156 synchronized statements
in 187 files

ds

542 synchronized blocks
in 104 files

432 synch. (non-this[.getClass()])

in 91 files (on 115 unique resources)

20 synch. (this.getClass()) 90 synch. (this)
in 20 files in 29 files

Figure A.5: Statisticsof the usageof synchronized statementsn the built-in Java
packages.

In table A.5, inherited elds arelisted separatelyunlike in the previous section.
Also, the “other cases’encompasseglds of otherobjectsand(in the rmi package)
native elds.



A.3. BUILT-IN JAVA PACKAGES 67

onaninstancevar.

onaninherited eld
onaclassvar.

onanativevar.

39 onamemberof anotherob;.

146

onafn. parameter

onalocalvar.
FigureA.6: Typesof variablesusedin synchronized  blocksin the Java packages.

class| instance| inherited local fn. other | total
var. | variables elds var. | param.| cases
applet - - - - - - 0
awt 3 8 - 134 1 - | 146
beans - 31 6 3 2 11 53
io 2 3 67 - 3 75
lang 19 6 - 6 10 1 42
math - - - - - - 0
net 7 1 - 1 3 - 12
rmi 2 - - 1 - 6 9
security - 3 - - 2 - 5
sql - - - - - - 0
text - 2 - - - - 2
util 10 45 - 1 18 2 76
Total 43 99 73 146 39 20| 420
% 10.24% | 23.57%| 17.38% | 34.76% | 9.29% | 4.76%
TableA.5: Permoduleusageof synchronized(non-this ) blocksin the Java pack-
ages.

synchronizednethod

614

onthis ' 212 &

onaclass/instancearonaclass

FigureA.7: Overall usageof synchronized  statement#n the built-in Java packages.
Theblueandgrey pie slicesrepresenthe synchronizedlocksshowvn in tableA.5.

othercases
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A.4 Other packages

The otherpackagesremonolithicor smallenough sothey arenot brokendown into
theircomponents.

Thejavax packagemcludeaccessibility , haming , andswing . accessibility
hasnosynchronized  statementsyhile naming only hasfour; thereforethey werenot
treatedseparatelyjavax encompasse®l7 les with 245700linesof code.

The CORBA and ETHZ datawarehousingpackagewere both comparablysmall
in sizeand(parallel)compleity; however, the Concurreng packagd23] wassurpris-
ingly complex.

217 synchronized statements
in 51 files

33 synch. (this) 54 synch. (non-this[.getClass()
in 12 files in 20 files (on 118 unique resour

C¢

FigureA.8: Statisticsof the usageof synchronized  statementin the Jarax (Swing)
packages.

synchronizednethod

130

w othercases

onthis onaclass/instancear.

FigureA.9: Overall usageof synchronized statementin thejavax packagesThere
were 24 classand 14 instancevariables. The "other cases'include 16 local variables
andtwo native elds.
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synchronizeanethods
onaclass

Figure A.10: Statistics of the usage of synchronized statementsin the
OMG (CORBA) packages. TheseJara CORBA classes(org.omg.CORBA.* and
org.omg.CosNaming. *) were a simpler case;almostall synchronizationsare done
with synchronizednethods.Thetotalamountof codewere21180linesin 247 les.

531 synchronized statement
in 61 files

.

35 synch. (thig) 258 synch. (non-this[.getClass
in 14 files in 28 files (on 26 unique resour

*‘
FigureA.11: Statisticsof the usageof synchronized statementé the Concurrenyg
packagdg23]. Thetotalamountof cagdgwRreA EaAEIREH 104 les.

onthis B

onaclass/instancear.
FigureA.12: Overall usageof synchronized  statementin the Concurreng package
[23]. Thebluesliceincludes3 classand31 instancevariablesaswell as195inherited
elds. Theothercasesrel local variable,8 function parametersaind 20 memberof

otherobjects.

othercases
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synchronizednethod

onaclass/instancear.

FigureA.13: Overallusageof synchronized  statementin the ETHZ datawarehous-
ing packagg24]. Thetotalamountof codewere24649linesin 147 les. Therewere
7 classand4 instancevariables.

A5 Summary

Even though somevariationsbetweendifferent packagesvere present— especially
in the numberof synchronized statementger LOC — the overall pictureis quite
homogeneous.

| Catgyory | #] % |
synchronized methods 1351 | 53.76%
synchronized(this) 209 8.32%
synchronizationsn currentclass 68 2.71%
synchronizationsn otherclasses/instances 582 | 23.16%
othercases 303 | 12.06%
Total 2513 | 100.00%

TableA.6: Total usageof synchronized  statements.
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synchronizednethod

) othercases
onthis

onaclass

onaclass/instancear.
Figure A.14: Total usageof synchronized statementsn all analyzedpackages.A
total of about900000LOC wasanalyzed.



Appendix B

Existing tools

B.1 Dynamic checlers
B.1.1 MaC

Purpose: Monitor runningsystemsagainsta formal speci cation.
Producer: Real-timesystemgroup(RTG) at the Universityof Pennsylania.
Technology: Automaticallygeneratedun time checler.

Overview: MaC standgor “Monitoring andChecking”. It combinesa high-level re-
quirementspeci cationanda low-level monitoringscriptthatveri es the given
requirementsitsourcecodelevel. An Instrumentomgeneratearuntime checler
basedon the given data. This checler veri es the given propertiesafter each
methodcall. This processs easierto usebut lessgeneral(in termsof schedules
covered)andef cient thanstaticchecking.

Therequirementareexpressedn anextendediorm of lineartemporalogic; the
monitoringscriptis writtenin asimpleeventde nition languageOptionally, ex-
traactionsfor exceptionalconditionscanbe givenvia a steeringscript[27, 28].
MaC doesnot yet have a framework for systematicallytesting multi-threaded
programshut it couldbe combinedwith aspecialVM in orderto achieve this.

Availability: MacCis availablefor researctpurposesincludingsourcecode.lt is writ-
tenin Javaandplatformindependentlt requiresthe JTrek library from Compagq
(http:/www.digital. com/ja va/ downlo ad/ jtr ek/ ), whichis availableun-
deraspeciallicense.

Usage: MaC hasbeenappliedto a coupleof smalltestprogramdq27].

URL: http://www.cis.upen n.e du/ ~rt g/ mad

B.1.2 Rivet

Purpose: Createadvanceddeluggingandanalysistools.

Producer: SoftwareDesignGroupattheMIT.
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Technologies: CustomJava Virtual Machine(JVM); systematicschedulingalgorithm
for dynamictesting.

Overview: Rivetis a platformfor sophisticatedava deluggingandtestingtools. Its
goal is to exposethe internalsof the virtual machinein an structured,well-
documentedvay in orderto allow the constructionof tools basedon that in-
formation.Sofar, theinitial suiteof toolscontainsa bi-directionaldehugger(not
yetfully implementedianda testerfor multi-threadedrograms.

Rivetis a partial IVM runningon top of anothervirtual machine. Therefore,it
only implementshe key componentsieededor systematidesting,suchasthe
threadscheduler

Deterministicreplay which allows the virtual machineto undoa stepin its ex-
ecution,was plannedas a future extension. This would not only allow more
ef cient testing,but alsoallow the creationof anew, very powerful detugger A
coupleof challengessuchasef cient representationf classesandinstancesn
thevirtual machinestill hadto be overcome Performanc@roblemswerelik ely
areasorwhy developmenion Rivet wasdiscontinued.

Availability: Theprofessowhomanagedheprojecthasleft theMIT onspring1999.
Work ceasean both Rivet andthe ExitBlock systematidestingalgorithm.

Usage: Rivethasbeenusedon a coupleof testexamplesandsmallprogramshut did
not scaleto large software[29].

URL: http://sdg.lcs.mit.e du/ riv et. html

B.1.3 Verisoft

Purpose: Systematicallyestmulti-threadedapplicationswrittenin ary programming
language.

Producer: Bell Laboratories|.ucentTechnologiesmainauthor:PatriceGodefroid.

Technology: Systematicstatespaceexploration (in dynamicchecking)usinga newv
searchalgorithm.

Overview: Verisoftis a dynamicchecler that allows the programmeito systemati-
cally explore the statespace(stateof all variablesandinterlearings of threads)
of a program. While the checler doesnot requirethe programsource having
the sourceavailableallows theuseof assertiorstatementsThe programmecan
alsouseaspecianon-deterministioperationn theprogramsourceto modelthe
ervironmentto be simulated.Thethreadschedulingepresentshe othersource
of non-determinismwhichis not controllableby the programmer
Verisoft checksprogramsdynamically for deadlocks,divergences(a process
stopscommunicating)lifelocks and assertiorviolations. It usesa new search
algorithm(are ned incrementadepth- rst search}o guarante&overageup to
a certainlevel while usingsophisticatesgtatespacepruningtechniquedo keep
the searchmanageableBy usinga state-lessearchalgorithm (i.e. no caching
of previously visited states) a muchlargeramountof codecanbe checled. It
still hasaratherlong runtime for larger programg30, 31].

Availability: Verisoftis availablein binaryformatfor researctpurposegunderaspe-
cial license).



74 APPENDIXB. EXISTING TOOLS

Usage: Verisoft hasbeensuccessfullyappliedto a complex small C program(2500
LOC), but nolargerprojectsaredocumented31].

URL: http:/mwww1.bell- | abs.co miproj ect /ve ris oft /

B.1.4 VisualThreads(Eraser)
Purpose: Detectconcurreng errorsin multi-threadegrograms.
Producer: Compaginc.

Technologies: Dynamicmonitoringtechniqueslock setalgorithmfor detectingrace
conditions.

Overview: Eraserchecksthe correctnes®f locking schemesn multi-threadedoro-
grams. It ensureghataccesgo sharedresourcess always guardedby certain
locking disciplines.The goalof sucha policy is to ensurghatnoraceconditions
canoccurandthatread-writelocks operatdn a correctmanner
Eraserworks by dynamicallymonitoringthe locking of all sharedvariables.lt
constantlyre nes the lock sets,andwarnswhenthe lock setbecomesempty
Variousspecialcasessuchasinitialization (wherea resourceis not available
to otherthreads) read-shareé@ndread-writelocks are consideredf the source
codeis properlyannotated.Theseannotationsare mainly usedfor suppressing
falsealarms[32].

The Eraserlgorithmhasbeensuccessfullyjusedon complex real-life programs,
suchastheAltaVistaindexing engine whereit foundoneor two raceconditions
in four sampleprograms.

Availability: The Eraseralgorithmhasbeenimplementedn “VisualThreads” Visu-
alThreadds commerciallyavailablefor OpenVMSand Tru64 Unix Alpha sys-
tems,whereit is partof thedevelopmentools. Javais supportedy monitoring
the POSIX callsof the Java Virtual Machine.

Usage: VisualThreadss availableaspartof the developmentools;in which projects
it is actuallyusedis unknown. Beforeit wasa commerciatool, it hasbeenused
on an experimentalOS kernel, the Altavista indexing engine,and a couple of
otherprojects,of about25000LOC each[32].

URL: http://www5.compag.  com/pr oduct s/s oft ware/v isu alt hre ads/

B.2 The Spin modelchecler

Purpose: Staticmodelchecler, back-endor othertools.
Producer: Bell Labs(now LucentTechnologies)mainauthor:GerardJ. Holzmann.
Technologies: Explicit statemodelchecking partialorderreduction.

Overview: Spinis asoftwareveri cation tool thatusesa high-level languageo spec-
ify systems. The languageis called PROMELA (PROcessMEta LAnguage).
Its developmenthasstartedat Bell Labsin 1980. Spin hasbeenusedto trace
logical designerrorsin distributed systemsdesign,suchas operatingsystems,
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datacommunicationgrotocols,switching systems,concurrentalgorithms. It
canalsosene, in conjunctionwith othertools, to verify the correctnes®f an
abstractrepresentationf sourcecode.

At the coreof Spinis alineartemporallogic (LTL) checler. However, it also
supportsveri cation of safetyand livenesspropertiesnot expressiblein LTL.
It acceptsbesidesPromelaand LTL, also so-calledBichi automataor never
claims. Promelasupportsa large variety of high-level constructssuchas pro-
cessessharednemory and(bufferedor unbuffered)messagegueueg33].

Availability: Spinis availableasOpenSourcesoftware. Spinis writtenin C, andcan
becompiledonary standardANSI C platformsuchasLinux, Unix andWindows
9X/NT.

Usage: Severalprojects(suchasBanderafFea\éror JPF)areongoingwhich useSpin
astheir back-endnodelchecler.

URL: http://netlib.bell- lab s.c om/net lib /sp in/ whatis pin .ht ml

B.3 Static checkers
B.3.1 Bandera

Purpose: Build amodelsuitablefor modelcheclersfrom Java sourcecode.

Producer: Laboratoryfor Speci cation,Analysis,and Transformatiorof Softwarein
the CIS Departmentt KansasStateUniversity.

Technologies: Programslicing, programabstractionstaticmodelchecking;two-way
cornversionbetweerabstractiorievels.

Overview: Banderdriesto bridgethe gapbetweensoftware sourcecodeandan ab-
stractrepresentationf it. A specialannotationanguageallows to expressas-
sertionsandtemporalor quanti ed propertiesn the sourcecode.Predicatedef-
initions for eachmethodare usedin property speci cationswhich containthe
programpropertieqinvariantsor sequencesf stateghroughwhichtheprogram
alwayshasto go).

Using programanalysis(slicing), the rst stageof Banderagenerates simpli-
ed versionof the program,containingonly the statement®f interestfor the
correctnes®f the program.This candrasticallycut down the compleity of the
modelthatis generatedrom the program.
Thesecondstagereduceghemodelsizefurthervia dataabstractionlt generates
anintermediateepresentationf a nite-state modelin anintermediatdormat.
This formatis thentranslatednto the speci cationlanguageof amodelchecler
of choice;sofar, SPIN[1] is supportedTranslatorgor the SymbolicModel Ver-
ier (SMV) [20], developedin the Carngyie Mellon University, and Stanfords
forthcomingSAL modelchecler[21] areunderconstruction.[3b

A newer componenis the counterexamplegenertor that checksfaultsfound
in the abstracimodelfor their validity in the actualprogram,andreportswhere
in the sourcecodethe faultwasfound[34.

Availability: Originally plannedfor summer2000,the rst betaversionhasbeenre-
leasedbn March8, 2001,underthe GPL.
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Usage: Banderahasbeenapplied,in conjunctionwith JPF to a coupleof small pro-
grams,ncludingDougLea's concurreng packagd34].

URL: http://www.cis.ksu. edu/sa nto s/ bander a/

B.3.2 ESCl/Java

Purpose: Detectcommonprogrammingerrorsat compile-time.
Producer: CompagSystemd$ResearctCenter

Technologies: Generatoof backgroundpredicatesandveri cation conditions,Sim-
plify theoremprover.

Overview: The “ExtendedStatic Checler” for Java hasbeendevelopedby Digital
Equipmentinc. (now partof Compagq). The rst versionhasbeenwritten for
checkingModula-3 programs. ESC/Jaa statically checksa programfor null
referenceerrors, array boundserrors, potentially incorrecttype castsand race
conditions.

ESC/Jaarequiresannotationsn thesourcecodein its own annotatiolanguage.
In aninternalstudy theannotatioroverheadn thesourcecodewasabout13.6%
[38]. However, lessscrupulousannotationganbe made ignoring certaintypes
of faults.

The checler rst generatesype-speci cbadkgroundpredicatesto encodedata
typesandtyperelationsfor eachclassandinterface.Then,eachroutineis trans-
latedinto a veri cation condition. As anintermediatestep,a sequencef com-
mandssimilar to Dijkstra's guardedcommandss produced37]. The Simplify
theorenproverthentriesto disprose eachoneof theseveri cation conditions.If
it succeedghefront endtransformghe counterexamplecontext into awarning
and(optionally)a counterexample[36].

Availability: The checler hasrecentlybeenreleasedandis freely available for re-
searctandeducationabise.A binaryversioncanbedownloadedor Alpha Unix,
Solaris,Linux andWindows 9x/NT. Thefront endhasbeenwrittenin Javawhile
thetheoremprover Simplify is written in Modula-3.— A Modula-3front endis
alsoavailable,but for Alpha Unix andintel Windows 9x/NT only.

Usage: ESC/Modulahassuccessfullyfound faultin several small projects,beingto-
tally 20K LOC in size[38]. Thereareno numbersvailableyetfor ESC/Jaa.

URL: http://research.com pag.co m/SRQes c/

B.3.3 Fealer

Purpose: Verify programpropertiesextractedfrom atestharness.

Producer: Bell LabsComputingandMathematicaBciencefkesearctbivision; main
author:GerardJ. Holzmann

Technologies: Model extractorfor specialC source les, SPIN modelchecler, error
tracegeneratar
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Overview: Fea\ér's ultimate goal is a mechanicalextraction of a model from the

sourceof softwareapplications.It usesa structuredtestprogram(the testhar-
nes$ anda descriptionof programfeaturesin orderto nd violationsof such
rules. Thetool is very smalland(sofar) only works on event-drivenprograms,
yetit is alreadyquite powerful at nding faultsthatareveryhardto nd through
corventionaltesting.
Besidesa testdriver program,the userhasto provide a lookup table or map,
which de nestherelevantportionsof the sourcestatement$o be checled. The
developercanstartwith asimple,coarsemappingandgraduallyre ne it asfaults
areremovedor falsewarningsoccur(the default mappingignoresthe valuesof
expressionsvhen evaluatingpossibleexecutionpaths). Togetherwith a list of
properties(given aslogic formulas,wherea variety of default propertiess al-
readyavailable),the Fea\ér framework pre-processethe programsourcecode
andproduces Promela(alsoseeSectionB.2) speci cation[39].

Availability: Developments still in its early stage,andthetool will notbereleased
for atleastanotheryear(i.e. not before2002). Fea\ér is writtenin C andonly
supportsC programssofar.

Usage: Only as a prototypewithin Bell Labs, for the PathStarcall processingand
telephoneswitchingsoftware,whichis certainlya very largeandcomplex piece
of software.

URL: http://cm.bell- labs .co m/cm/csiw ho/ ger ard /ab s.h tml

B.3.4 Flavers

Purpose: Answerveri cation queriesaboutprogrampropertiegduringdesignandde-
bugging.

Producer: Laboratoryfor AdvancedSoftwareEngineerindResearcliLASER), Com-
puterScienceDepartmentt the University of Massachuseti8mherst.

Technologies: Data o w andcontrolanalysisstatic nite stateveri cation, incremen-
tal queryevaluation.

Overview: Flaversusesdataandcontrol o w analysigo build amodelof theprogram
to be checled. It thenchecksthis modelagainstveri cation queries.This also
workson concurrensystems Thetool allows to ensurethatthe softwarearchi-
tecturemeetsthe designrequirementsandconsisteng rules,suchassequences
of events,safetyandlivenesgproperties.

Flavers automaticallyguaranteeshe presenceor absenceof certainproperties
while not requiringknowledgein formal methods. The usercan also specify
additionalpropertiesonceheis familiar with the system.Moreover, the Flavers
framawork offers specializedalgorithmsfor differentdevelopmentstages(re-
ferredto as“exploratory”, “f ault- nding” and“maintenance’modes).
ThelINCA projectis quite similarandusesintegerProgrammingn orderto ver-
ify certainpropertieshowever, thatprojecthasnotyet comefar enoughto have
an automatedranslationfrom sourcecodeto linear inequalities,which arere-
quiredby thetheorenmprover.

The StaticConcurreng AnalysisResearcliProjectcollectspatternsof problems
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thatfrequentlyoccurin multi-threadedrogramsin orderto facilitatethedevel-
opmentof future softwaretools[16].

Availability: An Ada and C++ versionareimplemented.The C++ versionbelongs
to the compatry MCCquESTandis not available;the Ada versionhasbeende-
velopedby the universityandis availableuponrequestA Jasa versionis under
developmentput still in its early stageandnot yetreadyfor arelease.

Usage: No numbersareavailable.

URL: http://laser.cs.uma ss. edu/to ol s/f lav ers .ht ml

B.3.5 Jlint

Purpose: Semanticveri er detectingcertain deadlocks,race conditionsand a few
otherfaults.

Producer: Moscav StateUniversity, ResearctComputerCenter;mainauthor: Kon-
stantinKnizhnik.

Technology: Control o w/lock dependenganalysisspecialize&heckdor otherfaults.

Overview: Jlint comesastwo programs,a simple syntaxveri er (AntiC) anda se-
manticveri er (Jlint). The former checksfor a few commonpotentialsyntax
errors. Thelatteris muchmoreinterestingfor it extractsinformationfrom (non-
annotatednormallycompiled)Javaclassles andperformsconsistengand o w
analyse®nthem.Jlintis capableof dealingwith missingdelugginginformation
which someJasa compilerscannot(yet) generate It alsoallows a hierarchical
selectionof the checksthatshouldbe performed.

The core algorithm checksJava class les for loopsin the lock dependeng
graph. This graphincludesboth static and dynamicmethods. It also makes
surethe programdollow certainconsisteng ruleswhenusingthewait method
in Java. Raceconditionsarefoundby building thetransitive closureof methods
which canbe executedconcurrentlyandthe methodshey call. Then,all elds
accessethy suchmethodswvhichful Il certainconditionsarereportedaspossi-
ble raceconditionsin dataaccessJlint is ratherconserative atreportingerrors,
sinceit doesnotallow annotationsvhich couldeliminatefalsepositives.

Availability: Freelyavailable;writtenin C andC++,andshouldwork onary platform.

Usage: No othernumbersareavailable,but Jlint hasbeenappliedsuccessfullyat Tril-
ogyto large scalesoftware (severalprojectsof severaltenthousand_OC each).

URL: http://www.ispras.r u/~ kni zhnik /jl int /Re adMe.h tm, http://artho.com/
jlint/

B.3.6 JPF

Purpose: Integratemodelchecking,analysisandtesting.

Producer: AutomatedSoftware EngineeringGroup (ASE) at NASA; main author:
KlausHavelund.
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Technologies: Slicing, abstraction.0: Jasato Promelatranslator;2.0: specialJVM
(MC-JVM) andmodelchecler.

Overview: The“JavaPathFinder’hasbeendevelopedatthe AutomatedSoftwareEn-
gineering(ASE) departmenat NASA. Currently JPFcanonly checkinvariants
anddeadlockslnvariantsaregivenasa BooleanJava method.

After anabstractioranda slicing stagewhich bothreducethe statespaceof the
programalot, adepth- rst searchis performedontheprogramstagesA special
JVM, which allows to move forwardandbadkward onestatein the bytecodeex-
ecution,is usedfor this.

The rst versionwasa translatorfrom Java to Promela[40]. Specialassertion
and error methodsspecify the propertiesto be checled. It has,however, only
supported fairly restrictedsubsebf Java. Becauset wastoo dif cult to extend
theprogramto supportmoreJava constructsadifferentapproacthasbeentaken
for the secondversion,which worksdirectly on bytecode.lt canthereforefully
supportall Javafeatureq42].

Availability: It is currentlybeingchecled by NASA's legal departmentvhetherthe
programcanbe madeavailableto selectedhird partiesor not.

Usage: JPFhasbeerappliedto theRemoteAgentSpacecrafController(RAX), where
it foundadeadlockandthe DEOSAvionics OperatingSystem After theslicing
stagethelargestpackagenvas1443LOC in size[41].

URL: http://ase.arc.nasa. govliip fI

B.3.7 LockLint

Purpose: Detectraceconditionsanddeadlocksn C programs.
Producer: SunMicrosystemdnc.

Technology: Control o w analysis.

Overview: LockLint consistsof two parts: A specialmodein Sun's C Compiler(in-
voked via a commandline switch) and a programthat analyzesthe resulting
LockLint les. Assertionsabouta large variety of lock propertiescanbe made
in the sourcecodevia macros,which are evaluatedby the C compiler These
include(possiblyintended)side-efectsof functions,propertieghatshouldhold
uponentryof afunctionor whenaccessin@ variable, andconsistentock usage.
WhenLockLint is run, it spavnsits own shell, which allows the userto enter
veri cation propertiesor LockLint commandsnteractvely or run themvia a
shellscript. Additional annotationsn the C sourcesarenotrequired but recom-
mendedsincethe checler cannotmake all assumptionsorrectly
LockLint triesto guesghesetof possiblevaluesfor functionpointersandglobal
variables;again,manualoverrides(in the LockLint shell)arepossibleto correct
wrongassumptions.

Availability: Commerciallyavailableasa part of the Forte (formerly SunWorkshop)
compilersuitefor C programs.

Usage: The Fortetools arewidely usedin the industry but no numbersareavailable
aboutthe projectsthathave usedLockLint.

URL: http://www.sun.com/f ort elc /
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B.3.8 MC

Purpose: Build speci c compilerextensiongo check,optimizeandtransformcode.
Producer: ComputerSystemd.aboratory StanfordUniversity.

Technology: Staticanalysis(by anextensiblecompiler).

Overview: “Meta-level Compilation” (MC) is a projectthat veri es whethera pro-
gramviolatescertainconsisteng patterns. The usercan combinesimple rule
templatesandapplythemto speci ¢ rulessuchas“systemlibrariesmustcheck
userpointersfor validity beforeusingthem”. By settingup afew suchrules,one
can effectively checka programagainsta large rangeof errors. Therulesare
expressedn ahigh-level state-machin&anguage.

After building acontrol- ow anddata- ow graph,MC checkghatmodelagainst
thespeci edcorrectnesproperties Eventhoughabasicbacktrackingalgorithm
is usedfor the statespacesearchaneffective cachingalgorithmavoidsanexpo-

nentialruntime behaior in practicalcaseg43].

Availability: It hasnot beendecidedyetwhetherMC will everbe publicly released.

Usage: MC hasbeensuccessfullyusedin searchinghe Linux and BSD kernelsfor
faults,speci cally for incorrectresourcenanagemerdndinterruptdisabling/enabling
scheme¢$43].

URL: http://hands.stanfo rd. edu/

B.3.9 SLAM
Purpose: Checkthatsoftwaresatis escritical behaioral properties.
Producer: SoftwareProductvity Tools Researclyroup,MicrosoftInc.

Technologies: Boolearprogramsparametrizederi cation of modelsfor multi-threaded
software.

Overview: SLAM (Software, Analysis, LanguagesModel Checking)is a suite of
programghatis beingdevelopedatthe Microsoft SoftwareToolsresearclyroup.
Oneof the mainchallengess the automatiorof the abstractiorof sourcecode.
Thefocusof theprojectis thecheckingof invariantsandtemporaproperties For
thelatter, a new formal modelfor multi-threadedprogramis used:the LGFSM,
anextendednite statemachine.

At thecoreof thetoolsis amodelchecler for BooleanProgramgprogramghat
only useBooleanvariables).This (strong)abstractiorallows to checkinvariants
andterminationof programsaproblemwhichis in generalundecidablg44].
Sofar, SLAM only workson C (partiallyon C++) programsyerifying thecorrect
behaior of driversandsystenlibraries. It hasbeensuccessfullyisedfor internal
projects.

Availability: SLAM will be madeavailablefor research.Theroll outfor the SLAM
toolsis plannedasfollows:

bebop(modelchecler)will bereleasedn early2001
c2bp(abstractorill bereleasednid-year 2001
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othertoolsto follow.

Usage: So far, SLAM hasbeenusedinternally to model a multi-threadedmemory
managef44].

URL: http://research.micr osoft. com/sl am/

B.4 Other tools
B.4.1 JML/LOOP

Purpose: Behaioral interface speci cation languageto specify propertiesof Java
modules.

Producer: Departmeniof ComputerScience lowa StateUniversity; ComputerSci-
enceDepartmeniNijmegen(Holland)

Technologies: LOOPtranslatorPVS[19] or Isabelleprooftool [18].

Overview: The“Java Modeling Language’is aninterfacespeci cationlanguagede-
scribingthe behavior of classesTheintentis to make it safeto write subclasses
to existing classesgivenonly accesgo the objectcodeanda speci cationwrit-
tenin JML.

This projectworksin cooperatiorwith ESC/Jaa; both speci cationlanguages
arememing, but JIML'sgoalis focusedn“designby contract’[45] andbehavior
speci cation,while ESC/Jaa works on a lower level. The developmentof the
JML toolsis still in an early stage,but an automatedranslationof JML spec-
i cations into veri cation conditions(using LOOP: Logic of Object-Oriented
Programming)s beingdeveloped. Also, extensionsregardingconcurreng are
being explored. While the syntaxfor temporalstatementsn JML alreadyex-
ists,thework in this areais still experimental.(ESC/Jaa offers othertemporal
constructsyhich operateon alower level, suchaslock sets.)

Availability: JML is available (including sourcecode)underthe GPL. The current
version,writtenin Java, featuresatypecheclerandaruntime assertiorchecler
for Java programsandJML annotations.

Usage: Astheentiretool suitehasnotbeendevelopedyet, noreportsabouttheirusage
areavailable.

URL: http://www.cs.iastat e.e du/ ~le avens/ JMLh tml



Appendix C

Multi-thr eadingin Java

C.1 Threads

Java includesmulti-threadingin the languageitself, which makesit much easierto
use.This appendixonly describeshoseaspect®f multi-threadingthatarerelevantto
staticcheckingandthis thesis. For moreinformationaboutmulti-threading,see[48,
pp. 149-152]or [47].

The java.lang.Thread classallows the creationand control of several threads.
Thesethreadssharethe addresspaceof thevirtual machine! It is possibleto run dif-
ferentinstance®f threadswith their own data;however, all instancesre(potentially)
accessibleo all threads.For practicalpurposesthe programmeicanassumehatthe
virtual machinerunson only one CPU, andeachthreadperiodicallyrecevesa “time
slice” by the scheduler Note thatthe of cial Java speci cation posesno requirement
for afair schedulingamongthreadsof the samepriority. This emphasizesncemore
thatthe programmenhasto take anypossibleschedulénto account.

C.2 Threadsynchronization

C.2.1 Intr oduction

For ensuringthe correctnes®f a multi-threadedprogram,thread syndironizationis
crucial. Thebasictechniques to preventtwo threaddrom accessinghe sameobject
simultaneouslyThis is donevia a lock on thatobject(or anotherobjectwhich repre-
sentghelock onthatobject-thistechniquds sometimegmployedfor primitivetypes
like integers,or for collections). While ary onethreadholdsthe lock, anotherthread
requestingt is blocked (suspended)ntil the rst threadhasreleasedhelock.

Thereis only oneway in Java to acquirea lock: the synchronized statement.
With synchronized(resourc e) { /* block * },thecurrentthreadblocksuntil
it is ableto acquirea lock on resource . Thelock is held until the entire block is
nished (eitherwhenthe last statemenis executedor the block is abortedby other
meanse.g.break orreturn statementsyr exceptions.

1This is not quite correct,becausdhe Java Virtual Machine performssomekind of “caching” for the
variablesaccessetly threads Thisis, however, notrelevantfor this discussionFor moreinformationabout
this, see[50, Chapter8].

82
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A specialcaseof synchronizatiors synchronized(this) . This acquiresalock
on the currentinstance which is oftendescribedas“making a block atomic”. Thisis
a commonmisconception.Indeed,the executionof thatblock is not atomic; holding
a lock on the currentinstancedoesnot prevent a preemptionof that threadby the
scheduler The executionis, though,“atomic” on that instance— no two threadsmay
executethatblock for the sameobjectinstanceat the sametime.

method() {
synchronized ~ method() { synchronized(this) {
} }
}
FigureC.1: Synchronized(this) vssynchronized  methods.
If asynchronized(this) block spansaanentiremethod synchronized  methods

are commonlyusedinstead. Sucha methodautomaticallyacquiresa lock on this
beforeits bodyis executed.After methodexecution,thelock is released(If alock is
held before,acquiringit againsimply increases counterwithin the virtual machine,
but hasno othereffect.)

Synchronizationsnayalsobe usedon classeswherethey have the effect of “lock-
ing out” all instancedelongingto that class.Commonly this usedto synchronizeon
the classof the currentinstance but a synchronizatioron otherclassess possibleas
well.

Two otherimportantsynchronizatiorprimitivesarewait andnotify . If athread
holdsa lock on a resourceandhasto wait for a certainconditionto becometrue, it

shouldcall resource.wait() insidealoop. This causeghatthreadto “sleep” (block)
until anotherthreadcallsresource.notify() , which“wakesup” ary threadwaiting
onresource

Calling notify  releaseshe lock, and causeghe original (wait ing) threadto re-
acquireit beforeresumingexecution.Normally, thatthreadhasto verify againwhether
the conditionit is waiting on now holds; hencewait is usually calledinside a loop
ratherthananif statementHow the latter canintroducesubtlefaultsis illustratedin
exampleD.10.

If it cannotbe guaranteedhat ary threadthat hasjust beennoti ed canactually
resumeexecution(i.e. the conditionit is waiting on hasbecomerue),thennotifyAll
needso be usedinstead(seeexampleD.11). Thiswill “wake up” all threadswaiting
on that resource(in randomorder). At leastone of themhasto be ableto continue
execution;otherwiseall waiting threadsnayendup stopped.

C.2.2 Usage
Preventing race conditions

Synchronizatioris crucialfor preventingraceconditions(incorrectconcurrentaccess
of asharedesource)Wheneertheaccesso aresource hasto beexclusive,thepro-
grammerhasto ensurghateachthreadalwaysholdsalock guardingr whenit is used.
If L is thesetof locksheldatacertaintime,theprogrammehasto ensurehatar is 1)
only readwhenathreadholdsatleastonelock in L; and2) only writtenwhenathread
holdsall locksin L, [36]. Often,a synchronizatioronr itself is usedfor guaranteeing
non-concurrenaccessmoreadvancedocking schemesequireadditionallocks.
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It hasto be notedthatthe currentinstances “invisible” to otherthreadsnsidethe
constructor(i.e. while the constructoiis beingexecutedthereforetheinstances also
invisible if the constructorcalls other methods). This is becauseahe currentthread
doesnot hold a referenceo that objectyet; andit cannotsharesomethingt doesnot
possessAn exceptionto thisrule areconstructorsvhich passhethis  pointerto other
classesThisis veryrare,though,andusuallyindicatesa poordesign.

Preventing deadlocks

By obtainingtoo mary locks,the executionof eachthreadcanbe sloveddown greatly
becausethey spenda lot of time requestinglocks. Even worse, incorrectlocking
schemeganleadto adeadlod:

Deadlock.run

public  void run() {
if (ab) {
synchronized () {
synchronized  (b) {
}

} else {
synchronized  (b) {
synchronized  (a) {
}
}
}
}

T2

Deadlock.a.<synch
Deadlock.b.<synch

FigureC.2: Thedeadlockin exampleD.1.

If threadT; is holding a lock a and requestdock b, it will wait until that lock
becomeswvailable. AssumeanotherthreadT, alreadyholdsb andrequests; in this
casewe have adeadlockbecauséoththreadswvait for aneventthatwill neverhappen.
FigureC.2shavsthelock graphfor thisexample.In thisgraph thereis aloop between
thetwo nodesDeadlock.a.<synch>  andDeadlock.b.<synch> , whichrepresenthe
synchronized(a) andsynchronized(b) statementgsespectiely.

Thevirtual machinehasno built-in deadlockresolutionwhich would causeoneof
the two threadgto give up its lock. Thereforedeadlockanalysisis anintegral part of
writing safemulti-threadedgrogramsn Java.

C.3 Summary

This appendixgave a shortintroductionto the crucial featuresof multi-threadedpro-
grammingin Java. The synchronizatioris the core of the designof a multi-threaded
program.A lack of synchronizatiorcanleadto racecondition,while aninconsistent
locking schemamayresultin deadlocks.
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Example listings

D.1 Selectedorograms

D.1.1 Deadlock

Theseexamplescontainsomesimple classeshaowving variousvariantsof deadlocks.
The deadlocksare all intra-methoddeadlocksusing the synchronized(resour ce)
statement.This statemenblocksthe currentthreaduntil it canobtaina lock on the
objectresource .1 All programswithin this sectionwere taken from the Rivet test-
suite[29]. Thedeadlockexhibitedareall easilydetectedy Rivet, yetmaybehardto
detectfor staticcheclers.

Deadlock

Thisis thesimplestpossibledeadlock:two instancesompetdor resources, b in the
oppositeorder, thereforeforming a loop in the lock-acquisitionhierarchy For more
detailsaboutwhy a deadlockoccurshere,seeAppendixC.

Listing D.1 Deadlock:run methodof two competinghreads.
public ~ void run() {
if (ab) {
synchronized  (a) {
synchronized  (b) {
}

} else {
synchronized  (b) {
synchronized  (a) {
}
}
}
}

1This is a simpli cation; actually the currentthreadbecomesrunnable oncethe lock on resourceis
available. If it is not runningat thattime, it might occurthat anotherthreadobtainsthe lock in the mean-
time. Therefore threadstanation canstill occurwhenonly usingthe standardsynchronized(resource)
mechanisnin Jaza.

However, Java malesit fairly simpleto implementmoreadwancedresourcesharingmechanismsuchas
aqueuedocking [47, pp.178- 180].

85



86 APPENDIXD. EXAMPLE LISTINGS

Deadlock?2

This is a slight variation of the Deadlockexample. Here, the nestedsynchronized
blocksin therun methodwerereplacedwith callsto staticsynchronizednethodsof
thedummyclassed ockA andLockB, which call in turnastaticsynchronizeanethod
of theotherclass.This modelsthe sameintra-methodocking schemegwithin therun
method)on a methodlevel.

Listing D.2 Deadlock2:Locking schemdrom Deadlockon a methodlevel.

public  synchronized  void run() {
if (ab) {

LockA.foo(); I recursively calls LockB.bar, obtaining lock on B
} else {
LockB.foo(); I recursively calls LockA.bar, obtaining lock on A
}
}
DeadlockWait

Thisexampleshavs adeadlockwhenusingwait andnotify . The rst threadobtains
locksa andb, thenwaitsonb. Thesecondhreadthenblockstrying to obtainlock a.

Listing D.3 DeadlockV&it: run methoftwo competingthreads While the rst thread
is waiting on b, the secondhreadnever reacheshe statemenb.notify()
public  void run() {
it (ab) {
synchronized  (a) {
synchronized  (b) {
try { // Java throws an exception when execution continues

b.wait();
} catch (InterruptedException i) { /I continue execution
System.out.printin(name+" was interrupted!");
}
}
}
} else {

synchronized () {
}
synchronized  (b) {
h.notify();
}

}

}

DeadlockWait2

Thisis aslight variationof the DeadlockViit example.Here,the nestedsynchronized
blocksin therun methodwerereplacedwith a call to a synchronizednethodsof the
dummyclassed.ockA. Thatclassis a singletonclass having only a singleinstance?
Themethodwhichis calledby run callsa methodof singletonclassLockB, shavn in
Listing D.4.

2Staticmethodscouldnotbe usedherebecause¢hewait andnotify methodsarenotavailableto them.
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Dependingon the value of a booleanvariable,it eithercallswait or notify  on
itself. Since,at that stage,a lock on the only instanceof LockA is still active, the
notify ~messagenever reachesdts destination. This modelsthe sameintra-method
locking schemgwithin therun method)on a methodlevel andcreateghe samedead-
lock.

Listing D.4 DeadlockViéit2: methodfoo() of classLock B, which is calledfrom a
synchronizednethodof classLockA.

class LockA {
public  synchronized  void foo(String name, boolean ab) {
LockB.getInstance().foo(name, ab);

}

class LockB {
public  synchronized  void foo(String name, boolean ab) {

if (ab) {
try { this.wait(); }
catch(InterruptedException e) {1}

} else {
this.notify();

}

}
}
Deadlock3

This programdemonstratea simplecyclic deadlockwith threethreadscompetingfor
locksa, b, andc.

Listing D.5 Deadlock3:run methodof threecompetingthreads.
public ~ void run() {
if (order == 0) {
synchronized  (a) {
synchronized  (b) {
}

} else if (order == 1) {
synchronized  (b) {
synchronized  (c) {

}

} else {
synchronized  (c) {
synchronized  (a) {
}
}
}
}

D.1.2 SplitSync

This exampleis alsotakenfrom the Rivettest-suitd29]. It simulatesa casewherethe
locking granularityis too low. Thelock is releasedn betweena calculation,andthe
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assumptiois madethatthevalueis unchangedh betweenThis programmingnistale
leadsto araceconditiononthesharedvariable.

Listing D.6 Racecondition: A lock is releasedn betweera calculation.

public  void run() {

int y;

synchronized  (resource)  {
y = resource.x;

synchronized  (resource)  {

if (resource.x = y) {
System.out.println("*** Assertion  violation! ki)
System.exit(0);
}
resourcex =y + 1;
Il System.out.printin(name+" = "+x[0));
}

D.1.3 Jlint testexample
ClassesA, B with cyclic locks (method calls)

Listing D.7 is takenfrom thejlint ~ documentationlt shonstwo classeshatcall each
other's synchronizednethodsn away thataloopin thelock graphresults.

Listing D.7 Jlint example:Loopin lock graph.

class A {

public ~ synchronized  void f1(B b) {
b.g1();
f1(b);
f2(b);

public void f2(B b) {
} b.g2();

public ~ static  synchronized  void f3() {
B.g3();

}

1

class B {

public  static  volatile A ap;

public  static  volatile B bp;
public ~ synchronized  void gl() {

bp.gL();

public  synchronized  void g2() {
ap.f1(bp);

}

public ~ static  synchronized  void g3() {
93();

}

}
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D.1.4 ESC/Javaexample

TheESC/Jsamanualcontainsoneslightly biggerexample(Listing D.8). It dealswith
a pathologicalcasewherea partof a treeis rotated. Therefore the staticcheckingas-
sumeghatthelocking orderis inconsistenthowever, while it appearsosyntactically
thelocking schemds semanticallycorrect,becausehe two locks have beenswapped
in thetreestructure For moreinformation,seethe ESC/J&a usermanual[36].

As a resultof this unusualbehaior, the ESC/Jaa checler generates spurious
warningabouta non-&istentdeadlockand also missesa possibleraceconditionif a
synchronizatiorstatements left outin thesecondlock.

D.1.5 Shared buffer (producer/consumerproblem)

The rst threeversionsof thisimplementatioraretakenfrom the Rivet testsuite[29].
They shav a working versionwheretwo commonfaultsareintroduced. Thesefaults
weresuccessfullydetectedy Rivet.

A sharedouffer alsomodelsa databasewrapperprettywell. Thisis very interest-
ing, becausesuchwrappers(or similar wrappersfor a sener-basedservice)arevery
commonin practice. Indeed,oneof Trilogy's packagegseeSectionA.2.2) performs
exactly this functionality: amongotherthings,it handlesa pool of connectiongo the
database.Sucha wrapper runningin severalthreads offers connectiongo the data
base.The numberof threadds certainlylimited. The accesgo the databaseis mod-
eledby thebuffer; whatis notmodeledaredependencie.e. locks)betweerdatabase
transactionsywhich arein thedatabasdayer.

Corr ectmulti-thr eadedimplementation

Listing D.9 shaws the sourcecodeof the buffer class. The main method,wheretwo
producersandoneconsumearecreatedandstartedjs omitted.

Brokenimplementation (if insteadof while)

Since notifyAll wakes up all threads,it is very well possiblethat several threads
arewokenup. Thesecould nish the body of the enqueuanethodone by one, thus
over owing thebuffer: After the rst threadthat lls thebuffer has nished execution,
it hasfalsi ed the conditionthatmadethe otherthreadswait. Whenthe otherthreads
continue,they have to verify that conditionagain. Listing D.10 shavs the faulty enq
method:

“The engfunctionof thebuffer hasanif to checkthebuffer-full condi-
tion insteadf awhile. We createoneproduceroneconsumerandanother
low-priority producer low-priority sothatatypical schedulemwill never
encountetheif-vs-while bug, but the systematidesterwill nd it!” [29]

Brokenimplementation (notify instead of notifyAll)

Thenotify methodmay only be usedif all waiting threadsarewaiting on the same
condition.Otherwisejt canhapperthatthreada; assertgonditionb andcallsnotify
intendingto wake up a threadb,, whichis supposedo checkthatconditionin awhile
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Listing D.8 ESC/Jaa example:Pathologicalcasewith two locks: hierarchyof locking
datastructureis reversedduring programexecution.

public class Tree {
public  /*@ monitored * Tree left,  right;
public  /*@ monitored non_null  * Thing contents;

/@ axiom (\forall Tree t; tleft = null ==>t < tleft);
/l@ axiom (\forall Tree t tright I= null ==>t < tright);
Tree(*@ non_null * Thing c) { contents =¢; }

/l@ requires  \max(\lockset) <= this;

public  synchronized  void visit() {
contents.mungle();

if (left = null) leftvisit();
if (right != null) rightvisit();
}
/l@ requires  \max(\lockset) <= this;
public  synchronized  void wiggleWoggle()  {
/I Perform a rotaton  on this.right (but give up and just
Il return if this.right or this.right.left is null):
I
i this this
i I\ I\
i X v
i I\ > I\
I v oy u X
i I\ I\
Il u w Wy
i
Tree x = this.right;
if (x == null) return;
synchronized  (x) {
Tree v = xleft;
if (v == null) return;
synchronized  (v) {
xleft = wright;
vright = x;
this.right =y
} II' line (a)
}
/I Undo the rotation:
Tree v = this.right;
synchronized  (v) { Il line (b)
Tree x = v.right;
if (x = null) { II' line (c)
synchronized  (x) { II' line  (d)
vright = xleft;
xleft =,
this.right =X
}
} Il line (e)
}
}
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Listing D.9 Sharecboundedouffer (correctversion).

public  class BufferWorks  {
static  final int ITEMS_PRODUCED: 2;

static  class Producer implements Runnable {
private  Buffer  buffer;
public  Producer(Buffer b, String n) { buffer =
public  void run() {
ty {
for (int i=0; i<ITEMS_PRODUCED; i++) {
buffer.enq(name);

} catch (InterruptedExcept ioni) {
System.err.printin @ ;
}
}
}

static  class Consumer implements Runnable {
private  Buffer  buffer;
public  Consumer(Buffer ~ b) { buffer =b; }
public  void run() {
ty {
for (int i=0; i<ITEMS_PRODUCED*2 i++) { /f
buffer.deq();

}
} catch (InterruptedExcept ioni) {
System.err.printin @ ;
}
}
}

static  class Buffer { // shared bounded buffer
static  final int CAPACITY = 1,
/I Need extra slot to tell full from empty
static  final int BUFSIZE = CAPACITY+1;
private int first, last;
private  Object] els;

b; }

while  (true)

public  Buffer()  { fist = 0; last = 0; els = new Object[BUFSIZE]; }

public  synchronized  void enq(Object x) throws
while  ((last+1) % BUFSIZE == first)
this.wait();
elsflast] =X
last = (last+l) % BUFSIZE;
this.notifyAll();

InterruptedExcepti on {

}
public  synchronized  Object deq() throws InterruptedExcepti on {
while  (first == last)

this.wait();

Object val = elsffirst];

first = (first+1) % BUFSIZE;
this.notifyAll();

return  val;

Listing D.10 Racecondition: condition of wait
recevednoti cation.

is not checled again after having

public  synchronized  void enq(Object x) throws
if  ((last+1) % BUFSIZE == first)
this.wait();
els[last] =X
last = (last+l) % BUFSIZE;
this.notifyAll();

InterruptedException {
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loop after returningfrom waiting. However, if threada, recevved the noti cation in-
stead,it only realizesthat the conditionit is waiting on is still false. It continues
waiting, having consumedhenotify messageAs aresultof this, both threadswill
wait forever, neverreceving themessagérom a;.

In Listing D.11, “buffer not full” and “buffer not empty” are the two conditions
checledby enq anddeq, respectiely.

Listing D.11 Conditiondeadlock:notify insteadof notifyAll is usedwhile threads
arewaiting on differentconditions.

public  synchronized  void enq(Object x) throws InterruptedException {
while  ((last+1) % BUFSIZE == first)
this.wait();
els[last] =X
last = (last+l) % BUFSIZE;
this.notify();
}
public  synchronized  Object deq() throws InterruptedException {
while  (first == last)
this.wait();

Object val = elsffirst];

first = (first+1) % BUFSIZE;
this.notify();

return  val

Versionbasedon semapholes

Thisversionhasbeenimplementedasedn anexamplefoundat[22], which doesnot
userealJava codefor sharedaccessTheBuffer classassuchis a“naive” implemen-
tation,with no statementfor concurrentaccessinsteadthe producersandconsumers
sharesemaphorem orderto guardaccesgo the buffer andpreventillegal operations
(Listing D.12). Threesemaphoreareused: mutex for locking, andfull andempty
for guardingthe preconditionsIn thisimplementationall the Java-speci c statements
for synchronizatiorarehiddenin the Semaphorémplementatior(Listing D.13).
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Listing D.12 Bufferimplementatiorusingsemaphores.

class Producer implements Runnable {
private  Buffer  buffer;
public  Producer(Buffer b) { buffer =1b; }
Object produce() { /* .. * retun new Integer(42); }
public ~ void run() {
Object item;
for () {
item = produce();
empty.down();
mutex.down();
b.addElement(item);
mutex.up();
full.up();

}
}
}

class Consumer implements Runnable {
private  Buffer  buffer;
public  Consumer(Buffer ~ b) { buffer =
void consume(Object o) { /* .. * }
public  void run() {
Object item;
for ()
full.down();
mutex.down();
item = b.removeElement();
mutex.up();
empty.up();
consume(item);

b, }

Listing D.13 Semaphorémplementation.

public  class Semaphore {
private  int value;
public ~ Semaphore(int initialValue) { value = initialValue; }
public  synchronized  void up() { value++; notify(); }
public  synchronized  void down() {
while  (value == 0) {
ty { wait); }
catch  (InterruptedException e) {1}

}

value--;

}

D.1.6 Dining philosophers

Theseexamplesshav differentimplementation®f the famous‘Dining Philosophers
problem” [53]. All implementationsare basedon semaphoresAs they areimple-

mentedall versionanshav stanation(lifelocks)withoutfurtherre nement,depend-
ing onthe scheduleusedin the Java Virtual Machine.The semaphorénplementation
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is the sameis in D.13. More implementation®f algorithmsthat solve this problems
canbefoundat[22].

Listing D.14 Naive implementatiorof the Dining Philosopherproblem.
class  PhilosopherDeadlock implements  Runnable {
private  int i; /| which philosopher
private  statc int N; // # of philosophers
private  statc  Semaphore[] fork;
private  static  PhilosopherDeadlock]] philosopher;

public ~ static  void main(String[] args) {
N = Integer.parselnt(args[0]);
fork = new Semaphore[N];
philosopher = new PhilosopherDeadlock[N];
for (int i =0; i <N; itt) {
fork(i] = new Semaphore(1);
philosopher(i] = new PhilosopherDeadlock(i);
}
for (int i =0; i <N; itt)
new Thread(philosopher(i]).start();
}

public  PhilosopherDeadlock(int num) { i = num; }

public ~ void run() {
for () {
take_forks();
eat();
put_forks();
think();

}

}

void take_forks() {
fork(i].down(i);

fork[(i+1)%N].down(i);
}
void put_forks() {
fork(i].up(i);

fork[(i+1)%N].up(i);

Naive implementation (hasdeadlock)

In Listing D.14,eachphilosophetriestherightfork rst, thentheleft fork. A deadlock
occurswheneachphilosophehastakentheright fork andno moreforks areavailable.

Versionwith differ ent allocation strategy for onephilosopher

In thisversion,insteadof trying theright fork rst in all caseseachphilosophetriesto
lowernumbeedfork rst. ThismeanghattheNth philosophetriesthe rst fork, then
theNth fork —whichis the sameorderin whichthe rst philosophelacquiregheforks.
This smallchangebreaksheloop in thelocking schemendpreventsa deadlock.
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Listing D.15 Solution 1 for the Dining Philosophergrobleminvolving a different
locking schemédor thelastphilosopher

void take_forks() { /I try lower numbered fork first
if (i == N-1) {
fork[0].down(i);
fork(i].down(i);
} else {
fork[i].down(i);
fork[i+1].down(i);
}
}

Versionwith host

This solutionhasbeeninspiredby [46]. Here,a centralhostgrantsaccesdo theforks.
He only allows at mostN 1 philosophergo hold forks at ary time. This algorithm,
shavnin Listing , simulateservironmentwith a centralresourcgpool. Theadditionto
the algorithmis a minor one (it usesthe samecircular fork allocationstrateyy asthe
naive approach)Theimplementatiorof thehostis quitesimple. It usesclass(static )

variablego trackthenumberof philosopher#ioldingforks, while eachphilosophehas

his own instanceof a host,allowing aneasyimplementatiorof the“blocking” behaior
of host.request()
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Listing D.16 Solution 2 for the Dining Philosophergproblemwhere a central host
controlsaccesdo theresourcegforks).
class Host {
private  volatile static int N =0; /' number of resources (forks)
private  volatile static int count = 0; // number of resource users
private  statc  Object lock = new Object();

public  Host() {
N++;
}

public  void request() {
synchronized(this) {
while (count == N-1) { // not if
ty { waitQ; }
catch(InterruptedException e) {}

synchronized(lock) { /I cannot lock on count
count++; /.. because count is an "int", not an Object
}
}
}

public  synchronized  void release()  {
count--;
notify();

}

1

class  Philosopher  {
roL ¥
public ~ void run() {
for () {
think();
host.request();
take_forks();
eat();
put_forks();
host.release();
}
}
}




Appendix E

Testresults

This appendixcontainsexcerptsof the outputof the testsruns. Especiallyin the case
of ESC/Jaa, all irrelevantinformation hasbeenomitted. The counterexamplesare
notshavn either becausehey aretoo long for beingincludedhere.

Executiontimesfor Jlint, ESC/Jaa andMaC weremeasuredn anunloadedPen-
tium Il (650MHz) runningLinux andSun's JRE1.3. Extremelyshortexecutiontimes
wereindicatedassuch sincetheresultsof thetime commands notfully reproducible
in suchcases.

ESC/Jaahasits owntiming facility, whichexcludestheinitialization of theengine.
Sincetheinitialization time, while beingmoderatestill mattersin practice,thetime
commandwasstill usedto measurehe executiontime in thatcase.Theeffort required
for theannotationss usuallymoderatebut canbe quite high for complex programs.

For VisualThreadgrunning on an old Alpha/233MHz computerwith only 116
MB RAM), thebuilt-in time measuringvasused.Becausé/isualThreadsnly runsin
GUI mode,the Java classesmplementingthe GUI andthe X window protocolwere
probablyalsoslowing down the programquite a little. Therefore the numbersgiven
for VisualThreadshouldbe taken with caution. The outputof VisualThreadss in a
GUI window, whereit canunfortunatelynotbecopiedto atext le. It includesthefull
classnameof the objectinstanceandalsothe memoryaddres®f thereferenceo that
object. The outputgivenhereis a simpli ed versionof the contentof thetablein the
GUI window.

E.1 Benchmark

For testingthe speedof the ESC/J&a, a small programwastaken and graduallyex-
tendedn orderto increasdhesizeof thecodeto be checled.

For Jlint, all thesetestsran clearly belonv 0.05sandwere not very useful. When
Jlint is testedwith all java/* classeghatshipwith Sun's JDK 1.3.0,the old version
canvalidateall class les within about0.75secondsThe extensiongid not slow Jlint
down alot - it still runswithin 1.0 secondsVisualThreadsunningtimescouldnotbe
directly comparedsincethe programswererun on anold Alpha machine which was
clearlyoutmatchedy the PCrunningJlintandESC/Jaa.

ESC/Java

97
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| Program | LOC | KB [ Time[s] |
Philosophewith statusmonitor 126 3 6.2
Statusoutputnow in HTML 504 | 11 10.4
Statuswith 1000integercalculations| 1512 | 24 12.8

E.2 Program checler results

E.2.1 Deadlock
Jlint

Deadlock.java:31: Method Deadlock.run() implementing  'Runnable’ interface is not synchronized
Verification completed: 1 reported  messages

Executiontime: veryshort(< 0.05s)

This wasthe rst programwhereJlint shaved its major weakness:t doesnot rec-
ognizethe synchronizedstatementvithin a method. The run methodis not always
synchronizeda correctprogramdesigneliminatesthe needfor this, since eachin-
stanceof the classThread is initialized with a referenceo a distinct object),so this
warninggeneratesome“noise” (but it caneasilybeturnedoff).

New Jlint
Deadlock.java:31: Method Deadlock.run() implementing  'Runnable’ interface is not synchronized
Deadlock.java:48: Lock Deadlock.a is requested while holding lock Deadlock.b,  with other thread
Deadlock.java:39: Lock Deadlock.b is requested while holding lock Deadlock.a,  with other thread

Theextensionmnow fully analyzeshiscaseandprintsavery preciseandusefulwarning.

ESC/Java

Deadlock:  run()

Deadlock.java:33: Warning:  Possible  deadlock  (Deadlock)
synchronized  (a) {
A
Execution  trace information:
Executed then branch in "Deadlock.java", line 32, col 12.

Execution_time: 5.2s
Annotations: 2

The main effort aboutthe annotationsvasfor guring out which annotationgo use
where.Also, therun methodhadto be synchronizedn orderto geta usefulcounter
example.

The warningissuedby ESC/Jaa is correct,but not very speci c. The counter
exampleis not very helpful either for locating the sourceof the fault, unlessoneis
familiar with its notation.

holding
holding
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VisualThreads
Sincethisis the rst example,a moredetailedversionof theoutputis givenhere:

Deadlock occurred with cycle length 4.

ThreadThread-2@0x51c2afaitsfor threadThread-3@0x51c1f0.

| Thread | Eventtype | Object Function |

Thread-2@0x51c2a0 blockedon | Deadlock$Lock@<addrl> phread _mute lock
Thread-3@0x51c1fQ locked Deadlock$Lock@<addr2> phread_mute tryrec

ThreadThread-3@0x51cl1f@vaitsfor threadThread-2@0x51c2a0

| Thread | Eventtype | Object Function |

Thread-3@0x51c1fQ blockedon | Deadlock$Lock@<addr2> phread_mute lock
Thread-2@0x51c2a locked Deadlock$Lock@<addrl> phread_mute tryrec

FigureE.1: Screenshoof warningfor Deadlockexample.

Figure E.1 shows a screenshootf the program. The full nameof a threadof lock
(includingits memoryaddressganbe seerby moving the mousepointeroverit.

Executiontime: 22 s(mainlyfor initializing the Java Virtual Machine)

VisualThreadgetectsthe deadlockand shows a detailedreport. Unfortunately the
outputof thatwindow cannotbe savedto atext le. It is possible however, to record
the behavior of the programin a trace le, which canbe replayedafterwards. The
output, despitethe fact that the main threadof the JVM is counted,too (sothe Jaza
threadsstartwith index 2), is easyto interpret.
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E.2.2 Deadlock2

Jlint
LockB.java:9: Loop 1. invocation  of synchronized method LockA.bar()  can cause deadlock
LockA java:12: Loop 1: invocation  of synchronized method LockB.bar()  can cause deadlock
Verification completed: 2 reported  messages

Executiontime: veryshort(< 0.05s)

After remodelingherecursvelockingschemenahigherlevel (by introducingdummy
classesvhichcouldbeautomaticallygenerated)jlint successfullyecognizeshedead-
lock.

New Jlint

Thenew versionstill nds thefault.

ESC/Java

Deadlock2:  run()

Deadlock2.java:14: Warning:  Precondition possibly  not established (Pre)
LockA.foo(name); Il recursively calls  LockB.bar, obtaining a loc
N

Associated  declaration is  "LockA.java", line 6, col 6:
/I@ requires  \max(\lockset) <= LockA.class;
A

Execution trace information:
Executed then branch in "Deadlock2.java",

line 13, col 12.

LockA: foo(java.lang.Stri ng) ..
LockA java:13: Warning:  Precondition possibly ~ not established  (Pre)
LockB.bar();
N
Associated  declaration is "LockB.java", line 16, col 6:
/@ requires  \max(\lockset) <= LockB.class;
N
Execution  trace information:
Executed then branch in "LockA.java", line 9, col 6.
LockB: foo(java.lang.Stri ng) ..
LockB.java:13: Warning:  Precondition possibly  not established (Pre)
LockA.bar();
N
Associated  declaration is "LockA.java", line 16, col 6:
/I@ requires  \max(\lockset) <= LockA.class;
A

Execution  trace information:
Executed then branch in "LockB.java", line 9, col 6.

Executiontime: 6.0s
Annotations: 5

ESC/Jaarecognizeshedeadlocksandafteraddingsomeannotationsspuriousvarn-
ings vanish. However, the outputis not easyto interpret. Especiallythe information
aboutthe “then branch”in thetwo lock classess confusing,sincethat statemenjust
prints out somestatusinformation. It is the rst statementn that method,which is
probablythereasorwhy the executiontraceappearsn this way.
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VisualThreads

Deadlock occurred with cycle length 4.
Executiontime: 21s

The outputresembleghe onefrom the previous examplein SectionB.2. Again, the
outputis detailedenoughfor eliminatingthefault.

E.2.3 Deadlock-Wait

Jlint
DeadlockWait.java:40: Method wait is called from non-synchronized method
DeadlockWait.java:54: Method notify is called from non-synchronized method
DeadlockWait.java:31: Method DeadlockWait.run() implementing  ‘Runnable’ interface
Verification completed: 3 reported  messages

Jlint misseghesynchronizatiostatementsiorkingontheresourcesa andb andthere-
fore misseghe actualproblem.Reoganizingthe sourcecodeintro threeclasse®lim-
inatesthewarnings(while keepingthe problem),showving thatJlint doesnot checkfor
synchronizatiorproblemswithin methods.

Executiontime: veryshort(< 0.06s)

New Jlint
DeadlockWait.java:40: Method wait() can be invoked with monitor of other object
DeadlockWait.java:33: Method DeadlockWait.run() implementing ~ 'Runnable’ interface

The rst warning,despiteconsistingof two statementds countedasone. It precisely
stateswhere and why the failure occursand also gives the currentlock set(in the
reverseorderin which thelockswereacquired).

ESC/Java
DeadlockWait:  run()
DeadlockWait.java:3 4: Warning: Possible  deadlock (Deadlock)
synchronized  (a) {
A
Execution  trace information:
Executed then branch in "DeadlockWait.jav a', line 33, col 12.

Executiontime: 4.9s

Annotations: 3 (trivial) annotationglussynchronized  declaratiorof run method

ESC/Jaa nds thedeadlockput informationit givesaboultit is ratherscarce.

VisualThreads

Interestingly the output was not the samewhen VisualThreadsvas ran twice. For
betterreadability thememoryaddressebave beenreplacedwvith anindex, whereeach
index correspond$o a uniguememoryaddress.

is not synchronized

DeadlockWait.java:40:
is not synchronized.
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Run 1:

Thread 2: Blocked on DeadlockWait$Lock 1, owned DeadlockWait$Lock_2
Thread 3: Blocked on DeadlockWait$Lock 2

Executiontime: 22+s(graphcontinueswith all threadslocked)

Run 2:

Thread 2: Blocked on DeadlockWait$Lock 1, owned DeadlockWait$Lock 2
Thread 3: Terminated

Executiontime: 22+ s (graphcontinues with all threadsblockedandonethreadter
minated)

Theoutputis harderto interpretthanin the previousexamplesbecausd hread? waits
onanotify call from Thread3. ThePOSIXlevel onwhich VisualThread®peratess
too low to shaw this Javafunctionality.

E.2.4 Deadlock-Wait2

Jlint
LockB.java:22: Method wait() can be invoked with monitor of other object locked
LockA java:21: Call sequence to method LockB.foo(java.lang.String, boolean) can cause deadlock in wait()
Verification completed: 2 reported  messages

Executiontime: veryshort(< 0.05s)

After remodelingthe problemon a methodlevel, Jlint detectsthe fatal dependeng
betweerthetwo classeshatlock eachothersinstance.

New Jlint

Thenew versionstill nds thefault.

ESC/Java

DeadlockWait2:  run()

DeadlockWait2.java:1 4: Warning:  Precondition possibly  not established  (Pre)
lock.foo(name, ab);
N

Associated  declaration is "LockA.java", line 16, col 6:
/@ requires  \max(\lockset) <= this;
LockA: foo(java.lang.Stri ng, boolean)

Fatal error:  Unexpected exit by Simplify  subprocess

Executiontime: 5.4s

Annotations: 3

ESC/Jaa detectshe deadlock(i.e. the violation of the assumptiorthat the singleton
instanceof the LockA classcanalwaysobtainanexclusive lock onitself). Thereason
why Simplify exits abnormallylateronis unknown.
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VisualThreads

103

In this case VisualThreadshowved very nicely how the deadlockoccurred.Sincethe

Java sourcecodeincludedasleep()

call thatwaitedfor sometime, the deadlockwas

to happenfor sure,andthe intermediategphase(with both threadswaiting) is shavn
nicely by VisualThreads(The delayis higherwhenrunin VisualThreadbecausehe
entirevirtual machineis sloveddown.)

FigureE.2: Graphfor DeadlockV&it2 producedy VisualThreads.

Statel (atT  21s):

Thread2 | BlockedonLockA Owned:Deadlock\it2

Thread3 Running Owned:java.lang.Clasd,ockA
State? (atT  239):

Thread2 | BlockedonLockB | Owned:LockA, DeadlockVéit2

Thread3 | Terminated

Execution Time: 23+s(no statechangeafterthat)

While one canassumehat the programis not progressinganymore (sinceno events
occur),VisualThreadsigaingivesno hintsaboutwait or notify methods.However,
sinceall the importantclassesaredirectly visible in the output,it shouldnot be too

hardto nd thefau

Itin arealprogram.

E.2.5 Deadlock3

Jlint

Deadlock3.java:35:

Verification

completed: 1 reported

Executiontime: veryshort(< 0.05s)

Method Deadlock3.run() implementing

messages

'Runnable’

interface

is not synchronized

Again, Jlint cannotdetectdeadlockawithin a method.After the two precedingexam-
ples,it is obviousthatJlint would detectthe cycle on a higherlevel.
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New Jlint
Deadlock3.java:35: Method Deadlock3.run() implementing  'Runnable’ interface is not synchronized.
Deadlock3.java:58: Lock Deadlock3.a is requested while holding lock Deadlock3.c,  with other thread
Deadlock3.java:40: Lock Deadlock3.b is requested while holding lock Deadlock3.a, with other thread
Deadlock3.java:49: Lock Deadlock3.c is requested while holding lock Deadlock3.b, with other thread
Verification completed: 4 reported  messages.

As in the“Deadlock2” example Jlint detectghefaultandgivesa preciseanalysis.

ESC/Java

Deadlock3:  run()

Deadlock3.java:38: Warning:  Possible  deadlock  (Deadlock)
synchronized  (a) {
N

Execution  trace information:
Executed then branch in "Deadlock3.java", line 37, col 20.

Executiontime: 4.9s

Annotations: 3 annotationgndsynchronized declaratiorof run methodin orderto
getamoreusefulcounterexample.

ESC/Jsadetectghepossibledeadlockput the counterexampleinformationis incom-
pleteandlik ely not very helpful for amorecomplex program.

VisualThreads

First run: nothing detected.

Secondrun:

Deadlock occurred  with cycle length 6.
Thread 4 waits for Thread 2.
Thread 2 waits for Thread 3.
Thread 3 waits for Thread 4.

Executiontime: 20s

Here,a principal weaknes®f a dynamicchecler shavs clearly: evenwith the same
input, it is not certainthat a deadlockactuallyoccurs. It is still surprisingthat Visu-
alThreaddlid not detectthe cycle in thelock graphwhenrun for the rst time. Is this
becaus¢éheJVM maynotreportthesamememoryaddresgor eachthreadfor thestatic
locks? Runningthe demonstratiorprogramwritten in C suggestshat VisualThreads
would have detectedhis faultin a program.

E.2.6 SplitSync
Jlint

SplitSync.java:32: Method SplitSync.run() implementing  ‘Runnable’ interface is not synchronized
Verification completed: 1 reported  messages

holdir
holdir
holdir
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Executiontime: veryshort(< 0.05s)

Jlint givesthe usualwarningaboutthe run methodbut fails to seethe real problem.
Evenremodelingthe probleminto two synchronizeanethodswith two threadsusing
the sameinstanceof thatobject,doesnot enablellint to recognizethis racecondition.

New Jlint

Theoutputis unchangedJlint wasnot extendedfor detectingthis fault.

ESC/Java
SplitSync: run()

SplitSync.java:34: Warning:  Possible  deadlock  (Deadlock)

synchronized  (resource)  {
N

Executiontime: 4.8s

Annotations: 3 annotationssynchronized  declaratiorof run method.

Insteadof a possibleracecondition, ESC/Jaa detectsa non-istentdeadlock. Be-
causethe monitored pragmadoesnot work on static elds, this spuriouswarningis
dif cult to eliminate. A try with an alteredversionof the program,wherethe static
eld resource wasreplacedwith a singletoninstance,did not producethe desired
resulteither

VisualThreads

VisualThreadsvasrun twice,andno raceconditionor otherproblemwasdetected.
Executiontime: 21s

It wasto be expectedthat sucha raceconditiondueto a“gap” in thelocking scheme
would not be detectedby a dynamicchecler that doesnot control the Java thread
scheduler

E.2.7 Jlint testexample
Jlint

B.java:5: Loop 1: invocation  of synchronized method B.gl()
can cause deadlock

B.java:8: Loop 2: invocation  of synchronized  method A.f1(B)
can cause deadlock

Ajava:3: Loop 2: invocation  of synchronized  method B.gl()
can cause deadlock

B.java:8: Loop 3: invocation  of synchronized  method A.f1(B)
can cause deadlock

Ajava5: Loop 3/1: invocation  of method A.f2(B) forms the
loop in class dependency graph

Ajava:8: Loop 3: invocation  of synchronized  method B.g2()
can cause deadlock

Verification completed: 6 reported messages
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Executiontime: veryshort(< 0.08s)
As expected,Jlint nds all possibledeadlocksandgivesa very helpful report.

New Jlint

Thenew versionstill nds thefault.

ESC/Java
Ajava:4:  Warning:  Precondition possibly  not established (Pre)
b.g10):;
A
Associated  declaration is "B.java", line 5, col 6:
/I@ requires  \max(\lockset) <= this;
A
Ajava:9:  Warning: Precondition possibly  not established (Pre)
b.g2();
A
Associated  declaration is "B.java", line 10, col 6:
/@ requires  \max(\lockset) <= this;
A
Bjava:7:  Warning: Precondition possibly  not established (Pre)
bp.g1();
A
Associated  declaration is "B.java", line 5, col 6:
/@ requires  \max(\lockset) <= this;
A
B.java:12: Warning:  Precondition possibly  not established (Pre)
ap.f1(bp);
A
Associated  declaration is "Ajava", line 2, col 6:
/@ requires  \max(\lockset) <= this;
A

B.java:15: Warning:  Possible  deadlock (Deadlock)
public ~ static  synchronized void g3() {

A

5 warnings

Executiontime: 4.0s

Annotations: 9 standardannotationgor synchronizedanethods.

This example shaws two classeswithout any contet in which they are used. This
is why afew non_null annotationsarerequiredin orderto suppressvarningsabout
initialized elds. Evenbeforethisis done,ESC/Jaa warnsaboutpossibledeadlocks
in eachmethod. After addinga few assumptionsboutthe locking order, ESC/Jaa
shavs a slightly moredetailedwarning,but thewarningitself doesnotincludeenough
contet to be helpful, and the counterexampleis full of low-level information that
malkesit hardto determinewhetherthe warning refersto a real fault and what the
causeamightbe.

VisualThreads

Sincethis examplewasnotafull program|t couldnotbetestedwith VisualThreads.
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E.2.8 ESC/Javaexample

Jlint
Tree.java:16: Loop 1: invocation  of synchronized method Tree.visit() can cause deadlock
Tree.java:17: Loop 2: invocation  of synchronized  method Tree.visit() can cause deadlock
Verification completed: 2 reported  messages

Executiontime: veryshort(< 0.05s)

Thewarningsherearefalsepositives,andonly justi ed if the datastructure(a binary
tree)is somehav corruptedptherwiseno circularlockscanoccurduringtherecursve
visiting.

Jlint correctly gives no warningsfor the wiggleWoggle method,but it doesnot
seemto analyzethe methodbodyat all.

New Jlint

Tree.java:50: Lock Tree.right is requested while holding lock Tree.right, with other thread holding  Tree.right and r

Tree.java:16: Loop 2: invocation  of synchronized method Tree.visit() can cause deadlock.
Tree.java:17: Loop 3: invocation  of synchronized  method Tree.visit() can cause deadlock.
Verification completed: 3 reported  messages.

Like ESC/Jaa, Jlint now prints a spuriouswarning abouta possibleDeadlock. This
warning doesnot parsethe contentof the local variablesyet, so it may look rather
confusing.

ESC/Java
Tree:  wiggleWoggle()

Tree.java:50: Warning:  Possible  deadlock  (Deadlock)
synchronized  (x) { Il line  (d)
A
Execution  trace information:
Executed else branch in "Tree.java", line 34, col 6.
Executed else branch in "Tree.java", line 37, col 8.
Executed then branch in "Tree.java", line 49, col 23.

Executiontime: 3.8s

Annotations: 7 (givenin theexample)
The ESC/Jaa manualdocumentshe problemswith thewiggleWoggle method?

“The problemis thatthe axiomis assumedo apply at the startof the
routine,andthusto applyto thevaluesof .left and.right atthestart
of theroutine. Accordingto thelock orderthusde ned, thelock acquired
attheline (d) would precedehatacquiredat(b) . [Despitethesecaveats,
our experiencewith ESCfor Modula 3 suggestshataxiomslike theones
abovewill dotherightthingsurprisinglyoftenandrarelycauseproblems.]

1Listing D.8 with the annotatedsources on page90.
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The precedingexamplealsoillustratesa possiblesourceof unsound-
nessn ESC/Jaa'streatmenbdf racedetection If thelinesmarked(c) and
(e) aredeletedandif deadlockcheckingis left disabledthenESC/Jaa
will acceptine (d) withoutcomplaint,ignoringthe possibilitythatsome
otherthreadmight have takenadvantageof thewindow betweerlines(a)
and(b) tosynchronizeon“v” andsetits.right  eld tonull.”

VisualThreads

Again, this programwas not a full executable,so onewould have to have written a

testdriverin orderto checkit with VisualThreadsSincethe programhadnot actual

deadlockor racecondition,this testwasomitted.

E.2.9 Buffer

Jlint
BufferWorks.java:49: Method BufferWorks$Consumer.run() implementing  'Runnable’
BufferWorks.java:32: Method BufferWorks$Producer.run() implementing  'Runnable’
Verification completed: 2 reported  messages

Executiontime: veryshort(< 0.05s)

Two warningsaboutbadcodedesign but no falsepositives.

New Jlint

Still only designguidewarnings,no falsepositives.

ESC/Java
BufferWorks$Producer  : run()
BufferWorks.java:38: Warning:  Precondition possibly  not established (Pre)
buffer.enq(name);
N

Associated  declaration is "BufferWorks.java", line 82, col 8:

/I@ requires  \max(\lockset) <= this;

N

Execution  trace information:

Reached top of loop after 0O iterations in  "BufferWorks.java ", line 34, col 1.

Executed else branch in "BufferWorks.java", line 38, col 5.

BufferWorks$Consumer  : run()

BufferWorks.java:53: Warning:  Precondition possibly  not established (Pre)
buffer.deq();
N
Associated  declaration is "BufferWorks.java", line 99, col &
/@ requires  \max(\lockset) <= this;
N

Execution  trace information:
Reached top of loop after 0 iterations in  "BufferWorks.java ", line 52, col 1.

interface
interface

Thesetwo warningsmalke senseafter all, they areissuedat the critical sections

of the code. It is not possibleto assure(at leastnot directly) that one consumer(or
producer}hreadwill alwayseventuallymake surethatthe buffer doesnot stayfull (or

empty respectiely).

is not synchroni
is not synchroni
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Executiontime: 7.1s

Annotations: 11

VisualThreads

Two runsweremade with differentoutputs:

Run 1: No violations detected.

Mutex BufferWorks$Buffer was highly  contended.
The Overall  wait/locked ratio  was 1.62314 which exceeds the analyses threshold  of 1.00000.

Threads spent a total of 0.42480 seconds waiting for mutex BufferWorks$Buffer which was only locked for 0.26171.

Run 2: No violations detected.[No warnings.]
Executiontime: 21s(in bothcases)

It is interestingthat ESC/Jaa detectsa possibleperformancegroblemin onecaseand
notin another Neverthelessit did notreportarealfaultfor this program sothe output
is correctin bothcases.

E.2.10 Bufferlf
Jlint

Jlint produceghe samewarningsasabove, alsoin thesameime, andmisseghesubtle
fault.

New Jlint

Jlint still misseghefault.
ESC/Java

Theresultis thesameasfor the Buffer program(seeSectionE.2.9).

VisualThreads

Thetool wasrunthreetimes,andthefault wentundetecte@achtime. This shavsthat
subtlefaultsthatrequirean unusuakiming by the threadschedulecannotbe detected
by VisualThreads.

Executiontime: 20s(in all cases)

E.2.11 BufferNotify
Jlint

Again, Jlint produceghe usualtwo warningswithout recognizingthefault.

On
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New Jlint

Jlint still misseghefault.
ESC/Java

Theresultis the sameasfor the Buffer program(seeSectionE.2.9).

VisualThreads

FigureE.3: Graphfor BufferNotify produceddy VisualThreads

Statel (atT  20s):

Thread2 Ready Owned:java.lang.Clasg
Thread3 | Block onjava.lang.Class

State? (atT  229):

Thread2 Terminated
Thread3 | Block on Buffer$Notify
Thread4 | Block on Buffer$Notify

Executiontime: 22+s(no statechangeafterwards)

The resultis similar to the DeadlockViit example (Listing D.3), wherethe notify
messag@everrecevesits correctdestinationlt is surprisingthatthis failure occurred
duringdynamicexecution. It is likely thatthe differenttiming in Java's slowed down
threadschedulemwasthereasorfor this.

E.2.12 BufferSem
Jlint

BufferTest.java:38: Method BufferTest$Consumer.run() implementing ~ ‘Runnable’ interface
BufferTest.java:21: Method BufferTest$Producer.run() implementing  'Runnable’ interface

Verification completed: 2 reported  messages

is not synchronize
is not synchronize
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Executiontime: veryshort(< 0.05s)

The sameasfor the rst correctversionof the buffer program:two warnings,no false
warningsreported.
New Jlint

Two designwarnings,no falsepositves.
ESC/Java
No warnings.

Annotations: 17 (plus5 annotationsn the Semaphorelass)

Executiontime: 7.1s

With theinitial setof annotationsESC/J&awould producea warningthata precondi-
tion in the Semaphorelassmay be violatedwhenthe Produceracquireshe “empty”
(nonfull ) semaphore.lt wasthentried to expresssomedynamicconditionsusing
model variables. However, thesepropertiesare too complex to be expressedn the
ESC/Jaa annotationanguage In the end,this turnedout not to be thereasorfor the
issuedvarningsithereasorwasmuchsimpler Jim Saxe from Compacgave meadvice
on how to work aroundthis problem:

“The problemis that ESC/Jaa doesnt "know" that a newly-forked
threadholdsnolocks. Thisis x edin thenew versionof ESC/J&a, which
we planto releasesoon. For now, you canwork aroundthe problem.(...

)
Secondjnform ESC/Jaathatnull precedesll actualobjectsin the

locking order (... ) Thenext releaseof ESC/Jaa will dealwith all this
automatically’

VisualThreads

No violationsweredetectedwhichis correct).

Executiontime: 19s

E.2.13 PhilosopherDeadlock

Jlint
PhilosopherDeadlock.java:36: Method PhilosopherDeadlock.run()
implementing  ‘Runnable’ interface is not synchronized
Verification completed: 1 reported  messages

Four additionalwarning messagesbouta delugging informationin the classes
Statusand Semaphoravere also producedithey werealwaysof the type “Field f of
classC canbe accessedrom differentthreadsandis not volatile”. While Jlint gives
somehelpfulwarnings,it misseghedeadlock.

Executiontime: veryshort(<0.1s)
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New Jlint

Jlint still misseghefault.

ESC/Java

PhilosopherDeadlock: take_forks()
PhilosopherDeadlock.java:50: Warning:  Precondition possibly  not established (Pre)
fork(i].down(i);

N

Associated  declaration is "/home/cartho/java/ipc/Semaphore.java", line 27, col 6:
/l@ requires  \max(\lockset) <= this;

A
PhilosopherDeadlock.java:58: Warning:  Precondition possibly  not established (Pre)

fork[i].up(i);

N

Associated  declaration is "/home/cartho/java/ipc/Semaphore.java", line 21, col 6:
/@ requires  \max(\lockset) <= this;

A

Executiontime: 5.1s

Annotations: 10

In orderto avoid warningsaboutprogranpropertiegshatwerenotof concernthecheck
wasrunwith

escjava -warn Deadlock -warn Race -nowarn Exception \
-nowarn IndexNegative ~ -nowarn IndexTooBig PhilosopherDeadlock.java

Most of the annotationswhereseveralapproachesveretried, dealwith warnings
aboutpossiblenull  pointers. Othersarea rst approachtrying to getrid of “In-
dexNegative” and “IndexTooBig” warnings. The annotationsare certainly not com-
plete enoughin orderto allow ESC/Jaa to give a more precisewarning. The given
warningsmay be right, but they originatefrom insufcient knowledgeaboutthe pro-
gramratherthanathoroughanalysis.However, expressinghe dynamicrequirements
for beingableto obtainafork (andalsothe circularstructureof thelocks)is probably
not possiblein the ESC/Jaia annotatiorlanguage.

VisualThreads

Two runsweremadewith VisualThreadsfor 10 and15 minutes respectiely. During
thattime, adeadlockwould have happenedong agoundernormalcircumstancesrig-
ure E.4shaws, though,thatthe differentthreadgust continuouslychangestateswith-
out ever locking eachotherout for an extendedperiodof time. This is a very strong
indicatorthat the threadschedulingis heavily in uenced by the overheadcausedby
VisualThreads.

Executiontime: 10and15 minutes(notermination)
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FigureE.4: Alternatingthreadstatedn VisualThreads.

E.2.14 Philosopher

Jlint

Thereportedwarningsarethe sameasin the faulty version,andthe executiontime is
equal.

New Jlint

Outputstill correct.

ESC/Java

Seeabove.

VisualThreads

The programwasrun for 5 and10 minutes respectiely, with the sameresultasin the
previousexample.Sincethis versiondoesnot deadlockthis resultwasto be expected.

E.2.15 PhilosopherHost
Jlint
Host.java:17: Method wait is called from non-synchronized method

Executiontime: veryshort(<0.1s)

Thereareserenmorewarnings,which arethe sameonesasin the previousinstances
of this problem. This falsewarningis quite interesting,though: as one can seein
Listing D.16 on page96, thewait statements within a synchronized(this) block.
Thereforethatinstanceholdsa lock to itself, makingthewait call safe. Again, Jlint
misseghe synchronizatiorstatement.

New Jlint

The spuriouswvarningshavn above hasbeenremored. The outputis now correct.
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ESC/Java
Host:  request()
Host.java:15: Warning:  Possible  assertion  failure  (Assert)
*@ assert  \lockset[this] I \max(\lockset) < this ¥
N

PhilosopherHost: run()

PhilosopherHost.java :50: Warning:  Precondition possibly  not established (Pre)

host.release();
A
Associated  declaration is "Host.java", line 29, col 6:
/I@ requires  \max(\lockset) <= this
N

Execution  trace information:
Reached top of loop after 0 iterations in "PhilosopherHost. jav a', line 44, col 4.

PhilosopherHost: take_forks()

PhilosopherHost.java :56: Warning:  Precondition possibly  not established (Pre)

fork(i].down(i);
N
Associated  declaration is "lhome/cartho/java/ ip ¢/S emgphore ja va", line 27, col 6:
ll@ requires  \max(\lockset) <= this;
A

PhilosopherHost.java :6 4: Warning:  Precondition possibly  not established

fork(il.up(i);
N
Associated  declaration is "lhome/cartho/java/ ip ¢/S emgphore .ja va", line
/l@ requires  \max(\lockset) <= this;
A

Executiontime: 5.3s

Annotations: 15

Thesynchronized(lock) block, whichworksonastaticmemberwasratherdif cult
to annotate.The currentannotationslo not remove spuriouswarningsaboutpossible
deadlocks: Again, the problemis too complex to be expressedn the ESC/Jaa anno-
tationlanguage.

VisualThreads

Likein theothertwo examplesVisualThreadslid not detectary violationsafter5 and
10 minutestime.

2|t is of coursepossiblethattheimplementatiorof thehost(Hostjava ) mayindeedexhibit a deadlock
undercertaincircumstancedyut this hasnot occurredyetin dynamictesting.



Appendix F

Resultsof new Jlint

This appendixshaws the testresultsof applyingthe improved Jlint to variouspack-
ages.In somecasesthe old versionof Jlint wasusedaswell to obtaina quantitatve
comparison.

F.1 Extra Jlint examples

In orderto ensurethe correctnes®f the new Jlint featuresa few new testprograms
werewrittenin Jasa. Theseprogramsexhibit variousraceconditionsor deadloclkprob-
lems.

F.1.1 Raceconditions,wait problems

Wait.java

Listing F.1 Two faultsregardingawait call: Callingwait without owning the right
lock, while owning otherlocks (thelattercould leadto a deadlock).
public  class Wait {
public  void a() {
Object lock = new Object();
Object lock2 = new Object();

synchronized(lock) {
try {
lock2.wait();
}
catch  (InterruptedException e) {1}
}
}
}
Old Jlint
Wait.java:17: Method wait is called from non-synchronized method

115
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New Jlint
Wait.java:17: Method ‘'<new>1.wait' is called without synchronizing on '<new>1".
Wait java:17: Method wait() can be invoked with monitor of other object locked.

Wait.java:17: Holding 1 lock(s): <new>0.

The old Jlint did not supportsynchronizedlocks; thereforeits warningis very gen-
eral,andfrequentlyawarningof this typeis incorrect(althoughnotin this case).The
new Jlint detectsboth faultsandreportsa precisewarning. It hasalsobeensuccess-
fully testedagainstcorrectversionsof this progrant, with synchronizationsn this
instanceor classvariables.

F.1.2 Deadlocks

Inter-method deadlock

Listing F.2 Deadlockscenarioamongtwo methods: methodsfoo andbar acquire
locksaandb in acon icting ordet
public class Deadlock {
Object a = new Object();
Object b = new Object();

public  void foo() {
synchronized (@) {
synchronized  (b) { }
}

}

public  void bar() {
synchronized () {
synchronized (&) { }
}

}

Old Jlint

No warnings.
New Jlint

Deadlock.java:13: Lock Deadlock.a is requested while holding lock Deadlock.b, with other thread holding
Deadlock.java:7: Lock Deadlock.b is requested while holding lock Deadlock.a, with other thread holding

Notethatsincethedeadlockanalysisstartsafterall classles have beenprocessedhe
orderin which the deadlocksarereportedmay not correspondo the onein the source
le.

1in theseversions,the wait()  call appliesto the objectthat was just synchronizecn, and no other
monitorsareownedat thattime.
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Listing F.3 More complicatedversionof the samedeadlock: Two threadsmay call
foo(boolean  ab) with differentvaluesof ab, enteringthetwo montorsin con icting
order
public  class Deadlock2 {
Object a = new Object();
Object b = new Object();

public  void foo(boolean  ab) {

if (ab) {
synchronized (a) {
bar(lab);
} else {
synchronized  (b) {
bar(lab);
}
}
}
public  void bar(boolean  ab) {
if (ab) {
synchronized (@) { }
} else {
synchronized (b) { }
}

}
}
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Old Jlint
Deadlock?2.java:12: Comparison always produces the same result
Line 12is thesecondmethodcall to bar('ab) . Sun'sversionl.3of the Javra compiler

duplicateghe checkfor thevalueof ab; thereforethis warningis causedy inef cient
codegeneratiorof thatcompilerratherthanarealfault.

New Jlint
Deadlock2.java:12: Comparison always produces the same result.
Deadlock2.java:21: Lock Deadlock2.b is requested while holding lock Deadlock2.a, with other thread holdir
Deadlock?.java:19: Lock Deadlock2.a is requested while holding lock Deadlock2.b, with other thread holdir

The improved Jlint now also nds this bug, althoughit doesnot evaluatethe value
of the booleanvariableab; it doesnot performa data o w analysisof that ag and
cannotdeterminewhich of the two branchesn bar would be executed;henceit tries
both. Thismeanst would havereportedhatwarning,too, if bar was(correctly)called
withoutinvertingab rst.

F.1.3 Lock referencechanges

Example

Listing F.4 Assigninganew valueto alock variable.
public  class Deadlock3 {
Object a = new Object();
Object b = new Object();

public  void foo(boolean  ab) {
if (ab) {
synchronized () {
bar(lab);
}
} else {
synchronized  (b) {
bar(!ab);
}
}
}

public  void bar(boolean  ab) {
a = new Object();

if (ab) {
synchronized (&) { }
} else {
synchronized  (b) { }
}
}
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Old Jlint

Sameoutputis in previousexample.

New Jlint

Additionally to the outputof the previousexample thefollowing warningis printed:

Deadlock4.java:18: Value of lock a is changed while (potentially) owning it.

Again, Jlint cannotdistinguishbetweenthe two casesvherethe lock on a is already
ownedandwhereit is not. (Suchananalysiswould alsogreatlyslow down the ana-
lyzer)

F.2 Trilogy' ssourcecode

The goalwasto nd asmary potentialfaultsaspossible,andto avoid spendingime
checkingspuriouswarnings. Therefore,no testwas madeusingthe old Jlint. It is
alwaysclearwhich warningsweregivenbecaus®f the extensions Ontheotherhand,
the numberof suppresse@arningsdueto improvedlock analysess not quanti able
usingonly the outputif the new Jlint.

Becausethe numberof warningswas sometimesvery high, usuallya Iter was
applied,in thefollowing form:

#l/bin/bash

find . -name ™.class' | xargs jlint  -not_overridden \

-redundant  -weak_cmp -bounds -zero_operand  -string_cmp  -shadow_local | \
grep -v 'Field .class\$' | grep -v ‘can be .*ed from different threads' | \

grep -v 'Method.*Runnable.*synch’

This Iter suppresseary warningsthatreferto designissuesor arelikely spurious
warningsdueto insufcient data o w analysis. In the detailedthe following tables,
severalwarningsreferringto exactly the samevariablewerecountedasone;warnings
that occurreddueto Jlint bugswere not counted. The totalsin the tablesare there-
fore not consistentvith theraw countof Itered warnings.Two packagegcatalogsvc
andtce2)werenot examinedbecauseheir compilationrequiredthird party packages,
which were not installedon the systemused. Moreover, thosetwo packageglid not
employ multi-threadingasmuchasthe onesanalyzedelow.

F.2.1 MCC Core (ffcaf)

Un Iter ed: 447warnings.

Filtered: 32warnings.

SeetableF.1 for alist of warningsthat referredto distinct placesin the sourcecode.
Out of thesewarnings,two were con rmed ashbugs. Severalnull  pointerwarnings
werein the samemodule,which was alreadydeprecatec@ndwill likely be entirely
removedsoonbecaus®f thesewarnings.
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| Warningcateyory | # | Comment |
Lock variablechangeoutsidecon- | 2 | Initialization method; unsafecodebut no
structoror synchronization. bug.
Missingsuper.finalize() call. | 1| Conrmedbug; x ed.
Shift << with count 32.Possibly| 1 | Twowarningsfor thesamebug: theexpan-
incorrecttype cast. sionfromint tolong comesaftertheleft
shift.
Possibldoopin lockinggraph(syn- | 4 | Two caseshatareprobablyOK but cannot
chronizedmethods). be checled statically; two caseghat need
further investigationby someoneaworking
onthatcode.
PossibleNULL pointerreferencebe- | 9 | Threewarningsarede nitely wrong from
causeparameters notchecled. the contet; the other warningsare “just
unsafecode.”

TableF.1: Analysisof Jlint warningsfor MCC Core.

F.2.2 Cerium (hec)
Un Iter ed: 166warnings.

Filtered: 4 warnings.

TableF.2 shavsthewarningsthatreferredto distinctplacesin the sourcecode.

| Warningcatejory | # | Comment |
Lock variablechangeoutsidecon- | 1 | Initialization method; unsafecodebut no
structoror synchronization. bug.
PossibleNULL pointerreferencebe- | 3 | Onewarningwasfor amethodwhereNULL

causeparameters notchecled.

is avalid parameteryetthatreferencevas
still usedlater Maybe no executionpath
for thatscenaricexists?

TableF.2: Analysisof Jlint warningsfor Cerium.

F.2.3 Log player (sbjni)

Un Iter ed: 41 warnings.

Filtered: 1 warning. This warningis becausehe samelock is acquiredtwice in two
differentmethodg(which is OK). Thisis incorrectlyinterpretedby Jlint astwo

differentlocks.

F.2.4 Javabackbone(schbjava)

Un lter ed: 647warnings.

Filtered: 44warnings.

TableF.3 shavsthewarningsthatreferredto distinctplacesin the sourcecode.
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| Warningcateyory | #] Comment

Lock variablechangeoutsidecon- | 1 | Possiblyabug; notyetveri ed.

structoror synchronization.

Missingsuper.finalize() call. 11 | Badcodingpracticein thebestcasepossi-
bly evenafault.

Synchronizednethodis overridden| 1 | As a resultof this, an assignmentithin

by non-synchronizedhethod. . the overriding methodis not guardedby a
synchronizationa possiblebug.

Possibldoopin lockinggraph(syn- | 5 | Threefalse positives, two more comple

chronizedmethod). caseghat are probablyalsoworking cor
rectly.

PossibleNULL pointerreferencebe- | 2 | 1) If URL syntaxwas not correct, NULL

causeof unexpectednputor state.

dereferenceould occut Not surewhether

URL syntaxis testedelsevhere. 2) Hap-
penswhenafunctionreturnsfalse , which
is probably never the caseunder normal
circumstances.

PossibleNULL pointerreferencebe- | 4
causeparameters notchecled.

One false positive, three casesof unsafe
codingpractice.

TableF.3: Analysisof Jlint warningsfor the Java backbone.

F.2.5 Trilogy Insurance Calculation Engine (trilogyice)

Un Iter ed: 30warnings.

Filtered: 19warnings.

SeetableF.4 for alist of warningsthatreferredto distinct placesin the sourcecode.
Outof thefournull pointerreferencavarnings two werecon rmed asbugsand x ed.
Twonull pointerwarningsreferringto theusageof javax.beans.*  classesverenot
bugs, becausehe contractwith theseclassesensureghatthe “dangerous’methodis
never calledif thosepointersarenull . Thiscouldnotbedeterminedstatically

Fromthe sevennull pointerwarnings,threeoccurredin private methodswhose
usages alwayscorrect;four occurredn methodswvherethesecasesveredocumented
as“unde ned behaior”. The latterfour casesvere x ed nonethelessThe potential
raceconditionwascon rmed and x edaswell.

Jlint hasbeenremarkablysuccessfuin thismodule:Outof only 19warningg(some
of which wereaboutthe samefaultin differentlines), sevenwarningsresultedin bug
x es!

F.2.6 Summary

Table F.5 shaws an overview of the frequeny of all warningsthat Jlint issuedfor
Trilogy's code. While aratherlarge part of the warningsarenot bug detectionsmost
of thesewarningsarehintsto existing troublespotsin the code. At leasttenwarnings
leadto actualchangesn the code;a few otherwarnings,however, resultedin extra
commentsn thecode(whichis alsovaluable).
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| Warningcateory | # | Comment

Possibldoopin lockinggraph(syn- | 4 | Four timesthe samesituation: a new in-

chronizedmethods). stancedoesnot have a referencdo thein-
stancethat createdt; thereforea deadlock
in synchronizednethodsds impossible.

Possibleracecondition(usually I- | 1 | Debug output,wherea raceconditioncan

teredout) probablybetolerated.

PossibleNULL pointerreferencebe- | 4 | Seemto befaults,but notyetveri ed.

causeof unexpectednputor state.

PossibleNULL pointerreferencebe- | 7 | In three cases (container class), NULL

causeparameters notchecled.

pointercheckprobablyomittedfor perfor
mancereasons.

TableF.4: Analysisof Jlint warningsfor trilogyice.

Warningcategory

| #]

Lock variablechangeoutsidecon- | 3
structoror synchronization.

Missingsuper.finalize() call. 12

Possibldoopin lockinggraph(syn- | 13
chronizedmethods).

PossibleNULL pointerreferencebe- | 23
causeparameters notchecled.

PossibleNULL pointerreferencebe- | 6
causeof unexpectednputor state.

Other

4

TableF.5: Summaryof Jlint'swarningsin Trilogy'scode
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F.3 Concurrencypackage

Old Jlint

Un Iter ed: 197warnings.

Filtered: 6 warnings.

New Jlint

Un Iter ed: 170warnings.

Filtered: 82warnings.

Thereis a striking differencebetweerthe numberof warningsreported.This concur
rengy packagemakesheavy useof synchronized  blocks. Hencethe re ned checks
suppress lot of falsepositives,while generatingalarge numberof new warnings.

Out of the remaining82 warningsof the new Jlint, 31 false positives occurred
becausasynchronized  blockwas"interrupted’by inif orreturn statementThey
wereall of type

Method x.wait|notify is called without synchronizing on X.

Thiscausedseveralmonitorexit ~ statementto bepresentn thesourcecode although
only one could be executedat atime. Evenafterareturn , Jlint would continueits
analysiswith theold contet, assuminghelock hadalreadybeenreleasedSuchfalse
warningscouldbeeliminatedwith full o w control.

17 new warningswereobviously causedy afaultin Jlint, all of type

Lock x is acquired while holding lock v,
with other thread holding lock y and requesting  x.

Thesewereonly 5 uniquewarnings all with wrongline numbersThisfailurecould
notbereproducedvith otherbytecode Subtractinghesewarningsfrom thetotal, only
34 remain. Out of these,26 warningswere potentialdeadlockwarningsthat were
dif cult to verify andprobablywentbeyondthe capabilitiesof a staticanalyzer(only
four suchwarningswereissuedby the original Jlint, becausats analysisis coarser).
The reasonof 5 warningsaboutinvokingwait() ~ with having othermonitorslocked
could not be found — possiblythis is alsodueto a bug in Jlint. This leavesthree
warnings:

EDU/oswego/cs/dl/util/concurrent/BoundedLinkedQueue. java:276 :
Value of lock last_ is changed while (potentially) owning it.

Thiswarningoccursbecaus@new nodeis insertednto alist — this caseis dif cult
to analyzestatically but the codeis correct.

EDU/oswego/cs/dl/util/concurrent/BoundedLinkedQueue. java:296 :
Method wait() can be invoked with monitor of other object locked.
EDU/oswego/cs/dl/util/concurrent/BoundedLinkedQueue. java:296 :

Holding 2 lock(s): <this>,  putGuard_.
EDU/oswego/cs/dl/util/concurrent/LinkedQueue.java: 70 :
Value of lock last is changed while (potentially) owning it.



124 APPENDIXF. RESULTS OF NEW JLINT

Thecorrectnesderedepend®n the correctvaluesof certaincountersandthe cor-
rectfunctionality of othermethodsijt couldnotbeveri ed easily

Becausehis packagés very comple, andshaved mary remainingweaknesses
Jlint, statisticsof the outputwould too skewedby theseproblems.

F.4 ETHZ datawarehousingtool

Un Iter ed: 150warnings.

Filtered: 23warnings.

Most warningsgiven herewerenot veri ed (with the exceptionof the lock change),
becausédhe codewas alreadytwo monthsold whenthe new Jlint was appliedto it.
Thelock changewasindeeda faultin the algorithm,andthatfault wasactuallyfound
by manualinspectionof intermediateles generatedor the statisticalanalysis(see
AppendixA). This successvasthereasorwhy suchacheckwasaddedo Jlint.

Warningcategory | # | Comment

Lock variablechangeoutsidecon- | 2 | Veri ed, and x ed.
structoror synchronization.

Possibldoopin lockinggraph(syn- | 1 | False warning? Method is not
chronizedmethods). synchronized ; maybeafaultin Jlint.
Missingsuper.finalize() call. | 3| Notveried.

PossibleNULL pointerreferencebe- | 6 | Not veri ed.
causeof unexpectednputor state.

PossibleNULL pointerreferencebe- | 2 | Not veri ed.
causeparameters notchecled.

TableF.6: Analysisof Jlint warningsfor the ETH datawarehousingdool.
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