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Abstract

Multi-threadedprogrammingcreatesthe fundamentalproblemthat theexecutionof a
programis nolongerdeterministic,becausethethreadscheduleis notcontrolledby the
application. This causestraditionaltestingmethodsto be ratherineffective. Trilogy,
producingmany multi-threadedserver programs,alsohasto dealwith the limitations
of regressiontesting.New approachesto this problem– staticandextendeddynamic
checking– promiseto amelioratethesituation.Many toolsarein developmentthattry
to �nd faultsin multi-threadedprogramsin new ways.

The �rst part of this report describesa detailedevaluationof a wide variety of
dynamicandstaticcheckers.Thatcomparisonalwayshadtheapplicabilityto industrial
softwarein mind. While noneof thecheckingtoolswasa clearwinner, certaintools
aremoreusefulin practicethanothers.

Becausesimplecasesarethemostcommononesin practice,thedecisionwasmade
to extendJlint, a simple,faststaticJava programchecker. Thenew Jlint cannow also
checkfor deadlocksin synchronized blocksin Java,which resultsin improvedfault-
�nding capabilities.Theextensionsandtheir usefulnessin an industrialenvironment
aredescribedin thesecondpartof thereport.Jlint hasbeenappliedto many corepack-
agesof Trilogy, andalsoa few othersoftwarepackages,andshown variousdegreesof
success.
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Chapter 1

Intr oduction

In thelastfew years,multi-threadedsoftwarehasbecomeincreasinglywidespread.Es-
peciallyfor largeservers,multi-threadedprogramshaveadvantagesovermulti-process
programs:Threadsarecomputationallylessexpensive to createthanprocesses,and
sharetheiraddressspaceamongeachother. Javamakesit easyto write multi-threaded
programs;despitethis,writing correctmulti-threadedsoftwareis still veryhard.

1.1 Multi-thr eadingproblems

Softwareshouldbetestedthoroughly. Becauseit is not possibleto prove thecorrect-
nessof a program,onetriesto createsituationsthatdiscovera fault in thesoftwareby
choosinga representative setof inputs(testcases). A fault is an incorrectimplemen-
tation,dueto a humanerror. A fault caneventuallyleadto a failure duringprogram
execution[56]. Because�nding a fault requiresa testcaseleadingto a failure, this
taskcanbe very hard. Usually, testcasesarewritten to modelknownor anticipated
failures,but of courseno testcasesexist for unknown ones.

T2

T1

t

Figure1.1: Illustratingtheschedulingproblem.

Multi-threadedprogrammingintroducesan entirely new set of dif�culties. Un-
like in a single-threadedprogram,the executionof multi-threadedsoftware can be
non-deterministic:the sameinput may leadto differentoutputs. This is becausethe
schedulingof thedifferentthreadscannotbein�uencedby theprogram.If apartof the
programdependson several threadsexecutingin a certainorder, it is not thread-safe:
it cannotbe guaranteedthat the outputof the programis the same,regardlessof the
schedulingoutcome.Figure1.1 illustratesthis problem:Only onethreadcanrun at a
time. Neithertheorderin which threadsexecute,nor the exactsizeof the time slots

1



2 CHAPTER1. INTRODUCTION

(the gray boxes) they get is known. This is why thereis no scaleon the time axis.
Severaltypicalmulti-threadingproblemsexist:

Racecondition: severalthreadsaccessthesameresourcesimultaneously.

Deadlock: threadsstarveeachotherby holding(andnot relinquishing)resourcesthat
theotherthreadneedsto continue.

Li velock: in theresourcesharingprotocolbetweenthethreads,anendlesscyclewith-
outprogressoccurs.

Wheninvestigatingmulti-threadingproblems,thecheckersinvestigatethelockingbe-
havior of aprogram.A lock controlsaccessto asharedresource:only a threadholding
thelock is allowedto accessthatresource.In many implementations,only onethread
is allowedto hold thelock at a time: sucha lock is exclusive.

For ensuringtheabsenceof a race condition, a checker examinesthe lock setL.
This is thesetof locksheldat a certaintime,by eachthreadwhenaccessinga �eld. A
checkerhasto ensurethata �eld f is 1) only readwhenathreadholdsat leastonelock
in L f and2) only writtenwhena threadholdsall locksin L f [36].

A B

C

T1

T2T3

Thread1

synchronized( A) {
synchronized( B) { }

}

Thread2

synchronized( B) {
synchronized(C) { }

}

Thread3

synchronized(C) {
synchronized( A) { }

}

Figure1.2: A simpledeadlockexample.

For proving the absenceof a deadlock, the commonapproachis to examinethe
lockgraph,whichshowsfor eachthreadtheorderin whichit acquireslocks.Figure1.2
depictsaconstellationof threethreadscompetingfor threeresources(with incomplete
Java sourcecode). If all threethreadshold onelock each,noneof themcancontinue
becausethesecondlock they needis alreadytaken. It canbeshown that theabsence
of a loop on thelock graphguaranteestheabsenceof adeadlock.

Li velocksaremoredif�cult to detect.In particular, theentireinformationabouta
programstatecanbeverylarge,andmultipliedwith thenumberof states,prohibitively
largeto storeandcompare.Therefore,simpli�cations haveto bemadefor theprogram
states.As of today, sometoolsarealreadycapableof assuringahigh likelihoodfor the
absenceof a livelockin a program.

Thegoalof thiswork wasto evaluateexistingprogramcheckersfor multi-threaded
programs,and decidewhich one is bestapplicableto large scalesoftware, suchas
Trilogy's.
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The next sectionsbrie�y describethe two major approachesand what tools are
availablenow for checkingJava programs.Basedon theoutcomeof theanalysis,one
checkerwaschosenandextendedbeforeit wasappliedto Trilogy'scodebase.

1.2 Existing checkers

Until a few yearsago,theonly way to testa multi-threadedprogramwasto run it long
enough,hopingthateventuallyenoughschedulingcombinationswouldcomeinto play
to uncovermostfaults.Verifying thepropertiesof a programat run time is alsocalled
dynamicchecking.

Recently, an approachsuccessfullyemployed in hardware veri�cation hasbeen
appliedto software: static checking. A staticchecker doesnot run the program,but
it analyzesthestructureof theprogram.This thesishasinvestigatedbothpossibilities
thoroughly. As will be shown, no oneis clearlysuperiorto another;instead,the two
approachesarecomplimentary.

1.2.1 Dynamic checkers

Description

Verifying programpropertiesatruntimeis thetraditionalapproach.Assertionsareeas-
ily monitoredat run time; debuggerscanhelpautomatingthetrackingof theprogram
state.More advanceddynamiccheckersmonitorany memoryaccessesof a program,
in orderto traparrayaccessesbeyondtheboundsof anarrayandheapaccessesoutside
the reserved range. Suchtools arecommondevelopmenttools today. However, no
dynamicchecker cansystematicallycover all possibleinputs,becausetheinput space
is exponentialto thelengthof theinput.

The standardtools do not solve multi-threadingproblems.In particular, they are
still vulnerableto thefactthattheprogramexecutionis no longerdeterministic.Some
novel approachestry to keeptrack of the program's history, its previous execution
stages,and deductinformation about other possibleoutcomes(resultsof different
schedules)from that. In particular, trackingthehistoryof thelock graphhasprovedto
beareliableguidein �nding multi-threadingproblems.

Advantages

Dynamiccheckersareusuallyeasierto use,becausetheconceptsareestablishedand
well-known. Usually suchcheckersdo not requireany extra modelinginformation;
they only needto know whatpropertiesneedveri�cation. Moreover, monitoringtools
haveaccessto theentireprogramstateatany pointof execution,leaving nosourcesof
doubtwhenit comesto thevaluesof eachvariable.

Problems

Certainfaultscannotbe detecteddynamicallyunlessthe threadschedulerexactly re-
producesthe scenariothat leadsto it. This problemis partially alleviated, but not
solved,by keepingtrackof thehistoryof thestatespace.Moreover, theclassicalprob-
lem of �nding the right test casesis also far from trivial, and limits the abilities of
dynamiccheckersfurther. Finally, writing testcasesis a time consumingandtedious
task,whichmostdeveloperswouldgladlyavoid.
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1.2.2 Static checkers

Description

Staticcheckershave in commonthatthey build a simpli�ed representationof thepro-
gramwhich they checkagainstgivenproperties.Thetechniquescommonlyemployed
are model checkingand theoremproving. Model checkers operatedirectly on that
modelof the program(suchasa call graphor a �nite statemachine).Sucha model
may representthe control �ow (�o w of execution)or data �ow (changesin the vari-
ables)of a programand is commonlyexpressedin computationaltree logic (CTL)
or linear temporallogic (LTL). Theoremprovers, however, translatetheprograminto
logic formulas(in �rst orderor secondorderlogic). Theseformulasarethenprocessed
by a theoremprover. Figure1.3 shows the distinctionbetweenmodelcheckingand
theoremproving. It shouldbe notedthat the two approachesareoften combined,so
theboundariesareblurring.

Static checking (unsound)

Model
checking
(sound)

Theorem
proving
(sound)

Figure1.3: Separatingmodelcheckersandtheoremprovers.

Originally, onecamefrom a manuallywritten formal speci�cation,wherethegoal
was to prove the correctnessof that speci�cation. Proo�ng the correctnessof non-
trivial programsis impossiblein general[57]. Sucha proof is almostalwaysincom-
plete: therearealwayscaseswherea prover is unableto concludethat an error will
never occur. Therefore,a prover is boundto issuespuriouswarningsin suchcases
[36]. This madethat approachvery problematic:The speci�cation languageswere
dif�cult to learnandto master, creatingin themselvesa sourceof errors;andeven a
successfulproof couldnot guaranteethecorrectness.Moreover, errorscouldbemade
in theimplementationof thatspeci�cation. In thelastdecade,thatapproachno longer
mademajorprogress.

A new approach was to createthe model automaticallyfrom the program,with
little or nohumanintervention.Duringthisabstraction,informationabouttheprogram
is lost. A soundchecking(alsosee�gure 1.3),which catchesall faults,wasno longer
feasible.It would constrainstaticcheckerstoo much[36]. As such,a soundchecker
couldbewritten,althoughat thecostof potentiallymany spuriouswarnings.

The applicability of a checker will, in this report, refer to what multi-threading
mechanisms(in theimplementationlanguage)andproblemsthecheckercanbeapplied
to. This is a subjectivemeasure,becausea checkermaynot covercertainmechanisms
verywell. In particular, a trivial checker thatissuesawarningfor any statementwould
beapplicableto any kind of problem,without beingof any use.
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Advantages

Staticcheckershavetheadvantagethatthey work onamoreabstract(andthusgeneric)
level thandynamiccheckers.In particular, they areindependenton boththeinput and
the threadschedule,and thereforecan verify programpropertiesfor all inputs and
scheduleoutcomes.

Staticcheckingalsoworks well on a unit level, whereonly oneentity of a larger
softwarepackageis checked. This allows an applicationof this methodearly in the
developmentcycle,evenbeforea workingprogramexists.

Problems

The key problemis that the actualvaluesof variablesareusuallynot fully known at
compile-time. In particular, the aliasing problem(knowing equalitiesbetweentwo
objectreferenceswith differentnames)is very hardto solve, in somecasesevenim-
possible. The potentially in�nite complexity of datastructures(suchaslinked lists)
andpossiblynever terminatingloopsarethereasonfor this.

Quiteoften,staticcheckersaresimply limited by the amountof context they can
deducefrom sourceor objectcode,becausethey have a far morelimited capabilityin
deducinginformationthanthehumanmind. Therefore,suchproversareoftenaidedby
annotationsin thesourcecode,whichexpressadditionalinformationbeyondthegiven
programminglanguageconstructs.

Finally, it is hardto assurethat a violation of a modeledpropertycorrespondsto
a fault in the software. In particular, �nding a counter-examplerequirestracing all
abstractionstepsbackto theoriginalsoftware.Onepossibleapproachisverify counter-
examplesdynamically[34].

1.3 Multi-thr eadedprogramming in Java

Java wasoneof the �rst widespreadprogramminglanguagesthat introducedmulti-
threadingasa language concept. It hasa specialclassfor controlling threads(most
importantly, theRunnable interfaceandtheThread class)aswell asspecialkeywords
andmethodsfor communicationbetweenobjects(synchronized , wait , notify ). Be-
foremulti-threadingwaspartof programminglanguages,it usuallycouldonly beused
via libraries(e.g.p_threads in C or C++).

Thekey featurein Java,which this thesisis focusingon,aresynchronized state-
ments.They alwayscausethethreadto obtainalock (orwait until thelock isavailable).
Therefore,the correctandsuf�cient usageof thesesynchronizationstatementsis the
key to avoidingdeadlocksandraceconditions.Also seeAppendixC onpage82.

1.4 Comparisonof Java program checkers

The previous sectionsgave an introductionto the problem. The goal of this work
was to �nd the mostpracticalsolution for �nding faults in Trilogy's software. In a
�rst step,fourteenstaticanddynamicprogramcheckerswereinvestigated.Someof
thesecheckersdonotwork onJava programs,or arenot yet �nished or publicly avail-
able.Therefore,theselectionwasnarroweddown to � ve checkers.In a secondphase,
eachchecker wastestedon �fteen testexamples.Theseexamplesrepresentedsmall,
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well-known problemsandtypicalerrorsthatcanbemadewhenwriting multi-threaded
programs.

In order to judgethe relevanceof the �fteen testcases,a statisticalanalysisof a
largebodyof codeprovideda solid foundationof thefrequency of differentproblems.
In particular, all the Java packagesandall corepackagesof Trilogy wereanalyzed,
in conjunctionwith a specialconcurrency packageanda datawarehousingalgorithm
[23, 24]. The outcomeof the exampletests,weighedby the frequency of problems,
canbesummarizedasfollows:

MaC [11]: An elegant framework for monitoringprograms,but it doesnot support
multi-threadingyet;work is in progressin thatarea.

Rivet [12]: A specialvirtual machinethattriesall possiblethreadschedulesandthere-
fore �nds any fault for a giveninput,althoughat a prohibitively highoverhead.

VisualThreads [14]: By keepingtrack of the locking history, this programcan�nd
deadlockseven if they do not occur in a particular programschedule. The
checker is specializedonC programs,not Java bytecode.

ESC/Java [3]: The �rst availabletheoremprover for Java programs;very powerful,
but still ratherlimited in theareaof multi-threadingproblems.

Jlint [8]: A simpleandvery fastmodelchecker that cansuccessfullydetectsimple
faults.Its original versionlackedsomeimportantfeatures,though.

1.5 Extensionof a Java program checker

Becauseof the limitations of currentlyavailabledynamiccheckersfor Java, andbe-
causeof Jlint's astoundingperformance,the decisionwasmadeto extendJlint's ap-
plicability to thosesynchronized blocksin Java whereno globaldata�o w analysis
wasneeded.Despiteexisting limitations in Jlint, the desiredextensionscould all be
implemented.However, it wasseenthat a goodstaticchecker needsto have a clean
architectureasmuchasgoodalgorithms.Basedontheinsightsgainedwhile extending
thechecker, guidelinesfor writing anew veri�er havebeencreated.

Applying Jlint to Trilogy's codeandotherpackagesstill resultedin a very high
numberof warnings. Selectively turning certainwarningsoff madethe outputman-
ageable.Many warningswerecon�rmed to berelevant,andwhile mostof themwere
falsepositives,at least12of themleadto extracommentsor evencodechanges(“bug
�x es”).

It wasseenthatcertainchecksin Jlint still needre�nement,in orderto re�ect cer-
taincommonscenariosin multi-threadedprogramming,suchasshared-readvariables.
Despitethat,even in its currentstate,thesimplechecker Jlint canalreadybeof great
usein softwaredevelopment,asa tool to point outpotentialtroublespots.

1.6 Structure of this report

Chapter2 describesexisting tools in moredetail,andwhy the� ve selectedtoolswere
chosenfor the tests. Chapter3 givesdetailsof the evaluationof the selectedtools,
and the resultsfound. The extensionsmadefor Jlint, and their implementation,are
describedin chapter4. The next chapterdiscussesthe outcomesof the researchand
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experimentsmadefor thisreport.Possibledirectionsfor futurework in boththeareaof
staticanddynamiccheckingareoutlinedin chapter6. Chapter7 concludesthis report.



Chapter 2

Existing work

Thischapterdescribestoolsthattackletheproblemshown in Chapter1. Someof these
programsarestill underdevelopment;othersareeitherpublicly availableor propri-
etary.

Dynamiccheckersare listed �rst, followed by staticcheckers, in order to facili-
tatea comparison.For eachcategory, therearetools that checka givensetof faults,
andthosethatallow templatesof rulesor statesequences,which make thetool much
more�e xible. In the sectionaboutstaticcheckers,Spin is presented�rst. Spin is a
modelchecker thatoperateson its own input language(which is quitesimilar to apro-
gramminglanguage).It doesnot directly solve theproblembut servesasa back-end
for many of the toolsdescribedthereafter. At theend,a tablesummarizesthecrucial
aspectsof thesetools,allowing an easycomparisonbetweenthem. A moredetailed
descriptionof eachtool canbefoundin AppendixB onpage72.

2.1 Dynamic checking

MaC (Monitoring andChecking)is a framework thatcombineslow-level monitoring
with high-level requirementspeci�cations. It is being developedat the Uni-
versity of Pennsylvania. So far, MaC can successfullyinstrumentand verify
single-threadedprograms,but it hasnosupportfor multi-threadingyet.

Rivet is a specialvirtual machinefor Java, which systematicallytries every thread
schedulethatis relevantfor anexhaustiveexaminationof theprogrambehavior.
Despiteclever optimizations,therun time overheadis still very high,andmany
practicalproblemshaveforcedtheSoftwareDesignGroupat theMIT to giveup
on thatproject.

Verisoft, byPatriceGodefroidfromLucentTechnologies,alsosystematicallyexplores
the statespace(including threadinterleavings) of a program. By usinga new
searchalgorithm,it canexplore the programbehavior without storingits state
space.It supportsa checkagainstdeadlocks,lifelocks,assertionviolations,and
other properties. A checker for C programsis available for research;a Java
checker is underconstruction.

VisualThreads part of the developmenttools of Compaq's Tru64 Unix. It monitors
the locking policy of a programandcandetectraceconditionsanddeadlocks.

8
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Becausethemonitoringtakesactionat thePOSIXAPI level, this tool is rather
ineffectivefor Javaprograms;it workswell for C andC++ programs.

2.2 Static checking

This sectiondescribesstaticcheckers,both modelcheckersand theoremprovers, in
alphabeticalorder. Spinis presented�rst becauseit is oftena partof anothertool.

Spin is a staticmodelchecker andservesas the back-endfor otherstaticcheckers,
suchasBandera,FeaVeror JPF. It takessystemspeci�cationsin aspecialprocess
metalanguage(Promela).GerardJ. Holzmannstartedthe developmentof this
tool in 1980.It is availableasOpenSourcesoftware.

Bandera from theKansasStateUniversitytriesto bridgethegapbetweensourcecode
andanabstractrepresentationof a program.Usingannotatedsourcecode,Ban-
deratriesto simplify theprogramby slicing(omittingpropertiesthatarenot rel-
evantto theanalysis)andabstraction(reductionof thestatespaceof variables).
The simpli�ed programis thenprocessedby Spin. Spin's outputis veri�ed by
a counter-examplegenerator, which checksSpin's resultfor validity in the real
program.

ESC/Java (ExtendedStaticChecker for Java) from Compaqstaticallychecksa pro-
gramfor commonerrors,suchasnull references,arrayboundserrors,or poten-
tial raceconditions. It is usuallyusedwith annotatedsourcecodeor bytecode.
Its compilergeneratesbackgroundpredicateswhich arethenrelayedto a theo-
rem prover. Thereis no real supportyet for counter-examples.The checker is
freelyavailablefor researchpurposes.

FeaVer veri�es programpropertiesthat areextractedfrom a specialtestharness,a
structuredtestprogram.Its ultimategoal is to do this fully automatically. Right
now, theuserstill hasto providesomeextrainformationin separate�les, andthe
tool is restrictedto event-drivenprograms.Evenat thatstage,it hasprovedvery
usefulatBell Labs,whereit is beingdevelopedby GerardJ.Holzmann.

Flavers is oneof threestaticcheckersdevelopedby theComputerSciencedepartment
at theUniversityof MassachusettsAmherst. It combinesdataandcontrol �o w
analysisandallows checkinga softwareimplementationagainstformalizedde-
sign requirements.A commercialversion(for C++ programs)anda research
version(for Adaprograms)exist; aJava checker is underdevelopment.

Jlint hasbeendevelopedby KonstantinKnizhnik at theMoscow StateUniversity. By
performingaglobalcontrol�o w anda localdata�o w analysis,it canverify a lot
of propertiesin Java bytecode.It is mostsuccessfulin null pointeranda few
specializedchecks,but also allows checksfor deadlocksand raceconditions.
Jlint is freelyavailable.

JPF (Java PathFinder),developedby NASA, analyzesinvariantsanddeadlocksstati-
cally. TheoriginalversionworkedonJavasourcecode,wheresupportingcertain
languagefeatures,suchasarraysor �oating point numbers,provedratherdif�-
cult. The newer versionworks on bytecode. JPFusesSpin as its back-end.
NASA currentlyhasnoplansto releaseJPF.
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LockLint, by SunMicrosystems,detectsraceconditionsanddeadlocksin POSIXC
programs.It allows interactive or automatedqueries.Annotationsin C sources
arenot required,but recommended.LockLint is commerciallyavailableaspart
of theFortedevelopmentsuite.

MC (Meta-level compilation)from StanfordUniversity builds compiler-speci�c ex-
tensionsto checkandoptimizecode.A setof simplerulesis usedto checklarge
packagesfor violationsof certainconsistency patterns.MC hasbeensuccess-
fully usedfor checkingtheLinux andBSD kernels,but it hasnot beenreleased
to thepublicsofar.

SLAM is a largeprojectat Microsoft. Its focusis theautomaticabstractionof source
code.A new formal modelfor multi-threadedprograms,anextendedstatema-
chine,hasbeendeveloped,which is veri�ed by a modelchecker for Boolean
programs.Thevariablesin suchprogramsonly have threestates:true,false,or
unknown. Certaintoolsshouldbereleasedto thepublic in thenearfuture.

2.3 Interface speci�cation

JML/LOOP, by theIowa StateUniversityandtheComputerScienceDepartmentin
Nijmegen(Holland), allows the speci�cation of moduleproperties.Thesein-
terfacespeci�cationscanbe checked againstimplementations,which allows a
safe“designby contract”in libraries[45]. Concurrency extensionsarecurrently
beingexplored.JML is availableundertheGPL.

2.4 Summary

This chapterprovidedanoverview abouta varietyof methodsthatarecurrentlyused
for �nding faults in multi-threadedprograms. Someof thesemethodsarestill very
experimental;othersonly work oncertainprogramminglanguages.Many toolsarenot
availableoutsidethe researchgroupor company whereit is beingdeveloped. Table
2.1,whichhasbeenassembledduringtheanalysisof thetools,summarizesthis.

For Trilogy, it is of preferableto have a checker that operateson Java programs,
becauseonly a small fractionof their sourceis not in Java. However, in the�rst eval-
uationstage,a C/C++ basedtool canstill provide valuableinsightsabouthow other
toolscouldbe improved,or in which directionthedevelopmentof a new tool should
go.

In eachmajorcategory, at leastonetool is available.Fromthosetools,JML/LOOP
wasdroppedfrom theselection,becauseit doesnothave any temporalextensionsyet,
andthemaingoalof JML is safe“designby contract”,which is notanimportantgoal
for Trilogy, sinceall sourcecodeof the internalsoftwareis availablewithin Trilogy.
LockLint wasnot chosenbecauseJlint is very similar while beingOpenSourceand
Javabased.

In table2.1, theremainingselectionof availabletools is printedin bold. It should
benotedthatnostaticcheckerthatworksonhigh-level templates(suchasFlavers,MC,
andto someextentFeaVer)wasavailablefor evaluation.If noneof thegiventoolshad
workedsatisfactorily, this approachwouldhavebeenconsideredasanalternative.
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Category Tool Detects Staticor User-def. Req. Java version Non-Java Availability

[violation of] dynamic? modelor source? version
template?

Static Bandera Low-level Static Yes Yes Beta(v0.1) - SinceMarch8, 2001
checkers properties

ESC/Java Deadlocks, Static No No Released, Modula-3 Binary version
racecond., stable for research
otherfaults

FeaVer Testcases Static Yes Yes - C: Early 2002?
prototype

Flavers High-level Static Yes Yes Prototype Ada/C++ Ada: available
properties stable uponrequest?

Jlint Deadlocks, Static No No Stable - Free(GPL)
racecond.
otherfaults

JPF Assertions Static No Yes - Stable Undecided
LockLint Deadlocks, Static No Yes - C: Stable Partof Sun's

racecond. Fortefor C
MC High-level Static Yes Yes - C/C++ Not available–

properties Usable possiblylater
SLAM Assertions Static Probably Yes - C: In deve- Not yetavailable

Dynamic MaC High-level Dynamic Yes Yes Beta - Binary version
checkers properties (v0.99) for research

Rivet Assertions Dynamic No No Discontinued - available for
research

Verisoft Assertions Dynamic No Yes - C/C++: Binaryversion
Stable for research

Visual Misc. concur- Dynamic No No Stable C/C++: Part of Alpha
Thr eads rency errors Stable Unix develop-

ment tools
Interface JML/ Incorrectin- Both Yes Yes - Partial Free(GPL)
speci�cation LOOP terfaceimple- release.

mentations

Table
2.1:O

verview
ofexisting

tools.



Chapter 3

Evaluation stage

This chapterdescribesthe evaluationof selectedprogramcheckers. After consider-
ing their availability andapplicability to Java programs(asopposedto Ada or C/C++
programs),only � vecheckersremained:

1. MaC:a dynamiccheckerverifying high level properties.

2. Rivet: asystematicthreadschedulerfor exhaustive testing.

3. VisualThreads:adevelopmenttool thatkeepstrackof POSIXthreadcommands.

4. ESC/Java: a theorem-proverbasedcheckerby Compaq.

5. Jlint (old version1.11):a simple,fastcheckerperformingcontrol�o w analysis.

In a �rst phase,eachtool wasappliedto a smallsetof testexamples.Thegoalwasto
determinethecapabilitiesof the tools. During thesecondphase,a statisticalanalysis
of nearlya million linesof codewasperformed.Theaim wasto estimatewhich tools
wouldbethebestfor applicationto largescalesoftwarepackages.

3.1 Evaluation criteria

For theevaluation,thefollowing questionswererelevant:

1. How effective is theapproachat �nding faults?

� Canatool giveaguaranteefor thecorrectnessof acertainpropertythathas
to beveri�ed?

� What kindsof errorsarefound? Doesthechecker allow for templatesor
modelspeci�cationsto extend its functionality? Doesit focuson multi-
threadingproblemsonly or doesits scopegobeyondthat?

� How many actualerrorsarefound,andhow many spuriouswarnings(false
positives)arereported?

� What is therunningtime of sucha tool? Canit beappliedto a largecode
base,suchasTrilogy's?

2. How practicalis a tool to use?

12
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� Doesa tool allow a templatespeci�cationthatcanbeappliedto many pro-
grams?

� Doesit requirethesourcecode,or only compiledversions?Doesit require
changes(annotations)in theactualsourcecode?

� What knowledgedoesa tool require (e.g. formal languages,temporal
logic)?

� How big is theannotationoverheadin real-world programs?Doesit allow
aselective testfor certainfaults?

� Is it suitablefor beingusedin conjunctionwith a compiler, or asa stage
prior to regressiontesting?

Beforetrying to judgetheapplicabilityof eachtool to largerprograms,it �rst hadto
betestedagainstwell-known testexamples.Thesewould alsoshow majordifferences
betweenthe tools and give directionsfor the statisticalanalysis. Runningall tools
againstthefull codebasethatwas�nally coveredwouldhaverequiredtoomuchtime,
sincesometools requirea major amountof work (for the annotations)or time (for
dynamictesting).

3.2 Selectionof examples

3.2.1 Measuring the complexity of examples

Measuringsoftwarecomplexity is a scienceof its own. Numeroussoftware metrics
exist, eachonetrying to capturea certainaspectof a program'ssizeor complexity (or
both).For a comparisonof thetestexamples,thefollowing metricsaresuitable:

Metric Explanation

Non-commentlinesof code Sizeof program,in�uencesrun timeof parser.
McCabe'scyclomaticnumber Numberof independentpaths(anddecisions).
Numberof threads Heavily in�uencesthesizeof a modelandalsothe

runningtimeof dynamiccheckers.
Numberof locks Numberof synchronizedmethodsandblocks.

Countingthelinesof codeis thesimplestmetric,anddependingonthealgorithmic
complexity of the codeandthe codingstyle, it canbe highly ambiguous(especially
for generatedcode).Nevertheless,on a largescale,it providesa roughmeasureof the
programsize.

McCabe's metric [52] is oneof the oldestmetricsin existence. It measuresthe
numberof decisionsin a program(i.e. if , while andfor statements).It givesa good
measureof thecontrol�o w complexity, but only allowscomparisonsof programswith
a similardatastructurecomplexity [55, pp. 320–21].

Thereare no establishedmulti-threadingmetricsyet. Counting the numberof
threadsandlocksyieldsa resultthatis highly correlatedwith therunningtime of pro-
gramcheckers.In particular, Rivet'sperformanceis doublyexponentialin thenumber
of statesandthreadsaprogramcanhave.

Not all tools examinethe behavior of eachthread(asopposedto the behavior of
anythread),sousingthenumberof threadsasa metric is problematicin thatcontext.
Thecyclomaticcomplexity andthenumberof locksdoesnotseemsto in�uenceastatic
checkermuch,if onefocusesonmulti-threadingissues.Moreover, theexecutiontimes



14 CHAPTER3. EVALUATION STAGE

of thedifferenttoolsvariedsomuchthata comparativebenchmarking,basedon these
metrics,did not make muchsense.SeeAppendixE.1 for moreinformation.For Jlint,
theexecutiontimeswerealwayssoshortthatthey werenotanissue(in general,if the
�les werealreadycachedandtheoutputwasredirectedto a �le, Jlint requireslessthan
onesecondevenfor largepackages).

Theexamplesdescribedin this chapterwerenot chosenbasedon their valueswith
certainmetrics,but to exhibit speci�c problemsin multi-threadedprogramming.The
�rst few examplesall show certain faults; the last ones(sharedbuffer and Dining
Philosophers)show several (corrector �a wed) implementationsof a more complex
algorithm. Theseexamplesshouldprovide a much bettertest of the capabilitiesof
eachchecker.

3.2.2 Selectingexamples

Whenselectingexamples,it wasimportantto keepthemsmall andrelatively simple.
Besidesbeingeasierto understandandmoreinstructive, they arealsoeasierto verify
manually. After all, thecorrectnessof thecheckersshouldnotbemisjudgedby �a wed
implementationsthatareconsideredcorrect.

Moreover, the examplesshouldbe simple enoughsuchthat all checkerscan be
appliedto them;this would probablynot have beenthecasefor examplesthatrequire
external modules(suchas databasewrappers)to work. Nevertheless,the locking
schemesandfaultsdisplayedby theexamplesshouldre�ect propertiesof larger, real
life programs. A descriptionof theseexampleprogramscanbe found in Appendix
D on page85. Thedeadlockexamplesandtheboundedbuffer implementationshave
beentakenfrom theRivet testsuite[29] or aremodi�cations of theseexamples.Two
implementationsof the “Dining Philosophers”have beentaken from [22], while the
“host” varianthasbeendescribedin [46].

Becauseit isveryhard,evenfor someonewhohasbeenworkingwith largeamounts
of code,to judgetheapplicabilityof suchexamplesobjectively, largesoftwarepack-
ageswereanalyzedin orderto checktherelevanceof theseexamples.Most of thean-
alyzedpackagesweretakenfrom Trilogy's softwareor thecoreJava packageswhich
arepartof Sun'sJRE1.3.A datawarehousingtool andaconcurrency framework were
analyzedaswell ([23, 24]).

3.2.3 Overview of examples

A detailedlisting of all 15 examplescanbe found in AppendixD. Threemajorcate-
goriesof exampleswereused:

1. Six simpledeadlocksusingincorrectlockingorders,orexhibitingproblemswith
wait andnotify : The�rst � veexamples(D.1 to D.5) belonginto thiscategory.
TheJlint example(D.7)canalsobecountedtowardsit; it differsslightly from the
restbecauseit exhibitsadeadlockbetweenmethodcallsacrossdifferentclasses.

2. A subtlerace condition dueto incompletelocking, asshown in SplitSync(ex-
ampleD.6).

3. Eight complexlocking schemes, suchastheonesin thesharedbuffer andDin-
ing Philosophersproblems.TheESC/Java examplecanalsobecountedtowards
this category. The nestingof the locks is givenby a nesteddatastructure,and
thereforecannotbefully evaluatedat compile-time.
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Fiveof theseprogramsarecorrect,while thethreeothers(D.10,D.11andD.14)
exhibit potentialraceconditionsor deadlocks.

3.3 Evaluation process

3.3.1 Overview

A directcomparisonbetweenprogramsthataresodifferentis very hard,eventhough
all programsultimately try to achieve the samegoal. Static checkerscannotdetect
faultsthatonly occurif certainreferenceschangeat run time. Conventionaldynamic
checkerscommonlyonly work within the given schedulefor the threads,i.e. other
interleavingsof threadsmight leadto failuresthatgo undetected.Moreover, dynamic
checkershave thedisadvantagethatthey requirea runningversionof theprogramand
thereforecannotbeappliedto incompleteprograms;becauseof this,examplesD.7 and
D.8 hadto beomittedfrom testingfor dynamiccheckers.

5

15

10

Threads
Visual

0

Rivet ESC/Java Jlint

Correct output

Tool did not run/inconclusive output

Beyond scope of tool

False or missing warnings

Figure3.1: Testresultsfor the15givenexamples.

Figure3.1showsanoverview. Thecategorieshavethefollowing meaning:

Tool did not run/inconclusive output: ESC/Java's theoremprover“Simplify” exited
“unexpectedly”in exampleD.3, thereforeit couldnot beevaluated.Rivet does
not runanymoreundermodernJavaRunTimeEnvironments;thenumbersfor it
hadto betakenfrom [29], andno new examplescouldbetestedwith it. While
VisualThreadsranonall examples,its outputwassometimesnotclear, or several
testrunsyieldeddifferentresults.

Falseor missingwarnings: If a tool produced“critical” warningsfor a correctpro-
gram,theoutputfell underthis category. A “critical” warningwasonethatdoes
not referto designguidelinesor propertiesof theprogramthatarenot relatedto
themulti-threadingproblemsinvestigatedhere(e.g.arrayboundchecks).
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An output without any suchwarningsfor a faulty programwas also counted
underthis category.

Beyond scopeof tool: Dynamic checkers cannotbe run on examplesD.7 and D.8,
sincethesearenot full programs.Therefore,they werecountedas“beyondthe
scope”of thosetools.
Today'sstaticcheckerscannotyet handlemoresophisticatedlocking structures,
suchasa (bounded)circularlist or buffer, implementedasanarray. Sucha situ-
ationwaspresentin thefour versionof the“sharedbuffer” andthethree“Dining
Philosophers”implementations(examplesD.9 – D.16).
Jlint hasno way of dealingwith sucha situation.After someexperimentswith
modeling(ghost ) variablesin ESC/Java, it becameapparentthatthelimitations
of the scopeof the differentannotationstatementspresenteda major dif�culty
in expressingmoreelaboratemodelingconditions.Evenif theannotationscould
have beencarriedout successfully(with aneffort thatwould notberealisticun-
der time constraintsusuallypresentin industrialprojects),it is unclearwhether
theversionof ESC/Java usedwould have beencapableof verifying thesealgo-
rithms.

Corr ectoutput: The checker issueda correctwarningfor a faulty program,andno
warningsfor correctimplementations.It shouldbe notedthat in exampleD.8,
Jlint passedbecauseit wasentirelyignoringthecritical partof theprogram.

Thesimplenumbersof correctlydetectedfaultsaremisleading,evenmoresobecause
certainproblemsareover-representedin orderto investigatethebehavior of the pro-
gramsmoreclosely. Nevertheless,it wasattemptedto testeachprogramwith asmany
of theexamplesourcesaspossible.

MaC currently doesnot allow checkingof typical multi-threadingerrorsat all.
Thereforethetestswerecanceledoncethe limitations in thecurrentversionwereob-
vious. Futureextensionsmayallow MaC to checkfor deadlocks,raceconditionsand
livenessproperties.

Table3.1showswhattypesof faultscanbedetectedby eachtool. Again,MaCwas
not includedbecausetherequiredextensionsarenot yetwritten.
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Rivet Yes Yes Yes(usingassertions) Yes No
VisualThreads Yes Yes Specialcases Yes Yes
ESC/Java Yes Yes Yes No No
Jlint Yes No Specialcases Yes No

Table3.1: Overview aboutthetestedtools.Resultsfrom Rivetaretakenfrom [29] and
couldnot beveri�ed sinceRivet doesnot run undernewer JVMs. MaC couldnot be
appliedto thegivenexamples.

Inter -methoddeadlocks: Potentialdeadlockscausedby aproblematicdependency of
synchronized methodsof differentclasses.
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Intra-method deadlocks Deadlockscausedby anincorrectnestingof synchronized
blocks.

Raceconditions: Concurrentaccessto a sharedresource.Jlint's capabilitiesarelim-
ited to direct �eld accesses,which is not goodcodingpractice;it cannotdetect
raceconditionsvia get methods. VisualThreadsonly detectsraceconditions
whenthey actuallyoccurat run time; incompletelocking schemesassuchare
notdetected.

wait /notify deadlocks: If a threadholdsseveral locks whenwait ing for a lock,
it will only relinquishthe lock it is wait ing on. The inavailability of theother
lockscanleadto a deadlock.

Li venessproperties: A guaranteethataprogrammakesprogressin its statespaceand
is ableto performacertainserviceconsistently. VisualThreadscannotguarantee
this,but show livelocks(theabsenceof progress)with ahigh probability.

3.3.2 Program installation

Installationwasfairly simplefor all programs,with theexceptionof Rivet:

� Theoriginal Jlint comesasone(130KB large)C++ �le andamake�le for com-
piling it. Thenew versionconsistsof several�les.

� ESC/Java comesas an archive with binaries,examplesand a shell script that
needsto becustomized(aftersettingsomeenvironmentvariablesin theshell).

� MaC comesas an archive of Java .class �les and needsto be addedto the
CLASSPATH.

� VisualThreads,beinga commercialproduct,comesasanAlpha Unix package,
whereinstallationis automatic.

Rivet,on theotherhand,is tightly tied to thevirtual machineit uses.Themainreason,
accordingto DerekBruening,is that“Rivetdoesall kindsof thingsthata laterversion
of Java's securitychecker might complainabout. It makesshadow versionsof every
class,classeswith theexact samenamebut througha differentclassloader, andI'm
not sureif the more recentversionsof Java have closedthat namespaceloophole.”
Also, a lot of otherproblemsregardingtheextensionof nativemethods,minor incom-
patibilitiesbetweenthebytecode�les generatedby differentcompilersandcontinuous
changesin theJavaRunTimeEnvironment(JRE)brokeRiveteachtimeanew version
cameout.

In this work, variouscombinationsof thefollowing Java compilersandJREswere
used: Sun's JDK andJRE version1.3.0,Blackdown JDK/JREversions1.3.0,1.2.2
and 1.1.8; and jikes/kaffe. Sun's older JREsand Blackdown's version1.1.8 would
not run anymoreunderRedHatGNU/Linux 7.0, which wasusedasthedevelopment
environment.Therefore,anolderversionof Linux hadto besetup usingVMWarein
orderto run both environmentsconcurrentlyon thesamecomputer. Sinceit became
obvious that the newer classloaderin version1.2 would not cooperatewith Rivet,
version1.1.8wasused;at that time, Sunhadnot even portedtheir JREto Linux, so
only Blackdown'sversionwasavailable.
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However, Rivet did not work underany of thesecon�gurations;indeed,the latest
versionfor which it is known to work is 1.1.5,which is older thanthecurrentlysup-
portedversionsatTrilogy. Therefore,Rivetwouldhaveto beportedto anewerJDK in
orderto becomeuseful. Making Rivet work with version1.2 or newer would require
modi�cationsof theJava classloaderitself, becauseoverloadingbuilt-in classesis no
longerallowedthere(althoughthis restrictionwasnot fully implementedyet in older
versionsandcouldbecircumventedby settingtheCLASSPATHappropriately).

3.3.3 Common traits

Noneof thetoolscanguaranteetheabsenceof acertainkind of fault. Thestaticcheck-
erscannotdetectwhetherthe programis simpleenoughto allow a soundchecking.
Only somespecializedchecksallow anexhaustiveveri�cation; indicatingtheguaran-
teedcorrectnessof certainaspectsof the programcould be a greathelp. For those
checkswherethis is normally not the case,addingsucha featurewould not be very
useful. Dynamiccheckers,by de�nition, needa certaininput to performtheir checks
on. Eventhen,VisualThreadswasnot successfulat detectinga deadlockin all cases.
Rivet is theonly programthathasthepotentialto detecta fault for sure,becauseit runs
all possiblethreadschedulesin sequence.Eventhen,thetestis only representativefor
onetestcase.

Both static checkers could not deal with the complexity involved in the shared
buffer andDining Philosophersexamples.While they couldgivesomewarningsabout
potentialtroublespots,a full checklies outsidethescopeof a staticchecker. Possibly
a preprocessorthatgeneratesoneclassfor eachinstanceof a Philosopherclass,with
the index of eachinstancegiven, could alleviate the problemin that case.However,
suchwork is speci�c to this problem,andwould not help in “real world” examples
wherethenumberof threadsis eithernot strictly boundedor not evenconstantduring
programexecution.

3.3.4 Testingprocedure

Only ESC/Java and MaC requiredannotationsor script speci�cations,respectively.
Therefore,the testsfor ESC/Java were usually run many times, until a suitableset
of annotationswasfound. For MaC, some�rst experimentsweredonewith different
scripts,until it was found that currently MaC doesnot allow checkingfor liveness
propertiesor deadlocks.TestingMaC wascanceledat thatstage.

3.4 Tool evaluation

DespiteMaC'slackof multi-threadingcapabilities,thisevaluationincludesMaC.Rivet
is alsoincluded,althoughit requiresto beportedto thelatestJava RunTimeEnviron-
mentbeforeit canbeusedfor today'sJavaprograms.

For eachtool, anoverview is given�rst, followedby a brief summaryof its fault-
detectioncapabilities.Its strengthsandperformanceareevaluated,togetherwith the
perceiveddif�culty of learninghow to masterthetool. While the latter is a very sub-
jective measure,it is yet crucial for the successin an industrialapplication. Finally,
afterreviewing thelimitationsof eachtool, a summaryis given.



3.4. TOOL EVALUATION 19

3.4.1 MaC

Overview

MaC is a dynamicchecker that hastwo main components:a run time checker and
an eventrecognizer. The latter communicateswith a Java programthat hasbeenin-
strumented(extended)with specialinstructionsthataretriggeredwhenevercertainop-
erationsoccur. The run time checker then veri�es whethertheseeventsviolate the
requirementsof theprogram.

Eventhoughthereis no directsupportfor multi-threadingissuesyet, thegoalwas
to expressdeadlockproblemsaslivenessproperties:by specifyingthat no threadis
allowed to hold a lock for a “long time” (e.g. 5 secondsfor simpleprograms),one
couldcatchdeadlockswhenthey occur.

Required knowledgeand effort

MaC comeswith a shortmanualgiving a goodoverview aboutthe differentcompo-
nentsof thetool. A seconddocumentintroducesthede�nitions of thetwo annotations
languages:

1. The“PrimitiveEventDe�nition Language”(PEDL)de�neswhichJavavariables
andmethodsaremonitored,andhow thesevariablesareconnectedto conditions
thatoccurin thepropertiesthatwill bemonitored.

2. The“Meta EventDe�nition Language”(MEDL) describestherelationbetween
eventsand conditions,how eventsare connectedto eachother and what se-
quencesof eventsareallowed(propertiesof theprogram).

Both languagesarequitesimpleandintuitive,yetpowerful enoughfor mostpurposes.
However, thecurrentdescriptionlacksagoodreference,soit is sometimesnoteasyto
�gure out theexactmeaningof certainkeywords.

Performance

Accordingto MoonjooKim, who is currentlyworking on MaC, “in theworstcaseof
monitoring i of for(int i=0; i<max; i++) , [the] overheadis 100 timeswithout
consideringpropertyevaluation. Most of theoverheadon this casecomesfrom TCP
socket communicationoverhead.” However, this issueis currentlybeingaddressed,
andanAPI is beingwritten which allows theprocessesto communicatevia pipes(if
runningall componentson thesamecomputer).

Limitations

The run time checker of MaC is synchronous;i.e. it is triggeredwhenever theevent
recognizeris calledby theJava program.This makesit impossibleto checkfor dead-
lock, becausethe event recognizerwould wait forever on eventsin that case! Also,
MaC doesnot yet have a way to obtainthecurrenttime, even thoughan eventcount
canbeobtained.

However, MaCwouldonly requireaminorextensionandtheabsenceof “stalling”
(wherenot a singlethreadis active anymoreandno eventsoccur) in order to detect
deadlocks.This couldbesimulatedby having a dummythreadrunningthatgenerates
aneventfrom timeto time. Also, MaC wouldhaveto beaugmentedwith thenotionof
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(system)time for suchchecks.Raceconditionsarenotdirectlysupported,but changes
in sourceswouldstill allow checkswith thecurrentversionof MaC.

BecauseMaC is still work in progress,and the sourcecodewas not available,
testingwasnot continuedat thatstage.

Summary

Thesimplicity of theannotationlanguageandthewide areaof applications(any kind
of safetypropertyor constraintcanbe checked) is very appealing.While MaC does
currentlynothaveany featuresthatwouldallow it to tackleproblemsspeci�c to multi-
threading,extensionswill bewritten for it within theyear2001.

3.4.2 Rivet

Overview

At thecostof a high overhead,Rivet performsan exhaustive checkingby testingthe
programwith all possiblethreadschedules.Unfortunately, Rivet requiresa very old
Java environmentto work at all, becauseit hasto circumventnumeroussecurityfea-
turesin orderto work.

Detectedfaults

Becausemany exampleswerechosenfrom or basedon the thesisaboutRivet [29],
Rivet would have successfullydetectedmostfaultsif run on theseprograms.Thetwo
exampleswhichwerenotyetarunningprogram(ListingsD.7 andD.8) couldnothave
beentested.

In sheernumbers,Rivet would have beenthe mostsuccessfulchecker, although
alsotheslowestone. Its exhaustive checking�nds any problemthat is not restricted
to certaintestcases.However, Rivet did not run on JDK 1.1.8or newer andtherefore
couldnotbetested.

Performance

As documentedin [29], the run time overheadwould be at a factorof roughly180 –
200.Thismakesit impossibleto run Riveton largerprograms.

Summary

Rivethasquiteapotential,but still needsalot of work onit. It is doubtfulwhetherany-
onewill port it to a currentJDK, whichwould likely requiremodi�cationsin theclass
loader. Eventhen,therearestill many problemsthathave not beensolvedyet. How-
ever, Rivet incorporatesmany novel ideas,suchasavirtual machinethatcanbacktrack
a step,anda systematicthreadscheduler;therefore,it wouldbeapity if thatwork just
died.

3.4.3 VisualThreadstest results

Overview

VisualThreadsis adynamicchecker thatcatchesdeadlocks,raceconditionsandpoten-
tially hazardouslocking schemes.Whenstartingthis tool, a GUI appearsthatallows
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theprogrammerto entertheprogramnameandall parameters;whenrunningthepro-
gram,theGUI continouslyinformstheprogrammeraboutits statuswith agraphabout
the numberof threadsandevents,anddialog boxesaboutviolations (suchasdead-
locks). VisualThreadsoperateson the level of POSIX threads,which is probablynot
thebestapproachto monitorJava programs.Its focusliesonC andC++ programs.

Detectedfaults

VisualThreadsseemedto be unableto detectcircular locking schemesin Java, even
thoughanexampleprogramwritten in C shows thatit hasthis capability. Possiblythe
addressesof theobjectlockschangeat run time in theJava Virtual Machine.Oncea
deadlockactuallyoccurs,though,it is alwaysdetectedby VisualThreads.

Quitea few of theexampleshavebeenextendedwith sleep callsthatstopathread
for a randomperiodof time; without thesecalls, the faultswould not show up at run
time and go undetectedby VisualThreads.Sinceit is normally not the casethat a
programmerinsertsrandomsleep calls at critical sections,the actualusefulnessof
VisualThreadscouldbequitea bit lower thanthenumberssuggest.However, because
of thelargeslowdown introducedby VisualThreads,Java'sthreadschedulingactsquite
differentlyfrom its normalbehavior, soit maystill detectanumberof faultsthatwould
notoccurduringnormalexecution.

Strengths

The graphicaloutputallows easymonitoringof the program: It is easyto seewhen
a programis stalledanddoesnot changeits stateanymore. VisualThreadsdoesnot
automaticallyabort the program,though,so it is not suitablefor automatedtesting
(especiallysinceit still fully utilizestheCPUwhenit is monitoringanidle program).

VisualThreadscanbeusedwithout prior knowledgeof problemsthatcanoccurin
multi-threadedprograms;eachdetectedviolation is displayedwith detailedexplana-
tions. It is alsoveryeasyto use,dueto its graphicaluserinterface.

Its main potentiallies in detectingpossibledeadlocksby observingthe order in
which locksaretaken.This featureseemsnot to work in Java.

Performance

BecauseVisualThreadswasrunningon a ratherold, slow Alpha computer, it is hard
to judgeits performance.Indeed,a lot of the given overheadmay have beencaused
by theGUI ratherthanthecoreprogram.A roughguessis that it slows down a Java
programby at leastfactor20.

Limitations

BecauseVisualThreadsonly runs togetherwith its graphicaluserinterface,it is not
suitedto automaticor overnighttesting. Also, it needsa fastmachineto run on; the
fact that it only runson Alpha Unix makesit harderto getaccessto sucha machine.
The generatedtrace�les grow very fast (at a rateof several megabytesper minute),
which furtherslowsdown theexecution.
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Summary

Being a commercialproduct,VisualThreadsis the most powerful run time checker
available. It requiresa well-equippedcomputerto run on, but can be usedon any
executableprogram.

3.4.4 ESC/Java test results

Overview

ESC/Java works mainly on (preferablyannotated)source�les. If the sourcecodeis
not available,a speci�cation�le canbegiven(which includesall methoddeclarations
andannotationsaboutthebehavior of themethods).Alternatively, ESC/Java canalso
processclass�les directly, althoughwith muchlessusefulresults.

Detectedfaults

ESC/Java is by no meansa soundchecker (in thesensethat it detectsall faults),nor
is its goal to be complete(in the sensethat it never givesspuriouswarnings). [36,
AppendixC] explainswhy:

“An unsoundnessis a circumstancethat causesESC/Java to missan
error that is actually presentin the programit is analyzing. Because
ESC/Javaisanextendedstaticcheckerratherthanaprogramveri�er , some
unsoundnessesareincorporatedinto thecheckerbydesign,basedoninten-
tional trade-offs of unsoundnesswith otherpropertiesof thechecker, such
asfrequency of falsealarms(incompleteness),ef�ciency, etc. Continuing
experience,andnew ideas,may leadto re-evaluationof thesetrade-offs,
with somesourcesof unsoundnesspossiblybeingeliminatedandothers
possiblybeingaddedin futureversionsof ESC/Java.”

One point that is maybenot quite clear in this quotationis the fact that for certain
properties,soundchecksmay be possible,but would requirelarge extensionsof the
givenchecker. These“intentional” trade-offsareusuallydueto thefactthatthis(large)
projectis still far from being�nished, anda compromisehadbeenmadeto producea
working programcheckeron time.

Thefocusof ESC/Java is to verify thevalidity of assertionsstatically. Therefore,it
requiresannotationsin thecodein orderto bereallyuseful(althoughcertainproperties
arecheckedby default). Many annotationsaresomeform of assumptionwheretheuser
suppliesadditionalinformationto theprogram,whichwouldotherwisenotbeavailable
at compile-time.Thechecksfor raceconditionsanddeadlocksarespeci�c extensions
of thesetwo primitivesandhave not originally beenthegoalof ESC/Java. However,
thereis work in progressthatwill makecheckingfor synchronizationproblemseasier.

In theexamples,the DeadlockWait2 example(Listing D.4) wasnot countedbe-
causeESC/Java's theoremprover “Simplify” crashedduring executionunderLinux.
This failure could not be reproducedunderSolarisby Compaq's developmentteam,
andit canbe assumedthat it will be �x ed for thenext Linux version. Also, theJlint
testexamplegave anoutputthatwashardto interpret;with the improvedsupportfor
synchronizedmethodsin thenext version,it shouldbeclearer.

TheDiningPhilosophersproblem(ListingD.14)couldhavebeenmademoretractable
for ESC/Java by �xing the numberof processes,possiblyalsoby preprocessingthe
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code(seeSection3.3.3). However, the amountof annotationsnecessaryin that case
(andalsofor the sharedbuffer problem)would have beenreally large, comingclose
to a formal proof. This is outsidethe usagethat canbe expectedin industrialappli-
cation programming,wherea tight schedulewill not allow for the time neededfor
constructingmodelvariablesthat re�ect propertiesof theprogramwhich hold during
the executionof all threads.Oncesomeonegetsthat far, the main work of veri�ca-
tion is doneby a humanratherthanthe computer. WhenusingESC/Java, it is more
bene�cial to focuson thefaultsthatoccurundersimplercircumstances.

Strengths

ESC/Java �nds indeedall of thesimplerfaultsandonly really fails in two cases:First
in theexamplegivenin theESC/Javamanual(Listing D.8),wherea temporarychange
in thedatastructurecannotbereproducedby data�o w analysis;secondin theSplit-
Syncexample(Listing D.6), whereit reportsa potentialdeadlockratherthana race
condition. In thetwo morecomplex cases(sharedbuffer andDining Philosophers),it
hintsat troublespotsin thecode,regardlessof whetherthegivenexampleworkscor-
rectly or not. Eventhoughthis maylook like a failure,onehasto keepin mind thata
usercanturnawarningoff for agivenpositionin thecode,makingit easyto eliminate
spuriouswarningsoncethey havebeenexamined.

Required knowledgeand effort

ESC/Java is averypowerful tool, encompassingwarningsin 21categories,24annota-
tion pragmas,and18speci�cationexpressionswhichareneededfor someannotations.
Its rich syntaxis similar to a small programminglanguageof its own, but on a more
abstractlevel. Thereforefully masteringtheannotationlanguagerequiresa thorough
understandingof Java, especiallyif model variablesand lock set annotationsare to
be used. If one focuseson simplerchecks,onecanstartwith fewer, more intuitive
pragmas,suchasassert . Futureversionsof ESC/Java will hide someof the inter-
nal complexity whendealingwith synchronized blocks,making its usagesimpler.
The programmeralsoneedsto have a basicunderstandingof preconditions,postcon-
ditionsandinvariants.Unfortunately, themanualtriesto bebothanintroductionanda
reference;it doesquitewell at achieving thelatter, but on thecostof theformer.

Thenumberof annotationsrequiredhasto betakenwith agrainof salt,becausethe
annotationsweregearedtowardscheckingfor deadlocksandraceconditions;certain
warnings,suchaspotentially incorrectarrayaccesses,were ignored. In the current
version,the annotationoverheadwasacceptable,even thoughonesometimeshasto
investsometimeinto �nding theright setof annotationsto useif complex relationships
betweenobjectsshouldbe expressed.For simple cases,the annotationsare trivial,
usuallyonly for ensuringthatreferencesarenot null .

Performance

ESC/Java is de�nitely slower thana compiler, sinceit hasto repeatmostof thecom-
piler's task and run its theoremprover on top of it. The overheadis not too large,
though; in most cases,ESC/Java shouldbe suitablefor running beforecheckingin
sourcecode,and it is de�nitely usefulas a veri�cation stageprior to testing,given
the codeis suf�ciently annotated.However, the output is not meantto be processed
automatically(unlike testcases).
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Program Size Linesof anno- LOA/
(NCLOC) tations(LOA) NCLOC

Deadlock 50 2 4.00%
Deadlock2 50 8 16.00%
Deadlock3 48 3 6.25%
Deadlock-Wait 43 3 6.98%
Deadlock-Wait2 65 6 9.23%
SplitSync 26 2 7.69%
Jlint 26 9 34.62%
ESC/Java 77 14 18.18%
Buffer 66 8 12.12%
BufferSem 90 18 20.00%
Philosopher 93 11 11.83%
PhilosopherHost 116 16 13.79%
Total 750 100 13.33%

Table3.2: Annotationsrequiredfor codeexamples. Annotationsaresometimesin-
complete(certainchecksweredisabled).Annotationsfor the Semaphoreclasswere
countedtowardsall programsusingsemaphores.The given numbersre�ect the true
annotationsafter a small extensionto ESC/Java will be added,which will allow for
moreconciseannotations.

Limitations

A majorproblemwhenworkingwith ESC/Javais thatit is verylikely to generatewarn-
ings for any synchronized statement.Only with extra annotations,onecanremove
thesewarnings.Sometimes,�nding theright annotationcanbevery hard. For an in-
correctannotation,ESC/Java will complainabouta violatedinvariant.At thatpoint, it
is not clearwhethertheannotationwasincorrector merelyinsuf�cient for ESC/Java's
theoremprover, or whetherthereis agenuinefault in theprogram.Thisis preciselythe
questionthattheprovershouldanswer, but for complicatedprograms,it cannotalways
help.

ESC/Java's warningsareusuallyveryconcise– moreoftenthannot,a bit too con-
cise. Sometimes,someextra informationor a small counter-examplewould be very
helpful. Right now, counter-examplesareonly givenin aninternalformat,which cor-
respondsto anintermediatelanguagewhich is usedwhentranslatingtheJavaprogram
into a proof. Thesecounter-examplesarevery hardto read,andit is not possibleto
understandthemfully without thoroughknowledgeaboutESC/Java internals.This is
certainlyanareathatneedsimprovement.Onehasto keepin mind thatgeneratingex-
amplesin therealprogramminglanguage,basedon propertiesdisprovedby a formal
checker (in a highly abstractrepresentation)is a very hardproblem.Banderaandthe
SLAM tools([2, 6]) aresupposedto solve it.

Summary

ESC/Java is de�nitely themostpowerful staticchecker currentlyavailable. While its
key strengthsarenotin theareaof synchronizationproblems,therearealreadyacouple
of featuresthatallow very usefulchecking.Work is in progressto make checkingfor
deadlockseasierandmorepowerful.
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ESC/Java requiressometime to be mastered;it remainsto be seenwhetherthe
effort is worthwhile,giventhecurrentstageof implementation.

3.4.5 Jlint test results(version1.11)

Overview

Jlint worksdirectly on thecompiledclassesandthereforedoesnot requirethesource
code.However, it doesnot allow for annotationsandtemplateseither, restrictingany
checksto theoneswhichare“hard-wired” into thesourcecode.Ontheotherhand,this
makesit extremelyeasyto use;very little prior knowledgeis neededto runthetool and
interpretits output.

Detectedfaults

Jlint only performscontrol �o w and very limited data �o w analysis. Therefore,it
canonly detectdeadlocksthatoccuron a methodlevel, i.e. wherethesynchronized
statementappliesto theentiremethodandobtainsalockonthecurrentinstance(this ).
Synchronizationproblemswithin methods,wheresynchronized(resourc e) applies
to ablock of code,areignored.

In general,checkingtheselocksis veryhard,dueto thealiasingproblem. Because
a referencecanbecopiedor changedduringrun time, thecontentof a certainvariable
cannotalwaysbedeterminedstatically. KonstantinKnizhnik, theauthorof Jlint, says:

“Theproblemwith analyzingsynchronized(lock) { block } con-
structionsis that"lock" canbearbitraryexpression,andit is impossibleto
detectwithout executionof [the] programwhethertwo suchexpressions
referto thesameobject.Eventhesimplestcase,whenlock is justthename
of variable,requirefull data�o w analysisto be ableto make conclusion
whichobjectis locked.”

However, if a variableis sharedbetweenthreads(eitherasa singletoninstanceor a
staticvariable)anddoesnot changeduring the execution,a checkcanstill be done,
without (complicated)data�o w analysis.For testingthis, thetwo basicdeadlockpro-
grams(Listings D.1 andD.3) were transformedinto programsthat exhibit the same
locking problem,but betweenmethodsratherthanwithin thesamemethod.Jlint suc-
cessfullydetectedthesedeadlocksandgaveaveryusefulandconcisedescription.

Strengths

Jlint's is mostusefulat checkingsynchronizationproblems,whereit supportsdead-
lockson a methodlevel, andcertainraceconditionchecks.It alsoperformsa number
of otherchecksusinga simpledata�o w analysis,suchasthecheckfor possiblenull
references.Thesefaultsareeasierto �nd thansynchronizationproblems. Jlint also
hassomespecializedcheckswhich arevery reliable,but applyto uncommontypesof
faults.

Performance

Jlint's biggeststrengthis its extremelyfastperformance(sinceit hasbeenwritten in
C++), which makesit evenfasterthanthecurrentJava compilers(which have to ana-
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lyze theentiresourcewhile a class�le is muchsimpler). This makesit very easyto
runJlint often,oncethesource�les compile.

Requiredknowledgeand effort

As it hasbeenmentionedabove,Jlint requiresvery little prior knowledge.It is recom-
mendedto readthemanual,which is not too long andstill encompassesall of Jlint's
functionality, beforeusingthetool. No knowledgeotherthana goodunderstandingof
Java is required,asJlint doesnotallow any annotations.

Limitations

Jlint'soriginal scopefor synchronizationswasvery limited, becauseit only workedon
a methodlevel. An extensionfor the remainingDeadlockexampleswasshown to be
possiblewith a reasonableeffort. In orderto verify whethertheassumptionsneeded
for doing thesechecksarevalid in real code,an analysisof Trilogy's codefollowed
(seeSection3.5).

Summary

Jlint's simplicity and speedmake it worth using on codeof any size. However, it
doesnot allow any customization,so repeatedusagefor gradualre�nement is a less
likely scenario.Jlint fails to detectmany faults,but is generallyconservativeat issuing
warnings,whichmakesit quiteuseful.

3.5 Statistical analysis

Knowing now thecapabilitiesof these� ve tools, it still wasunclearwhich onewould
be bestsuitedto a realworld scenario.How oftendo synchronizedblocks,a feature
that Jlint doesnot support,occur? In synchronizedblocks,what resourceis usually
synchronizedon?Are complex lockingschemes(suchaslistsof locks)common?

An analysisof Trilogy's codeandothercodebasesshedslight into this problem.
With anincreasingly�ne level of detail,severalaspectsof concurrentprogrammingin
Javawereanalyzed.First, thescopeof theanalysiswill beshown, thentheresults.

3.5.1 Scope

Theanalysisconsistedof threesteps:

1. Gettinga countof synchronized methodsandblocks. Their numbergivesa
measureof “parallelism”of aJavapackage.However, therelativenumberswere
far moreinteresting,asthey give an indicationof whatJava checkersshouldbe
capableof in orderto covermostcasesoccurringin realsoftware.

2. Thedifferentcasesof synchronized blocks:

(a) synchronized([this. ]ge tCl ass () : thisis asynchronizationonthecur-
rentclass.In mostcases,thesynchronized blockcouldbesubstitutedby
a call to a static synchronized (class)method.1

1If instance(non-static ) �elds areusedwithin the synchronized block, a direct substitutionis not
possible.
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(b) synchronized(this) : a synchronizationon the current instance. The
synchronized block can be substitutedwith a call to a synchronized
method.Synchronizingon aninstanceis far morecommonthansynchro-
nizingonall instancesof aclass(asin case2a).

(c) Othercases.In thatcase,anarbitraryobjectis synchronizedon (usuallya
�eld of thecurrentclass).

3. In case2c, what kind of variableis synchronizedon? Thereare quite a few
possiblecases:

(a) Membersof thecurrentclass:
� Class(static ) variables.This is usuallythecasewhena resourceis

sharedbetweendifferentinstancesandmayonly be accessedby one
instanceatatime. Thestatic referenceis usuallystill pointsto anin-
stance,notaclass– thereforethedistinctionbetweensynchronizations
ona class(case2a)andona classvariable(thiscase).

� Instancevariables.Often, this casecorrespondsa singletoninstance
[51] whichholdsa sharedresource.

� Inherited�elds. Dependingon whetherthey are static or not, they
correspondto oneof the two casesabove. However, they aremore
dif�cult to analyze(andalsomoredif�cult to keeptrackof for a pro-
grammer).

(b) Membersof anotherclass: a direct �eld accessto anotherobjectusually
correspondsto unsafedesign,but is sometimesusedfor a performance
advantage.

(c) Functionparametersandlocal variables:in this case,the referenceto the
objectthat is locked on is obtaineddynamically, andrequiresa data�o w
analysisacrossmethods,oftenacrossmethodsof differentclasses.

Case3ausuallycorrespondsto asharedresourcethatis initializedonceduringinstance
(or class)creationandthenusedthroughoutthelifetime of aninstance.Possibly, that
resourcemay be re-allocatedunderspecialcircumstances.Becausethesereferences
generallydo not change,their analysisis relatively simple. Therefore,Jlint couldbe
easilyextendedto encompasssuchcases.Thequestionwasnow how commonsucha
caseis.

In theothercases,interactionsbetweenclassesneedbeanalyzed.This requiresa
globaldata�ow analysis,whichbeyondthescopeof currentlyavailablecheckers.

3.5.2 Analysismethod

Cases1 to 3acouldbecoveredbyashellscript,whileacloseranalysisof synchronized
blockswasdoneby a Perlscript implementinga smallJava parser. SeeappendixA.1
onpage60 for a descriptionof theseprograms.

3.5.3 Analysis results

A listing of all theinformationgatheredduringtheanalysiscanbefoundin appendixes
A.2 to A.4. This sectionsummarizestheseresults.
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Trilogy' ssourcecode

Synchronized methodsmakeupaboutthemajorityof theoccurrencesof synchronized
statements(seetable3.3 and�gure 3.2 ). The synchronizationson this or the cur-
rent classmake up a small amount. 35% arecase2c, wherean “arbitrary” variable
is synchronizedon. This shows that thesimplercasesalreadycover two thirds of all
synchronizationissues.

487 Total 100.00%
265 synchronized methods 54.41%
51 on this 10.47%
93 ona classor instancevar. 19.10%
30 ona class(on r.getClass() ) 6.16%
48 Othercases 9.86%

Table3.3: Overall usageof synchronized statementsin Trilogy'scode.

Out of thesehardercases,the majority is a single sharedresourcethat is used
amongseveral instances(using a static variable)or threadsusing the sameclass.
Thecombined“simpler” cases(synchronizationson this , classor instancevariables,
or classes)makeupthemajorpartof all synchronizationstatements(about85%).Also,
thisis asubstantialincreasecomparedto thesynchronized methodsonly. It shouldbe
notedthatthekind of complexity encounteredvariesa lot betweendifferentpackages.
Forexample,thecoreclasses,whichadministratemany sharedresources,containmany
synchronizationson suchresources.Otherpackages,especiallywrappers,frequently
obtainareferenceto suchasharedresourcesthroughinteractionwith differentclasses.
Whatdootherpackageslook like?Are they similar to Trilogy's?

265

synchronizedmethod

51

on this 93

ona class/instancevar.

30

ona class

48
othercases

Figure3.2:Overallusageof synchronized statementsin Trilogy'scode.A distinction
is madebetweensynchronized methods,synchronizationsonobject�elds (whichare
referencesto anobjectinstance),onclassesandothercases.

Built-in Java packages

While thebig pictureis similar, therearehugediscrepanciesamongthedifferentpack-
ages.Especiallynoteworthy is thehigh numberof local variables(dueto interaction
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betweenobjectsfor managingsharedresources)in the awt package.Themorecom-
plex casesaresigni�cantly morefrequentthanin Trilogy's code(17.59%asopposed
to 9.86%). This is not surprising,sincethesepackageshave to implementthe core
Java functionality, and it is desirablethat muchof the complexity of multi-threaded
programmingis takenawayby well-designed,thread-safecoreclasses.

Other packages

Swing

Somejavax.* packages(accessibility, naming, swing ) arenow includedin the
JavaRunTimeEnvironment,version1.3andnewer. Exceptfor theSwingGUI toolkit,
almost no synchronizationstatementsare usedat all. Thesepackagesare mostly
single-threaded,but thread-safe.Hencemostsynchronizationoperationsareguards
againstconcurrentusage.Thehigh number(74.77%)of synchronized methodsand
synchronized this blocksshowsthis. Also, thetotalnumberof synchronized key-
wordsin thecodeis lower thanin any otherpackageanalyzed.Onecanconcludethat
in packagesthat deallessoftenwith concurrency issues,the synchronizationson the
this instancevia synchronized blocksor methodsareby far the mostoften used
ones,sincethey usuallyonly serve to guaranteean“atomic” operationwithin a block
or method.2

OMG (CORBA) packages The omg.* packagesthat comewith the JRE 1.3 im-
plementtheCORBA functionality for Java. Sincethe real multi-threadingissuesare
in theunderlyingnatively implementedframework, which hasto beableto dealwith
many requestsatatime,theJavapackagesonly includesynchronizationsonthecurrent
instanceor class,andnootherlockingschemes.

Concurrencypackage Sincethis packageimplementshigher, concurrent“building
blocks”, suchassharedreadlocks,it is inherentlythemostcomplex onewith respect
to parallelism. Nevertheless,the numberof locks on the currentinstancemakesup
51.41%of all locks. Evenin sucha complex package,the “atomic block or method”
typeof synchronizationis themostcommonone. Of the rest,theoverwhelmingma-
jority (43.13% of thetotal) weresynchronizationson a classor instancevariables(in
195out of 229cases,�elds thatwereinherited;in 31 cases,non-static �elds). Usu-
ally, thesevariableswerepart of a morecomplex datastructure(e.g. a nodein a list
or queue),andthereforeweresometimesquitehardto analyze(alsoseeSectionF.3 on
page123).

ETH Data warehousingtool This tool, having notmany linesof code,wasthesec-
ondmostcomplex packageanalyzed(unlesssomeJavapackagessuchasjava.beans.*
or java.io.* areconsideredseparately).However, 83.08%of all casesweresynchronized
methods,andtherestweresynchronizationsonaclassor instancevariables.Thispack-
ageshouldbe easierto handlefor a staticchecker becausethereareno interactions
betweenclasseswhena lock hasto beobtained.

2Strictly speaking,theoperationis only atomicwith respectto thethis instance.
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3.5.4 Common traits

As onecansee,thereseemsto bea trendtowardssimplercasesof synchronizationsin
smallerpackagesandpackagesthatprovideawrapperfunctionality. All in all, thetrend
is evidentthatthesesimplercasesprevail, evenin complex packages.Evenmostof the
complex casesseemto bemanageablewithout inter-objectdata�o w analysis.This is a
veryencouragingresult,assimplecheckerscanalreadycoverquitea largepercentage
(about85 %) of all synchronized statements.A “simple” checker in this context is
onewhich canperforminter-objectdata�o w, track referencesacrossmethodsto see
if they arenot changed,andcheckall synchronizationsusingsuchreferencesor this .
Of course,it is not certainhow likely faultsarepresentin thesesimplecases,andhow
likely faultsoccurin theremaining15%, thecomplex cases.

1351

synchronizedmethod

209

on this 582

ona class/instancevar.

68

ona class

303
othercases

Figure3.3: Total usageof synchronized statementsin all analyzedpackages.A total
of almosta million linesof code(LOC)wasanalyzed.

3.6 Comparisonof the results

3.6.1 Testexamples

For analyzingmulti-threadingproblems,MaCcannotbeusedyet. Thereforeit wasnot
consideredfurther.

Rivet

By simply lookingatthechart(�gure 3.1onpage15),Rivetseemsto beaclearwinner.
Being an exhaustive checker, it cancatchall multi-threadingfaultsby nature. This
comesat thepriceof a high overhead,andanarchitecturethatis no longercompatible
with newer virtual machines.Using Rivet in currentenvironmentswould requirea
signi�cant portingeffort.
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VisualThreads

Basedon a powerful deadlock/racecondition detectionalgorithm, VisualThreadsis
very successfulat detectingmany kindsof faults.Unfortunately, thefactthat it moni-
torsthePOSIXthreadAPI, ratherthanthelocksin thevirtual machineitself, makesit
muchlesscapable�nding faultsin Java programs.A specializedJava virtual machine
with thesamemonitoringalgorithmswould be muchmoreuseful(andprobablyalso
faster).

ESC/Java

Dueto its morepowerful theoremprover, ESC/Javasuccessfullyhandlesall thesimpler
testexamplesandonly fails in very complex cases.However, it is hardto learnand
muchmoretimeconsumingto use,becausethecode(eitherassourcecodeorbytecode)
hasto beannotatedin orderto becheckedeffectively.

Jlint

Jlint'sanalysiscapabilitiesarelimited,sinceit doesnotbuild onasophisticatedmodel.
Despitethis simplicity, Jlint wasquiteeffectiveat �nding certaindeadlocks.Fromthe
developer'spointof view, it is de�nitely theeasiestoneto use.

3.6.2 Real world problems

Dynamiccheckershave beenmoresuccessfulwith thegivenexamples.Nevertheless,
therewereotherdrawbacksinvolvedin the two speci�c tools thatweretested.As of
January2001,oneof thestaticcheckersevaluatedherewould likely be moreuseful.
All dynamictoolswould requiremajorchangesor extensions,which would not have
beenfeasiblewithin thegiventime.

Thegoalof thestatisticalanalysiswasto �nd whetherthestaticcheckerswouldbe
severelyhamperedby their incapabilityof analyzingcomplex lockingschemessuchas
presentin thesharedbuffer andDining Philosophersexamples.Theanalysisshowed
thatthey probablyarenot– the“easy”casesarefarmorelikely thanthe“hard” ones.

Theoriginalversionof Jlint (asopposedto ESC/Java)only coveredsynchronized
methods;as the statisticalanalysisshowed, an extensionto synchronized blocks
would increaseits scopeandusefulnesssubstantially. Jlint's smallsize,its freeavail-
ability andthefactthatit wasnotbeingdevelopedfurtherat thattimemadeit easierto
extend.Thereforethestepwastakento extendJlint'sanalysis.

Of courseastatisticalanalysiscanonly coverthefrequencyof certainlockingcon-
stellations,not the likelihoodthata fault is foundin these.Thereforetheactualvalue
of a tool thatcancover the remainingfew caseswhich arehardestto analyzemaybe
a lot higherin practice.Thereis nodataavailableyet on thattopic; moreover, judging
the“severity” of a fault is a verysubjectiveprocess.As for thestateof theart,simpler
problemsneedto besolved�rst beforetheveryhardestonescanbetackled.

3.7 Summary

This chapterdescribedthequestionsthatarerelevantfor choosinga checkingtool, no
matterwhat its technology(sincefor the developer, theusefulnessis moreimportant



32 CHAPTER3. EVALUATION STAGE

thanthetechnologyused).Becauserunningall toolsagainsttheentirecodebaseis not
feasiblewithin thegiventime,a smallsetof representativetestexampleswaschosen.

Choosingthe testexamplesbasedon certainmetricswasabandonedin favor of
choosingexamplesthat exhibit certaintypical problemsin multi-threadedprogram-
ming. Theimportanceof eachaspectthata tool coverswasjudgedby their numberof
occurrencesfoundin thesourcecodeanalysis.This metricmaybetoo simplistic,but
no re�ned metricsareavailableyet.

It could be seenthat even thoughstatic analyzerscannotcopewith really com-
plex lockingschemes,they successfullydealwith simplercases.Thesearemuchmore
commonin realsourcecode.This is why thedecisionwasmadeto extendJlint's ap-
plicability to synchronized blocks.ThisextensionwouldbringJlint, thesimplestand
fastestchecker, to thesamelevel of moreadvancedstaticcheckers,suchasESC/Java,
withoutsacri�cing Jlint's speedandeaseof use.



Chapter 4

Jlint extensions

In its availableversion(asof December2000),Jlintwasonlyapplicableto synchronized
methods,thesimplestcaseof synchronizationin Java. Thiswasdisappointing,because
the other cases,synchronized blocks, make up about45% of all synchronization
statementsin Java, astheevaluationshowed. Therefore,thegoalwasto addsupport
for synchronized blocksandre�ne the deadlockandraceconditionchecksJlint is
performingwith this �ner granularity.

The �rst two sectionsdescribethe Jlint extensionsin moredetail. The next two
sectionsdealwith algorithmicchangesandtheir implicationsin Jlint'scode.Problems
encounteredarediscussedafterwards.Finally, theresultsof theapplicationof Jlint to
severalsoftwarepackagesareshown.

4.1 How Jlint works

Jlint worksin two passes.Mostchecksaredonein the�rst pass.Thetwo passeswork
asfollows:

1. Jlint readsbytecode(.class ) �les andparsesthem.It thenanalyzeseachmethod,
examiningcodelocally. During thesesproofs,thecall graphis built.

2. The(global)call graphanalysisfollowswhenall class�les havebeenprocessed.
In this pass,Jlint checksthecall graphfor potentialdeadlocks.

4.2 Goals

Themaingoalwasto extendJlint'sapplicabilityto the“synchronizedblock” construct.
This wouldallow thefollowing extrachecks:

1. Wait/notify analysis: For eachwait , notify or notifyAll call, the current
threadhasto own a lock on the callee[50, p. 414]. Ratherthanonly check-
ing whetherany lock is owned,theextendedJlint shouldknow which onesare
owned.

� If themonitorfor theobjectthatis beingwaitedon is not held,a racecon-
dition or IllegalMonitorStateE xce pti on might occurwhenthethread
resumesexecution.

33
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� If thewaiting threadholdsotherlocks, theseareinaccessiblefor the time
while thatthreadis waiting. Deadlocksarepossibleunderthisscenario.

2. Synchronizedblock analysis: In thesamewaysynchronized methodcallsare
checked for potentialdeadlocks(loop in the call graph),acquiringthemonitor
in synchronized blocksshouldalsobe checked for deadlocks.While it was
clear(from ListingsD.1 andD.2 on pages85 - 86) that synchronized blocks
can,undersomecircumstances,be treatedequivalent to calls to a specialized
method,it wasnot clearinitially howthis shouldbeincludedin Jlint.

3. Lock changeanalysis:Duringamanualanalysisof intermediate�les of thesta-
tisticalanalysis,apotentialraceconditionhasbeendiscoveredin theETHZ data
warehousingpackage[24] becausea lock variable(which wasan array, andas
sucharesourcepool)waschangedoutsideany monitors.Becauseonly accesses
to individualarrayentrieswereguardedby a lock, but nota changeto theentire
array, a fatal raceconditioncould occurwhenthe arrayis re-initializedwith a
differentsize.It wouldbedesirableif Jlint could�nd suchfaultsautomatically.

Rule 3 is best illustratedby an example. Listing 4.1 shows a scenariothat is quite
similar to arealcasewheresuchafault hasbeenfound.Whentheentireresourcepool
is re-allocated,its creationis notguardedby a higherlock. Introducinga lock variable
for theresourcepool (a simpleObject will do) andusingthatonefor locking instead
of thearraywill �x this bug.

Listing 4.1An exampleshowing araceconditionwhenre-initializinga resourcepool.
Becausesucha faulthasbeenfoundmanuallyin adatawarehousingpackage,arule to
checkthis wasaddedto Jlint.

class ResourcePool {
int size = 100;
int count = 0;
Object[] resources = new Object[size];
public boolean addEntry(Object entry) {

if (count < size) {
synchronized(resources) {

resources[count++] = entry;
}

}
}
public setSize(int newSize) {

size = newSize; // race condition!
count = 0; // another race condition!
oldres = resources;
resources = new Object[size]; // race condition!
synchronized(resources) {

/* restore old values */
}

}
}

4.3 Implementation of extensions

Now, all theseextensionshave beenimplemented.Themajoralgorithmicchangesin
Jlint for implementingthethreemajornew featuresaredescribedin this section.The
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wait/notify analysiswasimplementedat a methodlevel (locally). The synchronized
blockanalysisis includedin Jlint'ssecond(�nal) pass,thecall graphanalysis.Thelock
changeanalysisis partially implementedlocally to eachmethod,with a �nal analysis
at theendof parsingeachclass.

All extensionshave in commonthatthealiasingproblemhasto besolved,at least
partially. In the Java Virtual Machine,all operationswork on a stackof operands.
Therefore,the“alias” to eachvalueon thestackhasto beknown in orderto perform
any checking.

4.3.1 Tracking referencealiases

How �eld accesseswork in the JVM

A �eld is avariablethatis partof eachobjectinstance(or class,for static variables).
Becausetheoperandstack,whereall valuesare“nameless”,is centralto theJava Vir-
tual Machine,it wasnecessaryto addreferencetracking , which keepstrack of the
“alias” (the �eld name)of eachstackelement. In order to understandthe way how
�eld accessesworksin Javabytecode,hereis a smallexample([50, p. 381]):

Javasourcecode Compiledbytecode
int getIt() {

return i;
}

Method int getIt()
0 aload_0 // this
1 getfield #4 // Field Example.i I
4 return // returns first element on stack

This exampleshows a key aspectof how �elds aretreatedin bytecode(andin the
virtual machine):�elds arenever useddirectly. Instead,they arecopiedon top of the
stackwith a getfield instruction. Fromthenon, any manipulationsof that �eld are
madeon the stack. A putfield instructionstoresthe top value of the stackin an
instance�eld.

Tracking valueson the stack

The putfield and getfield instructionshave to be treatedspecially, as they are
the only indicatorsof the “true” identity of a valueon the stack. The samegoesfor
putstatic andgetstatic , which arethe equivalentinstructionsfor static �elds.
In theextendedJlint, a referenceto theoriginal value(the �eld of a class)is kept for
eachstackelement. In order to keeptrack of the valuesusedin the stack,all stack
instructionshadto beaugmentedwith codethatcopiesthatreference.

Moreover, thenew instruction(whichallocatesmemoryfor anobjectandreturnsits
reference)hadto betreatedspeciallyaswell.1 For eachnew call, anew �eld descriptor
with thename<new#n> is created,where#n standsfor thenumberof theobjectthatis
created(thenth occurrenceof thenew operationin that.class �le).

Finally, the this pointeris alwaysthe0th elementon thestack(i.e. the0th argu-
mentof a method)for eachnon-static method. Therefore,at the beginning of the
analysisof eachmethod,the0th elementis setequalto a special<this> �eld, which
is createdprior to theanalysisof eachclass.This name(like the<new#n> �elds) does
notexist in theconstantpoolof theclass,andthereforehasto beallocatedspecially.

1Thenew instructiondoesnot directly correspondto a constructor. It only allocatesthememoryneeded.
A subsequentcall to aspecial<init> methodthenrunstheconstructorandany otherinitializations(suchas
theonesin variabledeclarationssuchasint i = 1).
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4.3.2 Wait/notify analysis

While checkingeachmethod,Jlint hasto keeptrackof thelocksthatthethreadexecut-
ing thatmethodis holding. A lock on this is heldwhile a synchronized methodis
executed.In synchronized blocks,a lock onany objectis acquiredandreleasedwith
monitorenter andmoniterexit operations.

Lock setclass

Whenever a monitorenter or monitorexit operationis encountered,the nameof
the �eld that the locking operationworks on is needed.Using the referencetracking
describedin the previous section,this problemis solved. Furthermore,four major
operationshave to beperformedwhencheckingthecorrectnessof locking:

1. Addinga lock to thecurrentsetof locks.

2. Removing a lock from thelock set.

3. Checkingwhethera lock is currentlybeingheld.

4. Gettingthemostrecentlyacquiredlock.

Sinceproperties3 and4 cannotbeimplementedef�ciently with asingledatastructure,
a specialLocks classencapsulatesthese(anda few other)operations.It usesboth a
vectoranda hashtable,which is the easiestway of performingboth operationsef�-
ciently. Of course,sincethe lock set is alwayssmall, the performancewasof minor
importance.

Wait/notify analysis

With thegivenfunctionalityof thelock set,it is now trivial to checkwhetherthemost
recentlyacquiredlock wastheright one(thecalleeof thewait or notify method),or
whetherany otherlocksareheld.

4.3.3 Synchronizedblock analysis

This extensionallows, additionally to synchronized methods,also an examination
of deadlocksin synchronized blocks. First of all, a synchronized block hasto be
recognizedassuch! This soundstrivial, but it is mademuchharderby the fact that
synchronized methodsare supportedwithin the virtual machine: In the bytecode,
only a special�ag is setfor eachsynchronized method,but thereareno specialin-
structions.However, synchronized blocksareimplementedvia two specialinstruc-
tions: monitorenter andmonitorexit . Section4.3.1hasdescribedhow theoriginal
valuesof theargumentto thesetwo operationscanbekepttrackof.

Originally, Jlint'scall graphonly includedmethodcalls.Eventhoughit wasshown
thatsynchronized blockscouldbeconvertedto methodcallsto aspecialmethodof a
specialclass,thatextensionwasnot quitestraightforwardto implement.In theend,a
methodcall to aspecial<synch> methodof the“instance”OWNER.NAMEwaschosento
modelthedependency betweensynchronized blocksandmethodcalls. OWNERis the
classthat “owns” the lock (theonewherethe lock is an instanceor static�eld). The
NAMEentrycorrespondsto thenameof that�eld.
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public class Example {
Object lock = new Object();
Object innerLock = new Object();

public void foo() {
synchronized (lock) {

synchronized (innerLock) { }
}
synchronized (lock) { }

}
}

Example.foo

Example.lock.<synch>

Example.innerLock.<synch>

Figure4.1: Call graphextensionfor synchronized blocks.

A synchronized block resultsin an edgefrom the currentmethodto a pseudo
methodrepresentingthat block. If a methodExample.foo acquiresa lock on the
variablelock , theedgeExample.foo � Example.lock.<synch> is addedto thecall
graph. If thesamemethodacquiresanotherlock within the �rst synchronizedblock,
theedgeExample.lock.<synch > � Example.innerLock.<s ync h> is added.If the
samelock is releasedandthenre-acquired,thesamepseudomethodsareused.This is
becauseonly thenestingof methodcallsandsynchronized blocksis important,not
theorder in which they occur. Figure4.1 illustratesthis.

Figure4.2 shows a slightly longerexamplewith its extendedcall graph. What is
not shown in this exampleis thatmethodcallswithin a synchronized block require
anotheredgefrom thatpseudomethodto thecalledmethod.

As onecansee,this seamlesslycombinesthe analysisof synchronized blocks
with synchronized methods.In this case,thepotentialdeadlockover the two �elds
a andb forms a loop in the extendedcall graph. The standardloop detectionalgo-
rithm detectsthis loop without any changes.Theonly changethatwasneededin the
remainingcodewasfor reformattingtheoutput.Despitethis, it is notclearhow exten-
sible suchan algorithmis to further aliasanalysis,especiallywhena lock variableis
obtainedvia methodcalls.

public class Deadlock {
Object a = new Object();
Object b = new Object();
public void foo() {

synchronized (a) {
synchronized (b) { }

}
}
public void bar() {

synchronized (b) {
synchronized (a) { }

}
}

}

Deadlock.foo

Deadlock.a.<synch>

Deadlock.b.<synch>

Deadlock.bar

Figure4.2: Call graphextensionfor Listing F.2.

In orderto avoid duplicatelocks, the new Jlint usesthe Locks class(seeSection
4.3.2)to keeptrackof the lock usage.By knowing which locks areheldat theentry
of a method,onecanavoid addinganotheredgeto thecall graph.This originally was
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a majorproblem.Thereis no API for building thecall graph,nor is thereany way of
checkingfor theexistenceof anedgein it. Thecall graphis assembledin themethod
descriptorclass(in themain loop of the local analysis),andonly thealgorithmitself
guaranteesthat no edgeis addedtwice. This works fairly well until oneextendsthe
call graphto synchronized blocks(seeFigure4.1).

Thechanceis fairly high that thesamemethodis calledin severalplaceswith the
samelock beingheld.Thiswould resultin thesameedgebeingaddedseveraltimesto
thecall graph.Not only would thesamewarningbeissuedmultiple times,but thecall
graphanalysiswouldalsobesloweddown greatly. Thatalgorithmmightevenbestuck
in in�nite loops.Sucha behavior hadto beavoidedat any cost.

By keepingtrack of the locks that have alreadybeenacquiredwhena methodis
called,noredundantedgesin thecall grapharecreated.

4.3.4 Lock changeanalysis

Thelastextensionwasananalysisof changesmadeto lockingvariables,i.e. putfield
commandsonthem.For eachclass,anotherlock setis usedfor thispurposeonly. Each
variablein that set is checked for assignmentsoutsidethe two specialinitialization
methods<init> and<clinit> andoutsideany monitors.

In fact,thecheckis donefor any referenceduringthelocal(method)analysis,since
theirusageaslocksis notknown beforehand.At theend,warningsareprintedfor each
variablethathasbeenusedfor lockingpurposes.

4.4 Codechanges

Thissectiondescribesthechangesin Jlint'scodeatamoredetailed,lower level. Table
4.1 shows the changesto the Jlint codein simple numbers. Version1.12 hasbeen
formattedusingXEmacs' “autoindent” feature. Thus the large code“growth” from
version1.11to 1.12,which areidenticalexceptfor thefactthatthemonolithicheader
andcode�les have beensplit up into several�les (onefor eachclass,or a few classes
that belongtogether). Splitting up the �les also introducedsomeextra whitespace,
alongwith many extra includedirectivesandincludeguards;this, togetherwith the
reformatting,makesupthelargedifferencein lines.In table4.1,thesizeof thedifferent
versionsin linesof code(LOC) andnon-commentlinesof code(NCLOC) is listed.

Version LOC NCLOC

1.11(lastrelease) 5270 4533
1.12(separate�les for mostclasses) 6254 5110
2.0(enhancedJlint) 6994 5615
Differencebetweenversions1.12and2.0 740 505

Table4.1: Growth of Jlint code

Sincenoneof theold codehasbeenrewritten (asit shouldeventuallybe),thecode
reusewasquitehigh,at thecostof muchtime spentfor understandingthecode.Only
very few changesto existing codeweremade;the major part of the implementation
of the new featuresweremadeby additionsto existing methods,or by creatingnew
classes.Partially, the fact that the existing codewashardto changewasresponsible
for that,but alsothefact thatsynchronized blockswerenot at all supportedby Jlint
before.
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String pool

For beingableto createsymbolicconstantsthat werenot part of the “constantpool”
in a .class �le, a specialstringpool classwascreated.Thereasonwasthatsomeof
theseconstantscould not be storedlocally, becausethey would have to be retrieved
muchlaterfor printingerrormessages.

New messages
� Lock a is requestedwhile holding lock b, with other threadholding a andre-

questinglock b. This messagegivesa more detailedoutputabout(potential)
deadlocksoccurringwith synchronized blocks. The analysisin theextended
call graphis thesameasfor methods.

� Valueof lock a is changedoutsidesynchronizationor constructor. This fault
hasbeenfound in the ETHZ datawarehousingpackage[24]. In that package,
an arrayobjectrepresenteda resourcepool. Eachwrite accessto anentrywas
guardedwith a synchronizationover theentirearray. Changingthe sizeof the
resourcepool requiredallocatinganew array. Suchasituationcanleadto arace
condition,if anotherthreadis usingtheobjectwhile it is re-allocated.Therefore
this rulewascreated;alsoseeSection4.2

� Valueof lock a is changedwhile (potentially)owning it. A similar situationas
above. This fault hasnever beenfound in practice;it would likely result in an
IllegalMonitorStateE xc ept ion at run time.

� Method instance.wait/noti fy/ not ify All is called without synchronizing
on instance . This is theimprovedanalysisof thelock setfor wait or notify
calls.

� Holdingn lock(s): {lock set} . Thismessageimprovesthediagnosisof wait/notify
problems.It is printedin additionto theold message.

New �elds

Someexisting classesin Jlint have beenextendedby new �elds. Themostimportant
onesarelistedhere:

Classesfield_desc and var_desc , struct vbm_opera nd
� const field_desc* equals : this read-onlyreferencepointsto the“original”

valueof a stackelement(or any local variable),asoutlinedin Section4.3.1.
� const_name_and_type* name_and_type (only in classfield_desc ): in or-

dernot to losethetypeof thevaluestrackedvia equals , this extra pointerwas
needed.

Classmethod_desc
� Locks locksAtEntry : keepstrack of existing locks in order to cut down the

redundancy in thecall graph.
� const field_desc* is_this (argumentto parse_code ). A specialequals

referencethatis uniquefor eachanalyzedclass.
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Classclass_desc

� Locks usedLocks : After the methodanalysis,this setof variablesis checked
for assignmentsoutsidemonitorsor constructors.

4.5 Problemsencountered

ExtendingJlint wasmuchmoredif�cult thananticipated.The key reasonsaregiven
below. This shouldnot be taken asa criticism of the original author's knowledgeof
programdesignandC++. Jlint waswrittenin averyshorttime(onemonth),andshows
many signsof incremental,“historical” growth withouta redesign.

4.5.1 Splitting up the monolithic �le

Jlint originally consistedonly of four �les: threeheader�les (onefor the Java byte-
codemnemonics,onefor thewarnings,andthe“real” header�le) andonesource�le.
The latter wasalmost5000lines big, with type declarations,global variables,global
functionsandall classesput together. This wasclearlyno longermaintainable,sothe
�rst decisionmadewasto partitionall classesinto separate�les.

Becauseinlined functionswere usedheavily throughoutthe code,someclasses
couldnotbeseparated.2 However, each�le now eithercontainsasingleclassor several
classeswith a commonpurpose(e.g. for thecall graph,thenodeandedgeclassesare
in one�le). Thegoalof having many small �les which areeasierto edit hasnot been
quitemet: mostof thecodeis locatedin themethoddescriptorclass,evenin only one
function.Without a redesign,this problemremains.

As many dependenciesaspossiblewere factoredout into separateinclude �les.
Themainproblemwasthefactthatmany classesaccesseachother'smembersdirectly,
usuallyin inlinedfunctions.In ordertocompilethis,thecompilerhasto know theexact
sizeof that class.This requiresparsingthe entireheader�le of the referencedclass.
This is why almostevery �le includeseveryotheroneindirectly. For this to work, the
includedirectiveshave to be in thecorrectorder- otherwisethenesteddependencies
cannotberesolvedby thepreprocessor. Theheavy inter-dependenciesbetweenall the
classesbecomequiteapparenthere.

4.5.2 Ar chitectural shortcomings

Thetwo worstproblemsareoutlinedhere.For moresuggestionsabouthow to design
anew checker, seeSection6.2.

Heavily interdependentclasses

The main sourceof problemswas the fact that all classesareheavily dependenton
eachother. This is partially givendueto theproblemstructure:a methodhasto have
knowledgeaboutits class,its localvariables,andmany otherproperties.Unfortunately,
this hasusuallybeenimplementedby directpointersto otherobjects.Fromthere,the
necessaryinformationis accessedvia public variables.This leadsto long chainsof
directmemberaccesses,whichdisallow any majorchangesin thedesign.

2Thehighusageof inlinedfunctionsis alsothereasonwhy many header�les havenocorresponding.cc
�le; in suchcases,theclasswasentirelyde�ned asasetof inlined methods.
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Many dependencieswereintroducedwhich werenot needed.For instance,each
methodhasa pointer to its vertex (node)in the call graphandalsomanipulatesthe
call graphdirectly. Samefor accessorsandcallees. Becausethereareno container
classesfor thesedatastructures,this leadsto heavily convolutedcodewhich is almost
impossibleto maintain.

Data structur esnot separatedfr om analysis

The lack of containerclassesis similar to this problem:Thealgorithmsarenot sepa-
ratedfrom thecomponentsthey work on. Eachdescriptorclass(mainly methodand
classdescriptor)performsthe analysisitself, insteadof merely giving accessto the
“innards” to analgorithm. This makeseachclassvery long. Above all is themethod
descriptorclass,which containsmorethanhalf of theentireJlint code,mostof which
in one,hugefunction(parse_code ).

Data structur estoo closelymodeledafter class�les

TheJavaclass(.class ) �les aredesignedfor havingaminimalsize.Muchinformation
is storedin a constantpool, which holds,amongotherinformation,all variablesand
methodnames.Thisinformationis rarelyneededatruntime(only for re�ection classes
andexceptionstacktraces);thereforeit is notdirectly accessiblewithin amethod.

Becauseof this,everyaccessto suchmeta-datais rathercumbersome:thegetfield
operator, for instance,hasonly theindex of thename_and_type entry in theconstant
pool as its argument. Therefore,a �eld of type Object andnamea is storedin the
constantpoolasshown in �gure 4.3.

3) CONSTANT_Fieldref[9](class_index = 5, name_and_type_index = 17)
5) CONSTANT_Class[7](name_index = 19)
6) CONSTANT_Utf8[1]("a")
7) CONSTANT_Utf8[1]("Ljava/lang/Object;")

17) CONSTANT_NameAndType[12](name_index = 6, signature_index = 7)
19) CONSTANT_Utf8[1]("Equals")

3) field_ref

5) class

field of

17) name_and_type

type

19) 'Equals'

name

6) 'a'

name

7) Ljava/lang/Object

type

Figure4.3: Constantpoolentriesfor a �eld.

Theentriesin theconstantpool look ratherconvoluted;however, oncetheirdepen-
denciesarevisualized,oncecanseethatthis is anelegantandef�cient way of storing
that information. In Jlint, all the indirectionsinvolvedin obtainingthe full “identity”
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of a �eld have to betakenfor eachputfield or getfield commandwhich accesses
a �eld. Thismakesthecoderatherclumsy, asshown in Listing 4.2.

Listing 4.2Codesnippetfrom Jlint: gettingthe�eld context.
const_ref* field_ref = (const_ref*)constant_pool[unpack2(pc)];
const_name_and_type* nt =

(const_name_and_type*)constant_pool[field_ref->na me_and_t ype];
const_utf8* field_name = (const_utf8*)constant_pool[nt->name];
const_utf8* desc = (const_utf8*)constant_pool[nt->desc];
const_class* cls_info = (const_class*)constant_pool[field_ref->cls];
const_utf8* cls_name = (const_utf8*)constant_pool[cls_info->name];
class_desc* obj_cls = class_desc::get(*cls_name);
field_desc* field = obj_cls->get_field(*field_name);

All this codeis neededbecauseJlint's datastructuresonly maptheclass�les into
memory, ratherthanbuilding ahigherlevel datastructure.Thiscodeis verydif�cult to
understand(all thosedirectmemberaccessesyield integers,whicharetheindex in the
constantpool)anderrorprone.It makesfurtheranalysisof �eld accessesmoredif�cult
thanneeded.

4.5.3 Implementation problems

Thedesignproblemsdescribedabove leadto many dif�culties during the implemen-
tation of theextensions.Therewerealsosomeimplementationdetailsthat madethe
work harderthannecessary.

Lack of comments

TheentireJlint codewasvery sparselycommented.Usually theonly commentswere
aboutthepurposeof eachclassandthemeaningof someconstants.Thefunctionality
of methods,for instance,wasusuallyundocumented.Therefore,�nding outthecorrect
usageof eachfunction(includingtheexactmeaningof eachparameter, thecontext in
which it shouldbecalled)wasusuallyquiteabit of guesswork andtrial anderror.

Sometimes,onevariablewasduplicated,becauseit wasnot alwaysapparentthat
it existedelsewhere(e.g. in a superclassor in oneof themany �elds of a memberof
a class).Of coursesuchredundancy wasremovedwhenever it wasfound. This could
probablyhave beenavoidedby a shortintroductorydocumentto Jlint's classes.Such
adocumentis toooftenomittedwhenwriting softwaredueto time constraints.

Hugemain loop

The method_desc::parse_ cod e methodcontainspractically the entireanalysis. It
doesnotonly parsethecode,but it alsoperformstheentirelocalanalysisandbuildsup
all theintermediatedatastructures.Thesheersize(almost2500LOC) andcomplexity
of that single function makes it very hard to get into the code. While much of the
function consistsof simplecasesin a large switch statement,someanalysesgo far
beyondthat.TheJlint extensionsaggravatedthisproblemevenmore.

Call graph extension

Thereweresomedif�culties abouthow to insertanedgeinto thecall graphcorrectly.
Becauseeachmethodkeepsonepointer to a nodein the call graphand insertsany
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edgesdirectly into the global call graphdatastructure,the procedureis very error-
prone. Also, it was not quite clear how to ensurethat suchedgeswere marked as
“potentiallydangerous”with respectto multi-threading.As Konstantinrecommended,
oneauxiliary functionto build up thecall graph,which is normallyonly usedafterthe
methodshavebeenprocessed,wascalledwithin themain(parsing)loopto achievethat
effect.

Thismadetheblockanalysiswork – at �rst. However, at thattime,TYPE.NAMEwas
usedfor thepseudoclassnameratherthanOWNER.NAME(seeSection4.3.3).Many lock-
ing variablesareof thesametype(oftentypeObject ), sotheformernamingscheme
did not suf�ce to distinguishbetweenall the locks. Becauseno two variables,even
of differenttype,mayhave thesamename,andbecausetheir typedoesnot matterfor
lockingpurposes,this changedid not causeany new problems.

Memory management

Theextendedanalysisrequiredthemaintenanceof a muchlargercontext information
until the endof Jlint's execution(for the �nal call graphanalysisandprinting warn-
ings).This required“recycling” somelocal information,soit couldbestoredfor later.
A stringpool classwascreatedasa “limbo” wheresuchstringscouldcontinueto ex-
ist until theentireanalysiswasover. Thatstringpool classdoesnot implementa full
memorymanagement;for instance,for thepurposeof Jlint, no referencecountingor
garbagecollectionwasrequired.

Lack of const usage

This is a minor issue:thecodecouldhave beenmadesafer(andalsofaster)by using
const to denoteread-onlyreferences.In somecases,it would alsohave beeneasier
to understandthecode.Usingthis identi�er often is a morerecentcodingconvention
whichhasnotyet beenadoptedby all C++ programmers.

Context (lock sets)

When analyzinga method,the setof locks at the entry of a methodwas originally
“inherited” by thecurrentlock setof amethod.However, thissometimesleadsto false
warnings,andneedlesslycluttersthecall graph.

Figure4.4showsanexampleof thiscase.Theedgesto andfrom Example.a.<synch>
arecreatedduring the local analysis,whenthe synchronized block andthe method
call to bar areencountered.If anotheredgefrom Example.a.<synch> to baz were
be added(thedottedline), the transitive closurewould not change,but thecall graph
would be denserandtake moretime to analyze.This would have beenthe effect of
including thesetof locksheldat thebeginningof eachmethod(locksAtEntry ) into
thecurrentlock set,whenevera methodis analyzed.

Instead,locksAtEntry is usedto ensurethatsuchredundantedgesarenot added
to thecall graph(evenif anothersynchronized(a) block werefound in themethod
bar ). Theedgebar � baz is addedduring theglobaldata�o w analysis,by existing
Jlint code,whichensureshaving thefull transitiveclosure.

Although it would have beenpossibleassuchto insertedgesfor any methodcall
within a synchronized block, calls to methodsof otherclassesthanthecurrentone
arenow ignored.Thismeansthatthelockingcontext acrossclassesis not investigated.
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public class Example {
Object a = new Object();
public void foo() {

synchronized (a) {
bar();

}
}
public void bar() {

baz();
}
public void baz() { }

}

Example.foo

Example.a.<synch>

Example.bar

Example.baz

Figure4.4: Call graphextensionfor synchronized blocks.

In thecurrentJlint version,thecall graph�lled up too quickly, andtheanalysissud-
denlytookminutesratherthanjust seconds.Whetherthis is dueto theNP-hardnature
of the call graphanalysisor a �a w in the call graphextensionscheme,could not be
determined.In any case,thispartof Jlint needsto berewritten.

4.6 Application of the new Jlint

After theextensionswereimplemented,Jlint wasrunontheexamplesdescribedin sec-
tion D.1 onpage85. A detailedbreakdown of theoutputandacomparisonto theother
testedcheckers,in particularthe old versionof Jlint, canbe found in AppendixE.2.
Jlint now successfullychecksthreemoreprograms,while it producesanew falseposi-
tive for theESC/Javaexample(Listing D.8). ThismakesJlint aseffectiveasESC/Java
(onecasewhereESC/Java failedwasdueto a bug in its theoremprover; thealgorithm
assuchwouldhavebeencapableof �nding thatfault).

4.6.1 Testexamples

Old examples

As expected,Jlint now successfullydetectsthe deadlocksin all deadlockexamples,
speci�cally in D.1,D.3andD.5. Thisisadirectconsequenceof supportingsynchronized
blocks. Jlint still fails to detecttheunusualraceconditionfoundin exampleD.6, and
now issuesanotherspuriouswarning in the ESC/Java example(D.8). In a previous
version,Jlint hadsimply ignoredthedif�cult part in thecode(which hasdeliberately
beendesignedto fool staticcheckers).

Besides�nding threemore faults,Jlint also no longerprints a spuriouswarning
for exampleD.16, wherewait() wascalledinsidea synchronized (this) block.
Therefore,the testexamplesalreadyindicatequite an improvement:7 ratherthan4
casespasssuccessfully, while a �fth casenow fails (becauseit only passedby luck
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Old Jlint New JlintESC/JavaRivet

Tool did not run/inconclusive output

Beyond scope of tool

False or missing warnings

Correct output

Figure4.5: Testresultsfor the15givenexamples,includingthenew Jlint.

previously). In simplenumbers,this is an improvementby 75%! Thesevencomplex
examples– sharedbuffer andDining Philosophers– arestill outsidethescopeof Jlint.

Additional testexamples

In order to ensurethe correctnessof the extensions,a coupleof new exampleswere
madeto testJlint. Theseexamplesall passedsuccessfullyin thenew Jlint, while the
old versionfailedto detectthefaultsthereinor reportedawarningfor thewrongreason.

4.6.2 Trilogy' s sourcecode

Thedetailedresultsof theanalysiscanbefoundin sectionF.2 on page119. Because
thenumberof warningswasveryhigh (usuallyin thehundreds),severalcategoriesof
warningshadto be�ltered out. This is becauseJlint still lackssomecrucial function-
ality, suchastoleratingsharedreadlocks.

Table F.5 summarizesthe result. All the warningsaboutpossiblelock variable
changes– oneveryspeci�c extensionof Jlint – werefalsepositives,sincethesechanges
wereonly madeduringinitialization. This is easilyveri�ed manually, andusuallybe-
yondthecontext of staticchecking.Jlint alsoreported12missingsuper.finalize()
calls; thesecasesall requirecodechanges,at leastfor safetypurposes.In onecase,a
genuinefault wasfoundby this simplecheck;in theothercases,onerelieson thefact
thatthesuperclassesdo implementa �nalizer.

Noneof the deadlockwarnings,neitherthosepreviously presentnor thosefrom
theextensions,wereactualfaults. Becausetheanalyzedpackageswerealreadyfairly
mature,it wasnot to beexpectedto �nd suchafault. However, Jlint detectedagenuine
raceconditionin a classthatwasusedfor debugoutput.

Interestingly, Jlint wasmostsuccessfulwith null pointerchecks.It reportedover
20 casesof unsafeuseof parametersandsix caseswherenull pointerswould likely
bedereferencedundersomecircumstances(e.g.if aninputstringdid nothavetheright
format,somepointersto substringswould thenpoint to null ). Two of thesewarnings
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hasbeencon�rmed asbeingrelatedto anerror, andsomeothercaseswill now leadto
extracommentsin thecode(which is alsoanachievement).

Out of the“other” category, the“integerover�ow” bug is noteworthy. In onemod-
ule,ahashvaluecomprised64bits. It consistedof two 32bit outputsof ahashfunction.
After the�rst hashfunction,thevaluewasto beshiftedleft by 32andthenORedwith
the resultof the secondhashfunction. However, the programmerprobablyassumed
a wrong operatorprecedence;theextensionof thevalueto 64 bits occurredafter the
left shift by 32. This fault waseasily�x ed,and(togetherwith numerousnull pointer
warnings)pointedoutyetanotherweaknessin adeprecatedmodule.As aconsequence
of thesewarnings,thatmodulewill likely beremovedfrom thecodealtogether.

4.6.3 Other sourcecode

Concurrencypackage

Thispackageis still toocomplex for Jlint. It pointedoutthatthelackof aworkingcon-
text switch(asit is usedfor any statementthat transfercontrol,e.g. if , for , return )
canproducealot of (new) spuriouswarningsif it is usedinsideasynchronized block.
Despitethat,therewasaslight reductionof total warningsfrom 197to 170,dueto the
bettertreatmentof wait andnotify[All] calls.

Quitea few warnings(over20)werebecauseof somebugsin Jlint thatstill remain.
Thosewarningsonly occurunderspeci�c (complicated)circumstances,which were
apparentlynot too uncommonin thatpackage.Thenumerous(26) deadlockwarnings
arehardto verify; but it canbeassumedthatthey arefalsepositives,givenmorecontext
(which is not usuallynot availableat compile-time).The remainingwarningsareall
casesweremanualinspectioncoulddisprovethewarnings,andalsoshow thata static
checker cannotsuccessfullycover suchcases(suchas– potentially in�nite – lists of
locks).

ETHZ Data warehousingtool

Jlint wasverysuccessfulin thiscase.Again,thewarningshadto be�ltered beforethey
wereuseful.After �ltering, only importantwarningsremained.

Jlint'sspeci�c extensionfor lockingvariablesdetectedafaultwhichhasmeanwhile
been�x ed. Otherthanthat, it reporteda coupleof otherwarnings,only oneof which
beingde�nitely a falsepositive. Someotherwarningsrefer to unsafecode(assump-
tionsthatsuperclassesdo not changeor thata certainreferenceis never null ) in the
bestcaseandpotentialfaults in the worst one. The ratio of null pointer warnings
that arenot just aboutuncheckedparametersis very high here. Possiblyalgorithmic
propertiescanguaranteethecorrectnessof thesecases.

4.7 Summary

Despitemany dif�culties, all the desiredextensionsfor Jlint could be implemented.
Nonetheless,theextensionsclearlyshowedthelimitationsof thecurrentJlint architec-
ture,andwhile it maystill bepossibleto addsomesmall featuresto thecurrentcode
base,this is not recommended.Instead,Jlint shouldberewrittenfrom scratch,with the
insightsgainedduringwriting theextensions.

Applying Jlint to variouspackagesrevealedat least12 (con�rmed) faults,two in
theareaof multi-threading.No deadlockwarningscouldbeveri�ed asa fault asyet.
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Somewarningshadto beignoredaltogetherbecausethechecksarenotre�ned enough.
With only somewarningsselectively turnedoff, Jlint can alreadyprovide valuable
informationaboutpotentialtroublespotsin a program.This shows thatevena simple
programchecker canprovide a greatbene�t, as long asthe implementedchecksare
reliableanddonotgeneratetoomany spuriouswarnings.



Chapter 5

Discussion

Thischapterdiscussestheresultsof thetwo majorphasesof theproject:

1. Evaluationof existing tools.

2. Extensionandapplicationof Jlint.

It alsodescribespossibleusesof currentstaticcheckersin softwaredevelopment.

5.1 Stateof the art

Therearetwo majorcategoriesof programcheckers:dynamicandstaticcheckers.The
formermonitorprogramexecutionat run time; the latterwork “at compile-time”and
try to �nd faultswithoutactuallyrunningtheprogram.

5.1.1 Dynamic checkers

Dynamiccheckerscanbuild on yearsof experienceandpracticalusagethat go back
asfar asusingassert macrosanddebuggers.Nowadays,moreenhancedtoolscheck
functionusage(pro�lers) or memoryallocationproblems.Therefore,theproblemof
how to monitora runningprogramis well understood.Still, new approachesarebeing
taken to make this approachscaleup beyond monitoring simple variables;MaC is
one suchproject [11]. For checkingmulti-threadingproblems,the problemof the
non-determinismof the threadschedulehasto besolved,which hasnot beendonein
conventionaldynamiccheckers(alsoseeSection1.2.1).

Once this problemis overcome,dynamiccheckers can take advantageof their
biggeststrength:full knowledgeof the programstate. Thereare two waysof elim-
inatingthetotal dependency onaparticularschedule:

1. Exhaustivescheduling.

2. Keepingthe(locking) historyof a programandreconstructingpossiblealterna-
tiveoutcomes.

The�rst approachis takenby Rivet [12]. It hasbeenshown to work well and�nd all
faultsin small programs.Still, the overheadinvolved is usuallytoo high to allow an
applicationof Rivetto largescalesoftware.BecausetheRivetprojectwasdiscontinued
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two yearsago,nofurtherresearchhasgoneinto theareaof potentialperformancegains.
Themajorproblemswith keepingRivet in line with therestrictionsof new JavaVirtual
Machineshasprovedtoomuchwork for a singleresearchgroup.

Thesecondapproachis takenby theothertools.Only VisualThreads[14] supports
this fully automatically;for the other checkers, the programmerstill hasto supply
many assertionsandcodea lot of thecheckshimself. It is possiblethatMaC[11], once
it supportssynchronizationstatements,can make this easierby supplyinga generic
templatethatwill work onany Java sourcecode.

While a working commercialtool exists with VisualThreads,it still hasthe big
drawback that it only works on Alpha Unix, on the low level of POSIX API calls.
Having sucha tool for Java (possiblyworking non-interactively in the background
ratherthanwith a GUI that slows down the checking)would be very useful. Likely
this would requirepatchingthevirtual machineitself. Despitethat,VisualThreadshas
provedthevalidity andeffectivenessof this approach,becauseit worksverywell on a
givenC example(Dining Philosophers),wherestaticcheckersfail becausethey donot
recognizethecircularstructureof theprotocol(themodulooperatorusedfor thearray
indices).

5.1.2 Static checkers

The meritsof staticcheckingaredescribedin section1.2.2on page4. Staticcheck-
erscanbedividedinto extendedcompilersand(morecomplex) translatorsof programs
into amathematicalmodel(theoremprovers).Thelatterapproachis theoreticallymore
stronglygrounded,while theformerhasatraditionin continuousimprovementof com-
pilers.

Althoughtheoremprovershavemoresophisticatedcheckingcapabilitiesthansim-
plermodelcheckers,they still fail to capturemany algorithmicpropertiesof programs,
which hasto dowith their potentiallyin�nite nature:loopscouldnever terminate,and
lists are not boundedin length. Therefore,the low-level, compiler-basedapproach
standsup very well againstmore sophisticatedmethods. Indeed,while quite a few
tools in thatareaareavailabletoday, many theoremproversarestill in their earlyde-
velopmentstage.

Not verymuchwork hasgoneyet into checkingmulti-threadingpropertiesof pro-
grams.Thisis surprising,becausethisareais atraditionalweaknessof dynamiccheck-
ers,andsomechecks(e.g. for potentialdeadlocksandracecondition)couldbe very
effectiveif they werere�ned enough.As for today, notool fully supportsthenecessary
featuresfor easy, comprehensive checkingof raceconditions(which would include
sharedreadlocking). In the areaof deadlockchecking,the “identity” (equality)of
two objectinstancesis very hardto verify statically. This still leadsto many spurious
warnings,becausea staticchecker hasto assumetheworstcaseto guaranteea certain
soundness.

Nevertheless,the two available checkers (ESC/Java and Jlint) are alreadyquite
powerful with respectto commonsynchronizationscenarios,if only certaincategories
of warningsareused.Both toolsstill producemany spuriouswarningswhenit comes
to arrayboundchecksandpotentialdeadlocks.In thelatterarea,it is still quitehardto
supplythenecessarysourcecodeannotationsto ESC/Java, but work is in progressto
improvethis. BothJlint andESC/Java show thatstaticcheckershavea greatpotential,
andareon their way to becominga standarddevelopmenttool like lint or the-Wall
switchfor theGNU compiler(but goingmuchfurtherthanthose).
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5.2 Capabilities of Jlint

The staticchecker Jlint was the mostpromisingtool, given the absenceof working
dynamiccheckers with full Java support,and the fact that the other static checker,
ESC/Java,still requiresmany annotationsin orderto work effectively. Jlint's amazing
speedandeaseof usemake it well applicableto largescalesoftware.

Jlint found two faults in the areaof multi-threading:a raceconditionin a debug
class,andaraceconditionwhenre-initializingasharedresource.Thelatterwasthanks
to aspecializedcheckthatwasbuilt in aftersuchafaulthadbeenfoundthroughmanual
inspection.It is hardto saywhetherthegivenalgorithmfor deadlockcheckingis too
simplistic or whetherthe checked software was alreadymatureenoughnot to have
simpledeadlocks.

Notwithstanding,it wasclear that the raceconditiondetectionsufferedseverely
by thelack of read-onlynotions(andothercasesof “slightly unsafe”locking thatstill
producesthecorrectresult).Suchchecksalsorequireadditionalinformation,which is
not availablein sourceor objectcode.Ratherthanannotatinga program,a template-
basedsolution(suchasin MaC) is far easierto maintain,andscalesmuchbetterto
largesoftwarepackageswith hundredsof source�les.

AnotherareawhereJlint is still lacking is its alias analysis. Trackingequivalent
valuesof referencesacrossmethodcallsis veryhard,andimpossibleto implementwith
the currentJlint architecture.Right now, Jlint cannotevensolve this problemwithin
the samemethodor class(for instancevariables). Becausealiasesfor locks within
thesameclassarecommonlynotused,theassumptionwasmadethatno aliasesexist.
This is usually, but not always,thecase,andmaycauseJlint to misssomedeadlocks
becauseit cannotresolve thealiasedvariable.

5.3 Usageof static analyzersin softwaredevelopment

Two directionsarepossiblefor usingstaticcheckersin a modernsoftwaredevelop-
mentprocess:1) Usageasan(automated)stageprior to (time consuming)integration
andreliability testing,or 2) asa codereview/debuggingtool thatpointsout potential
problems,whichhave to beveri�ed manually.

As an automatedtool, an analyzershould(ideally) issueno warning for correct
code,or only in very rarecircumstances(so this warningcanbeautomaticallyturned
off in future runsonceit hasbeenveri�ed). The currentlyavailablecheckersarenot
veryusefulfor this purpose.They still producefar toomany warnings.

Ontheotherhand,Jlint or ESC/Javacanalreadybeveryusefulfor preparingacode
review. With only the mostreliablewarningsactivated,they cangive a list of issues
that needto be checked during a review. Furthermore,ESC/Java could alsobe used
with full annotationsto formalizecommentsandverify certainalgorithmicproperties
in small,complex packages.

It is more likely that future work will proceedin the areaof tools that areused
manually, eitherasa tool thatimprovesthecapabilitiesof debuggers(or just givesad-
ditional informationasan independenttool) or helpsto spotpotentially faulty code.
In thelattercategory, quitea few toolsalreadyexist todaythat �nd codingconvention
violations,whicharenotactualfaultsbut maystill causeproblemswith softwaremain-
tenance.Someof thesechecksarealsoincludedin Jlint (almostall inheritancechecks
fall into this category).
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5.4 Summary

It hasbeenshown that simple static checkers can alreadycover a large numberof
potentialfaults.While complex staticcheckersaremorepowerful, they alsofail in their
analysisof complex datastructures,which re�ect a potentiallyunboundedcomplexity
of thealgorithm.

Extendeddynamiccheckerswith specializationsfor locks have a greatpotential;
but so far, no working, publicly availableimplementationexists. Becauseof this, the
decisionhasbeenmadeto useJlint, a fastdata�o w analyzer. In its givenstate,some
of its checksstill needre�nementsto be truly useful. Otherchecksarealreadyquite
matureandhavesuccessfullybeenappliedto largescalesoftwarepackages.

Becausestaticcheckersstill generatealargenumberof spuriouswarnings,anauto-
matedusageis still far from realistic.However, asaveri�cation stepprior to testingor
a codereview, staticcheckerscanalreadyenhancethesoftwaredevelopmentprocess
today.



Chapter 6

Futur ework

In this chapter, anoutlook is madeon possibleextensionsin theareaof dynamicand
staticcheckers. ImmediateJlint extensions,which could improve its usefulnessa lot,
are described�rst. BecauseJlint shouldeventually be rewritten, designguidelines
aregivento createa new staticchecker, which will bemoreextensibleandmaintain-
ablethanJlint. This chapterconcludeswith someideasabouthow dynamicandstatic
checkerscouldbeimprovedor evencombinedin thefuture.

6.1 Futur e Jlint extensions

The list below shows the most importantstepsthat needto be taken for improving
Jlint's capabilitiesfor analyzingmulti-threadingproblems. Of course,this list is in-
completeandwould likely be extendedoncesomeof the listed featureswereimple-
mented. The priority of eachitem (1 highest,3 lowest) is given in brackets. Some
extensionsarefar moredif�cult to implementthanothers;in particular, thosethat re-
quire an exact context acrossmethodsor classesrequirea global data�o w analysis.
Generalusability issuessuchasreducingthe total numberof spuriouswarningsare
not shown here: Suchissuesare commonlyknown, but it is not yet known how to
implementasolution.

� (1) Restructuring/rewriting of the datastructures:Someclassesarepoorly de-
signed,andin generalthe given framework is inadequatefor a morepowerful
analysis(suchastheanalysisof lock setswhencalls from oneclassto another
classaremade).

� (2) Context merging (return , exceptions,if , while , for ) to eliminatesome
spuriouswarnings.Seesection6.2.3.

� (2) Suppressingunnecessarywarningsfor variablesandmethodsthatareread-
only. A resourcethat is sharedfor readingis a very commonscenarioin real
software. Therefore,Jlint shouldsuppressa warningaboutconcurrentvariable
or methodaccessesif thefollowing conditionshold:

Shared-readvariables: Thevariableis not accessedoutsidetheconstructoror
synchronized(this) blocks.

Shared-readmethods: The methoddoesnot access�elds that arenot shared
for reading(accordingto thede�nition above).
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� (2) Addingacheckfor “const methods”(asin C++): In C++,amethodwhichis
declaredconst maynot changethethis instanceor any const (final ) �elds.
As a consequenceof that, calls to non-const methodsandtheusageof const
�elds asnon-const arguments(in methodcalls) areforbidden. This is oneof
the few areaswhereC++ is moretype safethanJava. Adding sucha checkto
Jlint (const annotationscouldbestoredin a template)shouldnot beveryhard,
andwouldbea minorextensionof “shared-readmethods”(seeabove).

� (2)Full analysisof locksetsacrossmethod/classboundariesfor wait andnotify
calls.

� (2)Checkingthevisibility of objectinstancesin otherthreads:A non-synchronized
methodwherethe calleeinstanceis not visible outsidethe currentthread(e.g.
asa local variable)canbecalledwithout any dangerof raceconditions.In such
cases,a warningshouldbeomitted. Verifying this requiresevaluatingaccessor
information.

� (2) Fixing thefault in thewarningselectionswitches:right now, switchingwarn-
ingsonandoff basedon theirmessagecodeproducesanemptyoutput.

� (2) Improving verbosity/informationcontentof some(existing)warnings.

� (2) Adding an improved selectabilityfor warnings,e.g. by a severity level or
likelihood.

� (3) Supportfor locksonclasses(getClass) in synchronizations.

� (3) Eliminating spuriouswarningswhereimplicit synchronizationexists (e.g.
streams).

� (3) Texinfo documentation:�xing old spellingandgrammarmistakesfrom ver-
sion 1.11,betterTexinfo taggingof text (e.g. @var), full @nodetreefor docu-
ment.

6.2 Designof a compiler-basedanalyzer

During theimplementationof theJlint extensions,many limitationswerefoundin the
currentarchitectureof Jlint. Someof themaredesign�a ws that shouldbe avoided
for any software,otherswerelimitationsthatapplyspeci�cally to programcheckersor
evenJavabytecodeveri�ers.

6.2.1 Easyaccessto metadata

For all thecrucial informationabout�elds (or methodsandclasses),their descriptors
shouldoffer directaccessormethodsfor theseproperties.Theseinclude:

� nameandtype

� for methods:parameters,signature,lock sets

� for �elds: setof possiblevaluesor range,. . .
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This enumerationis of courseincomplete.It is obvious that the differentdescriptors
shouldencapsulatethat informationin anAPI ratherthanonly having index entriesto
a globaldatastructure.Suchanencapsulationwill make thedata�o w analysismuch
moreextensible(e.g. a possiblesetof valuescould be storedalongwith a possible
range;the setof possiblevalueswould be set to “any numbers”or * onceit grows
beyondacertainbound).

Thiswouldbea�rst steptowardsanimprovedaliasinganalysis.Of course,having
thedesignthatallowskeepingtrackof equivalentreferencesdoesnotsolvetheproblem
yet;but it wouldat leastmakeit veryeasyto cover(andprove)thesimplecases,where
noaliasexists(privateinstanceor classvariables).

6.2.2 Resourcemanagement

A problemthat wasnot apparentbeforeis the fact that muchmore informationhas
to be retaineduntil the endof the �rst pass(readingthe class�les). Many analyses
requiretheentirecall graph,aswell asmoredetailedinformationaboutthecalls.Jlint
wasbuilt with strictly partitionedlocal andglobal analyses,andonly certainstrings
(source�le names,line numbers)werekeptin memoryfor printing thewarnings.

The extendedanalysisof synchronized blocksrequiredthe availability of �eld
information until the end of the �rst pass,and the �eld namesuntil the end of the
secondone.This requiresits own, smallmemorymanagement.Thestringpool wasa
�rst, simplesteptowardsthis, ful�lling thecurrentneeds.It is probablynot adequate
for Jlint extensions,whichmayrequireamoresophisticatedmemorymanagement(e.g.
referencecounts).

This problemsuggestsJava asanimplementationlanguagefor a checker, because
its built-in garbagecollection solves this problem. In C++, a similar functionality
wouldhave to beimplemented�rst.

6.2.3 Full control �o w analysis

Jlint includesan implementationfor a full control �o w analysis(context splits and
mergesfor control �o w statementssuchasif , for , return ). Unfortunately, this im-
plementationis very obscure(becauseit is not commentedandinvolvesmemcpy calls
with certainoffsetsratherthanexplicit copies)anddoesnot seemto work fully for the
localanalysis.

A simpli�ed control �o w analysiswith only forward jumps, such as found in
if /else blocks,wouldsuf�ce (ratherthanfully implementingbackwardjumps,which
occurin loops).Full supportfor backwardjumpswould includecountingthenumber
of jumps(for avoiding in�nite loops);unrolling a loop for a givennumberof timesis
muchsimpler, andcommonlyusedin otheranalyzers.

This featurewould avoid a lot of spuriouswarningsaboutfreedlocks,which only
occurbecausea monitorexit statementcanoccurseveral timesfor only onecorre-
spondingmonitorenter operation. It is automatically“embedded”by the compiler
prior to a return or break statement,in orderto releasethelock in any possiblecase.
Thefollowing codesnippetdemonstratessucha situation.

6.2.4 Combining the lock and call graphs

Thecallgraphextensiondescribedin section4.3.3isonewayto includesynchronized
blocksin thecall graph. Possiblythis is thebestway, sinceit allows for nestedsyn-
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Listing 6.1Extramonitorexit operationsinsertedby theJava compiler.
synchronized(lock) {

if (resource == null) {
// compiler will insert "monitorexit"
return;

}
/* do something */

} // "monitorexit" for closing bracket

chronizationscombinedwith methodcalls. It fails, however, to include a more ad-
vanceddata�o w analysis,wheretheinteractionwith anotherobjectresultsin a refer-
encewhich is usedasthelock variable.

For this reason,thecall graphalsohasto bebuilt in severalpasses(alsoseesection
6.2.7below). This reportshows oneway to includesynchronized blocks,but it is
not necessarilythe most elegant way. For example,ESC/Java doesthe reverse: it
treatssynchronized methodsasnormalmethodswith asynchronized(this) block
spanningtheentiremethod.Thishelpsto separatethecall graphfrom thelock graph.

6.2.5 Separatinganalysisfr om data

Not separatingthedescriptorclassesfrom thegraphandcodeanalyseswasaviolation
of abasicdesignprinciple.Thegraphgeneration,analysisandoutputis scatteredover
several classes,including somewhereit shouldde�nitely not be. For instance,the
graphdatastructureis directly manipulatedin themethoddescriptorclass.This was
probablyaresultof theamazinglyshorttimein whichJlint wasdeveloped.Regardless,
thisdrasticdesignshortcutleadsto many errorsduringdevelopment,andmakesit hard
to maintaintheprogram.

6.2.6 Maintain rich context for output

Jlint hasbeenwrittenwith a�x edsetof checksin mind. As many resourcesaspossible
areonly storedlocally to onemethodor oneclass,andthey areexplicitly replicatedif
they maybeneededfor warningslateron. For now, suchcopiesincludestrings(such
as�le names)andline numbers(in thecalleedescriptorclass).In suchcases,a richer
context shouldbestoredfor lateranalysis.Thiswouldnotonly apotentiallyimprovea
latteranalysisof thefoundviolations(andmaybeeliminatesomespuriouswarnings),
but alsoallow a moredetailedoutput.

For instance,acall graphincludingthelock setsor apossibleexecutiontracewould
greatlyimprovetheusabilityof astaticchecker. Of course,implementingthesefeature
is far from trivial.

An indicationof thelikelihoodof awarningwouldalsobeveryhelpful. Thiscould
either be donenumericallyor (probablybetter, sincenumberswill not be accurate)
verbally, e.g.“certainfault”, “probablyfault”, “unlikely fault”. Themoreassumptions
hadto bemadeduringchecking,the lesslikely a warningis correct. Having the full
context for a warningwouldhelpto determinethe“con�dencelevel”.
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6.2.7 Multi-pass call graph analysis

Jlint now only performstwo passes.Most checksaredonein the�rst pass,anda call
graphanalysisfollows for �nding potentialdeadlocks.By performingothertypesof
analysisat a laterstage(after thecall graphis built), onecouldtake advantageof that
extracontext. This requiresstoringthecontext at thebeginningof eachmethod.

foo barcontext(foo) ...context(foo, bar)

Figure6.1: Theproblemof propagatingthecontext: Thecontext of eachmethodcan
only bepropagatedby onerecursionlevel in onepass.

If oneseparatesthe stateof a methodfrom thecall graph,a dif�cult problemre-
mains:For building up thecontext at thebeginningof a method(e.g. the lock setor
thepossiblestatesof instancevariables),onecanonly cover onelevel of recursionat
a time. For example,a methodfoo that acquiresa lock a will causethe checker to
storethatinformationwhile parsingthemethod.If anothermethodbar is calledwhile
holdingthelock, this context cannotbeincludedin bar beforetheentirecall graphis
built up (becausethemethodbar might alreadyhave beenparsed,with only its local
context, whenfoo is read). Furtherrecursions(methodcalls from bar in this case)
will requirefurtherpasseson theextendedcall graph.This is a majordisadvantageof
building up thecall graphwith extra stateinformationratherthanusingtheextended
call graphwith pseudomethodcalls.

6.3 Futur e dir ectionsfor formal analysis

This sectionoutlinessomepossiblefuturedirectionsfor staticanddynamicanalysis.
It is of coursehardto predictfuturedevelopmentin a �eld whereprogressis madeso
fast.

6.3.1 Dynamic checking

Scope

Dynamiccheckingfor multi-threadedprogramsworksassuch– VisualThreadsdemon-
stratesthis, althoughit is not yet very effective for Java programs.Still, performance
is ahugeproblemfor any dynamicchecker. A possibledirectionis theimplementation
of a virtual machinewhosegoal is not fastcodeexecution,but a smallstateandeasy
veri�cation of aliasing. This shouldfacilitateandspeedup dynamicchecking. The
Rivetprojecthasgoneinto thatdirection,but it hasnotarrivedat its goal.

The MaC approachis a very effective way to monitor a large body of code. Its
template-like approachallows a convenientcustomizationof the checksandan easy
inclusionof many faultcategories.Onceits performancebottlenecksaretakencareof,
supportfor synchronizationsanda lock detectionalgorithmcanbeaddedto it. Work
in this areais alreadyin progress.
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Usage

Theusageof dynamictools is likely to remainasit is now: oncethesoftwareis fully
functional,it is testedwith adynamicchecker. Todaysuchtestsarerestrictedto mem-
ory allocationandaccessproblems.In thefuture,they will likely beextendedto multi-
threadingproblems.It is unlikely that this preventsstaticcheckersfrom catchingon,
asthey canalreadybeappliedbeforethesoftwareis �nished.

6.3.2 Static checking

Scope

Thecurrentstaticcheckersarestill ratherweakwhenit comesto multi-threadingprob-
lems. This shouldbe changedassoonaspossible. In fact, this areacould become
a key strengthof staticanalysis,becausecertainmulti-threadingproblemsarealmost
impossibleto reproduce.Softwaredevelopmentmayevenreachastagewherewriting
multi-threadedsoftwarewouldbeimpossiblewithout thehelpof veri�cation tools.

For now, the modelingstill hasto be improved a lot. Someextensionsareeven
ratherstraightforward(e.g. sharedreadscenarios),so it is rathersurprisingthat they
havenotbeenimplementedyet.

Onecrucial questionfor a staticchecker is whetherit shouldwork on (possibly
instrumented)objectcodeor sourcecode.Byte codehasa simplerstructureandfewer
possiblecommands,whichmakesit easierto translateinto a model[42]; sourcecode,
on theotherhand,allows for aneasyinclusionof annotations.

Usage

A conservativestaticanalyzercouldbeanexcellentcodereview tool. Rightnow, elim-
inatingfalsepositivesstill requiresa lot of humanintervention.Re�ning theanalyzers
will certainlycut down on falsepositives.Onceanalyzershave reacheda level where
usuallynotmorethanonewarningperclass�le is displayed(andthatwarningis easy
enoughto verify, maybewith theaid of graphicaltools),it canevenbeincludedin the
standarddevelopmenttoolsthatareused– maybeasastageaftercompilation?

An automateduseis still problematic. As non-trivial checkswill likely always
producea few spuriouswarnings,a mechanismhasto be in placeto mark thoseas
“safe”. Jlint alreadyhason option (-history ) to eliminatewarningsit hasprinted
before. But what makesit certainthat the warningis not justi�ed after the codehas
changed?Possibly, storingthefull context of thewarningcanhelpto avoid a scenario
wherea warningis suppressedeventhougha faultwasintroducedby acodechange.

It is alsopossiblethatpowerful staticcheckersthat requiremoreinformation(via
annotationsor templates)will be appliedto algorithmicallycomplex subsetsof soft-
warepackages,while simpleandfastcheckersperformmorecoarsecheckson entire
packages.For a widespreadusage,both kinds of tools still have to becomeeasier
to use. Especiallythe veri�cation of a warninghasto be madesimpler, maybewith
improvedcodeinspectiontools.

6.3.3 Combination of both approaches

Both staticanddynamicanalyzersusuallyrequireextra information,e.g. sourcecode
annotations(assertions)or templatesthat de�ne propertiesacrossseveral �les. It is
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desirablethat a commondenominatoris found acrosstools of both domains,so one
annotationcouldbeveri�ed bothstaticallyanddynamically, by two differenttools.

When automaticmodel generationbecomesmore sophisticated,it may even be
possiblethata staticanalyzeror a modelingtool instrumentsthe codefor a dynamic
checker. For example,a static analyzercould suppressassertionsand other checks
wherethecorrectnessof a propertycanbeproved;wherethis is not possible(because
thedynamicstatecannotbepredicted),it couldinsertextracodeto verify thatproperty.

6.4 Summary

Dynamiccheckingfor multi-threadingproblemscanbesuccessful,but no implemen-
tationthatis suitablefor Javais availableyet. Moreover, dynamiccheckingstill suffers
from a high run time overhead.

Currentlyavailablestaticcheckerscouldbemuchmoreusefulby includingmore
rules in the model that is veri�ed. Centrally to suchimproved checksare common
optimizationsin software,suchassharedreadingwithout locking.

Jlint hasshown thattheusefulnessof a staticcheckeralsodependson its architec-
ture,not only on its algorithms.Somedesignguidelineshave beengivenabouthow
a more �e xible staticchecker could be written. Theseguidelinesarea resultof the
insightsgainedwhenextendingJlint.

Finally, someideasaboutpossibledirectionsin both areaswere outlined. Both
staticandextendeddynamiccheckershave a largely untappedpotentialfor checking
multi-threadingproblems. It canbe expectedthat muchwork will be donein these
areasin thenearfuture.
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Conclusions

Multi-threadedprogrammingposesa new challenge:the behavior of multi-threaded
programsis non-deterministic,becausethe threadschedulercannotbe controlledby
theapplication.Thisputsseverelimitationsonclassicalregressiontesting:evenfor the
sametestcase,theresultcannotalwaysbereproduced.Two promisingnew approaches
are extendeddynamicchecking andstatic checking. The former techniqueemploys
new waysof overcomingmulti-threadingproblems;the latter analyzesa programat
compile-time.

Extendeddynamiccheckerscaneitherexplorethestatespaceof all possiblethreads
or keeptrackof theprogramhistory in orderto analyzethefull capabilityof a multi-
threadedprogram.Thelatterapproachprovedmorepractical,althoughthereis no tool
availableyet thatef�ciently performssuchchecksfor Javaprograms.

Static checkers can be divided into (usually simpler) model checkers and more
complex theoremprovers. The former, despitetheir limitations, have proved to be
almostaseffectiveasthelatter, especiallyin theareaof multi-threadingproblems.As
thetechnologiesaremerging,thedistinctionbecomesincreasinglydif�cult. Any static
checkerwhich is availabletodaystill needsfurtherwork.

BecauseJlint is fast,easyto use,andwell applicableto large scaleprojects,the
decisionwas madeto extend its applicability to includesynchronized blocks. As
statisticalanalysesshowed, this was a signi�cant improvementandallowed Jlint to
checka largerprogrambaseeffectively. During theextensions,it wasalsoseenthata
cleanarchitectureis asimportantfor a goodstaticcheckerasgoodalgorithmsare.

TheextendedJlint wasappliedto Trilogy's sourcecodeanda few othersoftware
packages.It discoveredtwo multi-threadingfaultsandtenotherfaults,mainlypotential
null pointerreferences.Many multi-threadingcheckscouldbemoreusefulwith more
re�ned staticanalyzers.Evenat its currentstage,Jlint canalreadybeaveryusefultool
for �nding faultsearlyor for preparingacodereview.

In thelastchapter, someideasfor futureextensionsof Jlint andotherstaticcheck-
ers were presented.Both staticanddynamiccheckersstill have a largely untapped
potential,especiallyin theareaof multi-threadingproblems.
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Appendix A

Sourcecodeanalysis

Thischapterlists theresultsof all sourcecodeanalyses.First,ashortdescriptionof the
toolswhichweredevelopedfor this speci�c taskis given;then,theresultsof applying
thesetoolsto varioussourcecodebasesareshown.

Thesourceshavebeenchosenfrom variousdomains,in orderto ensureagoodcov-
erageof differenttypesof programs.In Trilogy'spackages,thecomplexities lie in the
algorithmsandI/O; in theCORBA andconcurrency packages,I/O andsynchronization
issuesaredominant.

LOC synch.statements synch./KLOC
Trilogy 284875 487 1.710
Java 290428 1156 3.980
Javax 245700 217 0.883
CORBA 21180 56 2.644
Concurrency 23782 531 22.328
ETHZ DW 24649 147 5.964
Total 890614 2594 2.913

TableA.1: Overview abouteachpackage.

Table A.1 shows an overview abouteachanalyzedpackage. As a �rst, simple
metric for the “parallelism” presentin the packages,the numberof synchronized
statementsperthousandlinesof code(KLOC) is shown. As commentsandcodelayout
(e.g.numberof emptylines)mayslightly distortthestatistics,thenumbershave to be
taken asan approximatemeasure.Nevertheless,dueto the large codesize,they are
certainlycomparable,andthereis no doubtthattheconcurrency packageis, dueto its
verynature,themostcomplex onewhenit comesto parallelism.

More aboutthe differentcasesof synchronizationthat were investigatedcan be
foundin Section3.5onpage26.

A.1 Analysis tools

Sincenoexisting toolsanalyzeparallelismin theway thatwasneededfor this project,
a customizedsuiteof tools, consistingof � ve shell scriptsandonePerl script, were
written.
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The �rst script, source-stats.sh , is a stand-alonescript thatgivesanoverview
of the package. It analyzesall .java �les in the local directory tree. Becausethe
“textutils” proved,dueto their context-insensitivenature,to beslightly inadequatefor
removing all C style commentsfrom the Java sources,the C preprocessorcpp was
usedfor that task. While this addssomeoverheadto the script, it ensuresa correct
removal of any comments.Therestof thescript is mainly a constructof nestedgrep
and sed commands.All in all, several hundred�les and processesare createdand
destroyedduringexecutionof thisscript.However, dueto theef�cient �le cachingand
processcreationmechanismsin Linux, thescriptstill runswithin a few secondson a
fastcomputer, eliminatingtheneedfor any optimizations.

For a closeranalysisof synchronizedblocks,variable-type.pl wascreated.It
parsesany Java source�le, removing commentsand analyzingthe block structure.
Whenever it encounters,for thecurrent�le, a givenvariablewithin a synchronized
block, it printsout what type of variablethat variableis. For a distinctionof thedif-
ferentcasesandtheir relevance,seesection3.5. If thevariableis not declaredat that
time or furtherdown in the�le, it recursively parsesall superclass�les, searchingthe
directoriesin the CLASSPATHenvironmentvariable. For classandinstancevariables,
theprogramalsocountsthenumberof assignmentsto thatvariablein thecurrent�le
(thoughnot recursively in thesuperclasses).

Initially, the Perl script wasmuchsimplerandhadseveral shortcomings(e.g. it
couldnotparsevariabledeclarationsoccurringafterthesynchronized blocksanddid
notwork recursivelyonsuperclasses).Theeleganceof thescripthasde�nitely suffered
underall theextensionsof thetenrevisionsmadesofar, but sincethescriptwill notbe
neededfor laterwork, it wasnot rewritten.

Becausevariable-type.pl hasto be calledoncefor eachsharedresourceand
eachsource�le, two shellscripts,analyze-file.sh andanalyze-package.sh , per-
form thenecessarypreprocessingona �le or directorylevel. Thelatterscriptwritesits
outputto <directory name>.details , a �le that,while beinghumanreadable,still
containstoo muchinformationto be of direct use. Two morescripts,total.sh and
total-of-a-kind.sh , parsethatoutput�le andgiveatotalcountof all variabletypes
of eachcategory.

Additionally to theseanalysistools,thefollowing shellscriptwassometimesused
to generatea call graphsuchasin �gure 4.1onpage37 (Jlint hasto becompiledwith
-DDUMP_EDGES):

echo "digraph lockgraph {"; jlint *.class | grep ^Call | \
sed 's/Call graph edge //' | sed 's/([^)]*)//g' | \
sed 's/\(.*\) -> \(.*\)/"\1" -> "\2"/'; echo "}"

Theoutputof thescriptis theinput for graphviz [25, 54].

A.2 Trilogy' ssourcecode

A.2.1 Intr oduction

BecauseTrilogy's sourceswhich were analyzeddid not consistof one, monolithic
package,it warrantsa breakdown into its modules.TableA.4 shows a list of all the
seven packages(denotedby the namesthat areusedin the sourcerepository). De-
spitethevariationsbetweenthedifferentpackages,only thediagramsfor thetotalsare
shown. Indeed,only two of thesmallestpackagessigni�cantly deviatefrom theothers
in complexity.
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LOC synch.statements synch./KLOC
catalogsvc 5661 5 0.883
ffcaf 46994 161 3.426
hec 23947 12 0.501
sbjni 19031 32 1.681
scbbjava 129327 165 1.276
tce2 31242 36 1.152
trilogyice 28673 76 2.651
Total 284875 487 1.710

TableA.2: Overview of Trilogy'ssourcecode.

A.2.2 Description of analyzedpackages

This is averyshortdescriptionof theanalyzedpackages,andis by nomeanscomplete
or comprehensive. It mayhelpthereaderto seein which areastheproblemslie when
it comesto concurrency.

MCC catalog(catalogsvc)

This is a wrapperfor the“Trilogy Classi�cationEngine”(tce):

“The Classi�cationServiceprovidesremoteaccessto theTCE in the
Multi ChannelCommerceframework. It provideslightweightversionsof
its classi�ers which understandhow to talk to the service. Using these
classi�ers,TCEmaybeusedremotelyin amannerindistinguishablefrom
local access.Also containsModules,Controls,etc.”

MCC Core(ffcaf)

TheMCC Corehandlesthefollowing functions:

� wrappers,loadbalancingandfailoverof remoteservices(CORBA/RMI)

� XML/JNDI con�gurationandtools

� modulemanagerandmoduleeventhandling

� cachesemaphoresfor theregistry service(pause/unpauseservices,cache�ush-
ing)

� website�nite statemachinecode,customTWC dispatcher, customTWC beans

� ACL abstractionlayerfor UserACL service(s)

Cerium (hec)

This is a re-implementationof SalesBuilderin Java, which wasoriginally written in
C++. Its core is an enginethat allows con�guration modelingto be implementedin
Java. As such,theprogramdoesnotusea lot of multi-threading.
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SalesBuilder(sbjni)

This packageis a Java wrapperaroundtheSalesBuilder, Checker, andPricerengines.
Theseengines,whenusedtogether, canhelpacompany to tracksales,checkandde�ne
pricestructures,andupdatethembasedon sales.Out of this package,theLogPlayer
was analyzed. It can reada log �le and recreatethe scenariothat lead to suchlog
entries.For this purpose,it startsandcontrolsotherapplicationsasneeded.

Java backbone(scbbjava)

This is a Java-basedobject-orientedabstractionlayer for relationalDBs. As such,it
alsomanagessessionsto theDBs.

Trilogy classi�cation engine(tce2)

This is a generalizedclassi�cationenginefor storageandretrieval of information.

“The engine. . . understandsmany differentkinds of "classi�ers" used
to organizeinformation. The mostcommonclassi�ers describevarious
characteristicsof dataitems,e.g. "Color", "Category", "Price", "Name".
The enginefacilitatesmaintaining,searching,andbrowsing theseclassi-
�ers. The new engineis schemaindependent.A classi�cation 'schema'
describeshow the datais organizedin the database,i.e. wherethe clas-
si�ers are. Schemaindependencegreatly increasesthe �e xibility of the
engine.”

Trilogy InsuranceCalculation Engine (trilogyice)

“Trilogy's InsuranceCalculationEngineallows insurersto createrat-
ing andautomatedunderwritingmodels,andcompilethemto stand-alone
Java classes.TheseJava classescanbe usedto calculatequotesandun-
derwritinganswers.”

A.2.3 Overview

blocks

methods this.getClass()

classes

500

0

250

instancesnon-this

this

FigureA.1: Breakdown of theusageof synchronized statementsin Trilogy'scode.
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487 synchronized statements
in 156 files

265 synchronized methods
in 96 files

222 synchronized blocks
in 79 files

9 synch. (this.getClass())
in 5 files

51 synch. (this)
in 18 files

162 synch. (non-this[.getClass()])
in 66 files (on 77 unique resources)

21 synchronizations on classes
(8 unique classes)

141 synchronizations on instances
(69 unique instances)

FigureA.2: Statisticsof theusageof synchronized statementsin Trilogy'scode.

FiguresA.1 andA.2 show the sameresult in two differentviews. From the 487
synchronized statementsin Trilogy's code, the majority occursas synchronized
methods. The numberof synchronized blocks is almostas big. When breaking
down the latter number, a small, but still signi�cant part is taken up by this and
this.getClass() , locks on the currentinstanceandthe currentclass,respectively.
However, mostcasesaremorecomplex thanthat, involving a lock on a variableother
thanthis . For thesecases,theratioof locksonentireclasses(ratherthaninstances)is
aboutthesame.

26

onaclassvar.

67

onaninstancevar.

3

onaninherited�eld

32

ona local variable

8
ona fn. parameter

5 ona memberof anotherobj.

FigureA.3: Typesof variablesusedin synchronized blocksin Trilogy'scode.

FigureA.3 showsanoverview of thetypesof variablethatholdsalock in asynchronized(lock)
statement.As onecansee,thevastmajority areclassor instancevariables(which are
only initialized onceasa sharedresourceandthenusedthroughouttheprogram;this
is not shown in thediagrams).

TableA.3 givesthenumbersper module,whereinheritedvariableswerecounted
towardsinstancevariables.As onecansee,the usageof synchronizedblocksvaries
quitea lot betweendifferentmodules.

Theresultsfrom theprevioustablesand�gures arecondensedin �gure A.4. The
synchronizationson classor instancevariables,and the “other cases”representthe
synchronizedblocksshown in tableA.3.
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class instance local fn. other total
var. variables var. param. cases

catalogsvc - 1 4 - - 5
ffcaf 9 38 5 6 1 59
hec - 3 - - - 3
sbjni - 11 2 1 - 14
scbbjava 17 17 9 1 4 48
tce2 - - 12 - - 12
trilogyice - - - - - 0
Total 26 70 32 8 5 141
100.00% 18.44% 49.65% 22.70% 5.65% 3.55%

TableA.3: Permoduleusageof synchronized(non-thi s) blocksin Trilogy'scode.

265

synchronizedmethod

51

on this 93

onaclass/instancevar.

30

onaclass

48
othercases

FigureA.4: Overall usageof synchronized statementsin Trilogy'scode.



66 APPENDIX A. SOURCECODEANALYSIS

A.3 Built-in Java packages

As in theprevious section,tableA.4 givesan overview aboutthe sourcecodeof the
built-in Javaclasses.Thevariationsbetweenthepackagesis surprisinglybig; however,
thenumbershaveto betakenwith caution,sinceonly theactual.java source�les, but
nonative implementations,havebeenanalyzed.

LOC synch.statements synch./KLOC
applet 761 0 0.000
awt 114431 441 3.854
beans 9461 106 11.204
io 23489 145 6.173
lang 29307 100 3.412
math 5325 1 0.188
net 11292 68 6.022
rmi 7667 26 3.391
security 17892 31 1.733
sql 10940 12 1.097
text 23602 17 0.720
util 36261 209 5.764
Total 290428 1156 3.980

TableA.4: Overview of thesourcecodeof thebuilt-in Java packages.

Thefollowing �gures areequivalentto theonesfrom theprevioussection.A sur-
prising differenceis the amountof inherited�elds used: it is almostashigh as the
numberof “ordinary” instancevariables. This greatly increasesthe dependency be-
tweenaclassandits superclass.In thesecases,bothclassesaredevelopedby thesame
team,sothis shouldnotbea problem.

1156 synchronized statements
in 187 files

614 synchronized methods
in 135 files

542 synchronized blocks
in 104 files

20 synch. (this.getClass())
in 20 files

90 synch. (this)
in 29 files

432 synch. (non-this[.getClass()])
in 91 files (on 115 unique resources)

12 synchronizations on classes
(8 unique classes)

420 synchronizations on instances
(107 unique instances)

FigureA.5: Statisticsof the usageof synchronized statementsin the built-in Java
packages.

In tableA.5, inherited�elds are listed separately, unlike in the previous section.
Also, the “other cases”encompasses�elds of otherobjectsand(in the rmi package)
native �elds.



A.3. BUILT-IN JAVA PACKAGES 67

43
ona classvar.

99

onaninstancevar.

73

onaninherited�eld

146

ona local var.

39

ona fn. parameter

14 onamemberof anotherobj.
6 ona nativevar.

FigureA.6: Typesof variablesusedin synchronized blocksin theJavapackages.

class instance inherited local fn. other total
var. variables �elds var. param. cases

applet - - - - - - 0
awt 3 8 - 134 1 - 146
beans - 31 6 3 2 11 53
io 2 3 67 - 3 - 75
lang 19 6 - 6 10 1 42
math - - - - - - 0
net 7 1 - 1 3 - 12
rmi 2 - - 1 - 6 9
security - 3 - - 2 - 5
sql - - - - - - 0
text - 2 - - - - 2
util 10 45 - 1 18 2 76
Total 43 99 73 146 39 20 420
% 10.24% 23.57% 17.38% 34.76% 9.29% 4.76%

TableA.5: Permoduleusageof synchronized(non-this ) blocksin theJava pack-
ages.

614

synchronizedmethod

90
on this 212

onaclass/instancevar.

32

onaclass

208

othercases

FigureA.7: Overall usageof synchronized statementsin thebuilt-in Java packages.
Theblueandgrey pieslicesrepresentthesynchronizedblocksshown in tableA.5.
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A.4 Other packages

Theotherpackagesaremonolithicor smallenough,sothey arenot brokendown into
their components.

Thejavax packagesincludeaccessibility , naming , andswing . accessibility
hasnosynchronized statements,while naming only hasfour; thereforethey werenot
treatedseparately. javax encompasses617�les with 245700linesof code.

The CORBA andETHZ datawarehousingpackagewereboth comparablysmall
in sizeand(parallel)complexity; however, theConcurrency package[23] wassurpris-
ingly complex.

217 synchronized statements
in 51 files

130 synchronized methods
in 37 files

87 synchronized blocks
in 29 files

33 synch. (this)
in 12 files

54 synch. (non-this[.getClass()])
in 20 files (on 118 unique resources)

54 synchronizations on instances
(18 unique instances)

FigureA.8: Statisticsof theusageof synchronized statementsin theJavax (Swing)
packages.

130

synchronizedmethod

33

on this

37

ona class/instancevar.

18
othercases

FigureA.9: Overall usageof synchronized statementsin thejavax packages.There
were24 classand14 instancevariables.The"othercases"include16 local variables
andtwo native �elds.



A.4. OTHERPACKAGES 69

50
synchronizedmethods

6
onaclass

Figure A.10: Statistics of the usage of synchronized statements in the
OMG (CORBA) packages. TheseJava CORBA classes(org.omg.CORBA.* and
org.omg.CosNaming. * ) were a simpler case;almostall synchronizationsare done
with synchronizedmethods.Thetotalamountof codewere21180linesin 247�les.

531 synchronized statements
in 61 files

238 synchronized methods
in 49 files

293 synchronized blocks
in 40 files

35 synch. (this)
in 14 files

258 synch. (non-this[.getClass()])
in 28 files (on 26 unique resources)

258 synchronizations on instances
(26 unique instances)

FigureA.11: Statisticsof theusageof synchronized statementsin theConcurrency
package[23]. Thetotalamountof codewere23782linesin 104�les.

238

synchronizedmethod

35on this

229

onaclass/instancevar.

29 othercases

FigureA.12: Overall usageof synchronized statementsin theConcurrency package
[23]. Thebluesliceincludes3 classand31 instancevariablesaswell as195inherited
�elds. Theothercasesare1 local variable,8 functionparametersand20 membersof
otherobjects.
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54

synchronizedmethod

11

ona class/instancevar.

FigureA.13: Overall usageof synchronized statementsin theETHZ datawarehous-
ing package[24]. Thetotal amountof codewere24649linesin 147�les. Therewere
7 classand4 instancevariables.

A.5 Summary

Even thoughsomevariationsbetweendifferent packageswere present– especially
in the numberof synchronized statementsper LOC – the overall picture is quite
homogeneous.

Category # %

synchronized methods 1351 53.76%
synchronized(this) 209 8.32%
synchronizationsoncurrentclass 68 2.71%
synchronizationsonotherclasses/instances 582 23.16%
othercases 303 12.06%
Total 2513 100.00%

TableA.6: Total usageof synchronized statements.
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1351

synchronizedmethod

209

on this 582

onaclass/instancevar.

68

onaclass

303
othercases

FigureA.14: Total usageof synchronized statementsin all analyzedpackages.A
total of about900000LOC wasanalyzed.



Appendix B

Existing tools

B.1 Dynamic checkers

B.1.1 MaC

Purpose: Monitor runningsystemsagainsta formalspeci�cation.

Producer: Real-timesystemsgroup(RTG) at theUniversityof Pennsylvania.

Technology: Automaticallygeneratedrun timechecker.

Overview: MaC standsfor “Monitoring andChecking”. It combinesa high-level re-
quirementspeci�cationanda low-level monitoringscript thatveri�es thegiven
requirementsatsourcecodelevel. An Instrumentorgeneratesaruntimechecker
basedon the given data. This checker veri�es the given propertiesafter each
methodcall. This processis easierto usebut lessgeneral(in termsof schedules
covered)andef�cient thanstaticchecking.
Therequirementsareexpressedin anextendedform of lineartemporallogic; the
monitoringscriptis writtenin asimpleeventde�nition language.Optionally, ex-
tra actionsfor exceptionalconditionscanbegivenvia a steeringscript[27, 28].
MaC doesnot yet have a framework for systematicallytestingmulti-threaded
programs,but it couldbecombinedwith aspecialJVM in orderto achievethis.

Availability: MaCis availablefor researchpurposes,includingsourcecode.It is writ-
tenin Javaandplatformindependent.It requirestheJTrek library from Compaq
(http://www.digital. com/ja va/ downlo ad/ jtr ek/ ), which is availableun-
dera speciallicense.

Usage: MaC hasbeenappliedto a coupleof smalltestprograms[27].

URL: http://www.cis.upen n.e du/ ~rt g/ mac/

B.1.2 Rivet

Purpose: Createadvanceddebuggingandanalysistools.

Producer: SoftwareDesignGroupat theMIT.
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Technologies:CustomJavaVirtual Machine(JVM); systematicschedulingalgorithm
for dynamictesting.

Overview: Rivet is a platformfor sophisticatedJava debuggingandtestingtools. Its
goal is to exposethe internalsof the virtual machinein an structured,well-
documentedway in order to allow the constructionof tools basedon that in-
formation.Sofar, theinitial suiteof toolscontainsabi-directionaldebugger(not
yet fully implemented)anda testerfor multi-threadedprograms.
Rivet is a partial JVM runningon top of anothervirtual machine.Therefore,it
only implementsthekey componentsneededfor systematictesting,suchasthe
threadscheduler.
Deterministicreplay, which allows thevirtual machineto undoa stepin its ex-
ecution,was plannedas a future extension. This would not only allow more
ef�cient testing,but alsoallow thecreationof anew, verypowerful debugger. A
coupleof challenges,suchasef�cient representationof classesandinstancesin
thevirtual machine,still hadto beovercome.Performanceproblemswerelikely
a reasonwhy developmentonRivet wasdiscontinued.

Availability: Theprofessorwhomanagedtheprojecthasleft theMIT onspring1999.
Work ceasedonbothRivet andtheExitBlock systematictestingalgorithm.

Usage: Rivet hasbeenusedona coupleof testexamplesandsmallprograms,but did
not scaleto largesoftware[29].

URL: http://sdg.lcs.mit.e du/ riv et. htm l

B.1.3 Verisoft

Purpose: Systematicallytestmulti-threadedapplicationswritten in any programming
language.

Producer: Bell Laboratories,LucentTechnologies;mainauthor:PatriceGodefroid.

Technology: Systematicstatespaceexploration(in dynamicchecking)usinga new
searchalgorithm.

Overview: Verisoft is a dynamicchecker that allows the programmerto systemati-
cally explore thestatespace(stateof all variablesandinterleavingsof threads)
of a program. While the checker doesnot requirethe programsource,having
thesourceavailableallows theuseof assertionstatements.Theprogrammercan
alsouseaspecialnon-deterministicoperationin theprogramsourceto modelthe
environmentto besimulated.Thethreadschedulingrepresentstheothersource
of non-determinism,which is notcontrollableby theprogrammer.
Verisoft checksprogramsdynamically for deadlocks,divergences(a process
stopscommunicating),lifelocks andassertionviolations. It usesa new search
algorithm(a re�ned incrementaldepth-�rst search)to guaranteecoverageup to
a certainlevel while usingsophisticatedstatespacepruningtechniquesto keep
thesearchmanageable.By usinga state-lesssearchalgorithm(i.e. no caching
of previously visited states),a muchlargeramountof codecanbe checked. It
still hasa ratherlong run time for largerprograms[30, 31].

Availability: Verisoftis availablein binaryformatfor researchpurposes(underaspe-
cial license).
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Usage: Verisoft hasbeensuccessfullyappliedto a complex small C program(2500
LOC), but no largerprojectsaredocumented[31].

URL: http://www1.bell- l abs .co m/p roj ect /ve ris oft /

B.1.4 VisualThreads(Eraser)

Purpose: Detectconcurrency errorsin multi-threadedprograms.

Producer: CompaqInc.

Technologies:Dynamicmonitoringtechniques,lock setalgorithmfor detectingrace
conditions.

Overview: Eraserchecksthe correctnessof locking schemesin multi-threadedpro-
grams. It ensuresthat accessto sharedresourcesis alwaysguardedby certain
lockingdisciplines.Thegoalof suchapolicy is to ensurethatnoraceconditions
canoccurandthatread-writelocksoperatein acorrectmanner.
Eraserworksby dynamicallymonitoringthe locking of all sharedvariables.It
constantlyre�nes the lock sets,andwarnswhen the lock setbecomesempty.
Variousspecialcases,suchas initialization (wherea resourceis not available
to otherthreads),read-sharedandread-writelocks areconsideredif thesource
codeis properlyannotated.Theseannotationsaremainly usedfor suppressing
falsealarms[32].
TheEraseralgorithmhasbeensuccessfullyusedoncomplex real-lifeprograms,
suchastheAltaVistaindexing engine,whereit foundoneor two raceconditions
in four sampleprograms.

Availability: TheEraseralgorithmhasbeenimplementedin “VisualThreads”.Visu-
alThreadsis commerciallyavailablefor OpenVMSandTru64Unix Alpha sys-
tems,whereit is partof thedevelopmenttools. Java is supportedby monitoring
thePOSIXcallsof theJava Virtual Machine.

Usage: VisualThreadsis availableaspartof thedevelopmenttools; in which projects
it is actuallyusedis unknown. Beforeit wasacommercialtool, it hasbeenused
on an experimentalOS kernel, the Altavista indexing engine,anda coupleof
otherprojects,of about25000LOC each[32].

URL: http://www5.compaq. com/pr oduct s/s oft war e/v isu alt hre ads /

B.2 The Spin model checker

Purpose: Staticmodelchecker, back-endfor othertools.

Producer: Bell Labs(now LucentTechnologies);mainauthor:GerardJ.Holzmann.

Technologies:Explicit statemodelchecking,partialorderreduction.

Overview: Spinis asoftwareveri�cation tool thatusesahigh-level languageto spec-
ify systems.The languageis calledPROMELA (PROcessMEta LAnguage).
Its developmenthasstartedat Bell Labsin 1980. Spin hasbeenusedto trace
logical designerrorsin distributedsystemsdesign,suchasoperatingsystems,
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datacommunicationsprotocols,switching systems,concurrentalgorithms. It
canalsoserve, in conjunctionwith other tools, to verify the correctnessof an
abstractrepresentationof sourcecode.
At the coreof Spin is a linear temporallogic (LTL) checker. However, it also
supportsveri�cation of safetyand livenesspropertiesnot expressiblein LTL.
It accepts,besidesPromelaand LTL, also so-calledBüchi automataor never
claims. Promelasupportsa large variety of high-level constructssuchaspro-
cesses,sharedmemory, and(bufferedor unbuffered)messagequeues[33].

Availability: Spinis availableasOpenSourcesoftware.Spinis written in C, andcan
becompiledonany standardANSI CplatformsuchasLinux, Unix andWindows
9x/NT.

Usage: Severalprojects(suchasBandera,FeaVeror JPF)areongoingwhichuseSpin
astheir back-endmodelchecker.

URL: http://netlib.bell- lab s.c om/net lib /sp in/ whatis pin .ht ml

B.3 Static checkers

B.3.1 Bandera

Purpose: Build amodelsuitablefor modelcheckersfrom Java sourcecode.

Producer: Laboratoryfor Speci�cation,Analysis,andTransformationof Softwarein
theCISDepartmentat KansasStateUniversity.

Technologies:Programslicing,programabstraction,staticmodelchecking;two-way
conversionbetweenabstractionlevels.

Overview: Banderatries to bridgethegapbetweensoftwaresourcecodeandan ab-
stractrepresentationof it. A specialannotationlanguageallows to expressas-
sertionsandtemporalor quanti�ed propertiesin thesourcecode.Predicatedef-
initions for eachmethodareusedin propertyspeci�cationswhich containthe
programproperties(invariantsor sequencesof statesthroughwhichtheprogram
alwayshasto go).
Using programanalysis(slicing), the �rst stageof Banderageneratesa simpli-
�ed versionof the program,containingonly the statementsof interestfor the
correctnessof theprogram.This candrasticallycut down thecomplexity of the
modelthatis generatedfrom theprogram.
Thesecondstagereducesthemodelsizefurthervia dataabstraction.It generates
anintermediaterepresentationof a �nite-statemodelin anintermediateformat.
This formatis thentranslatedinto thespeci�cationlanguageof amodelchecker
of choice;sofar, SPIN[1] is supported.Translatorsfor theSymbolicModelVer-
i�er (SMV) [20], developedin theCarnegie Mellon University, andStanford's
forthcomingSAL modelchecker [21] areunderconstruction.[35]
A newer componentis the counter-examplegenerator that checksfaultsfound
in theabstractmodelfor their validity in theactualprogram,andreportswhere
in thesourcecodethefaultwasfound[34].

Availability: Originally plannedfor summer2000,the �rst betaversionhasbeenre-
leasedonMarch8, 2001,undertheGPL.
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Usage: Banderahasbeenapplied,in conjunctionwith JPF, to a coupleof small pro-
grams,includingDougLea'sconcurrency package[34].

URL: http://www.cis.ksu. edu /sa nto s/ bander a/

B.3.2 ESC/Java

Purpose: Detectcommonprogrammingerrorsatcompile-time.

Producer: CompaqSystemsResearchCenter

Technologies:Generatorof backgroundpredicatesandveri�cation conditions,Sim-
plify theoremprover.

Overview: The “ExtendedStatic Checker” for Java hasbeendevelopedby Digital
EquipmentInc. (now part of Compaq).The �rst versionhasbeenwritten for
checkingModula-3programs.ESC/Java staticallychecksa programfor null
referenceerrors,arrayboundserrors,potentially incorrecttype castsandrace
conditions.
ESC/Javarequiresannotationsin thesourcecodein its own annotationlanguage.
In aninternalstudy, theannotationoverheadin thesourcecodewasabout13.6%
[38]. However, lessscrupulousannotationscanbemade,ignoringcertaintypes
of faults.
The checker �rst generatestype-speci�cbackgroundpredicatesto encodedata
typesandtyperelationsfor eachclassandinterface.Then,eachroutineis trans-
latedinto a veri�cation condition. As anintermediatestep,a sequenceof com-
mandssimilar to Dijkstra's guardedcommandsis produced[37]. TheSimplify
theoremproverthentriesto disproveeachoneof theseveri�cation conditions.If
it succeeds,thefront endtransformsthecounter-examplecontext into awarning
and(optionally)acounter-example[36].

Availability: The checker hasrecentlybeenreleasedand is freely available for re-
searchandeducationaluse.A binaryversioncanbedownloadedfor AlphaUnix,
Solaris,Linux andWindows9x/NT. Thefront endhasbeenwritten in Javawhile
thetheoremproverSimplify is written in Modula-3.– A Modula-3front endis
alsoavailable,but for AlphaUnix andIntel Windows9x/NT only.

Usage: ESC/Modulahassuccessfullyfound fault in severalsmall projects,beingto-
tally 20K LOC in size[38]. Therearenonumbersavailableyet for ESC/Java.

URL: http://research.com paq .co m/SRC/es c/

B.3.3 FeaVer

Purpose: Verify programpropertiesextractedfrom atestharness.

Producer: Bell LabsComputingandMathematicalSciencesResearchDivision;main
author:GerardJ.Holzmann

Technologies:Model extractorfor specialC source�les, SPINmodelchecker, error
tracegenerator.
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Overview: FeaVer's ultimate goal is a mechanicalextraction of a model from the
sourceof softwareapplications.It usesa structuredtestprogram(the testhar-
ness) anda descriptionof programfeaturesin order to �nd violationsof such
rules. Thetool is very smalland(sofar) only workson event-drivenprograms,
yet it is alreadyquitepowerful at �nding faultsthatareveryhardto �nd through
conventionaltesting.
Besidesa testdriver program,the userhasto provide a lookup tableor map,
which de�nes therelevantportionsof thesourcestatementsto bechecked. The
developercanstartwith asimple,coarsemappingandgraduallyre�ne it asfaults
areremovedor falsewarningsoccur(thedefault mappingignoresthevaluesof
expressionswhenevaluatingpossibleexecutionpaths). Togetherwith a list of
properties(givenaslogic formulas,wherea variety of default propertiesis al-
readyavailable),theFeaVer framework pre-processestheprogramsourcecode
andproducesa Promela(alsoseeSectionB.2) speci�cation[39].

Availability: Developmentis still in its earlystage,andthe tool will not be released
for at leastanotheryear(i.e. not before2002). FeaVer is written in C andonly
supportsC programssofar.

Usage: Only as a prototypewithin Bell Labs, for the PathStarcall processingand
telephoneswitchingsoftware,which is certainlya very largeandcomplex piece
of software.

URL: http://cm.bell- labs .co m/c m/c s/w ho/ ger ard /ab s.h tml

B.3.4 Flavers

Purpose: Answerveri�cation queriesaboutprogrampropertiesduringdesignandde-
bugging.

Producer: Laboratoryfor AdvancedSoftwareEngineeringResearch(LASER),Com-
puterScienceDepartmentat theUniversityof MassachusettsAmherst.

Technologies:Data�o w andcontrolanalysis,static�nite stateveri�cation, incremen-
tal queryevaluation.

Overview: Flaversusesdataandcontrol�o w analysisto build amodelof theprogram
to bechecked. It thenchecksthis modelagainstveri�cation queries.This also
workson concurrentsystems.Thetool allows to ensurethatthesoftwarearchi-
tecturemeetsthedesignrequirementsandconsistency rules,suchassequences
of events,safetyandlivenessproperties.
Flaversautomaticallyguaranteesthe presenceor absenceof certainproperties
while not requiringknowledgein formal methods. The usercanalso specify
additionalpropertiesonceheis familiar with thesystem.Moreover, theFlavers
framework offers specializedalgorithmsfor differentdevelopmentstages(re-
ferredto as“exploratory”,“f ault-�nding” and“maintenance”modes).
TheINCA projectis quitesimilarandusesIntegerProgrammingin orderto ver-
ify certainproperties;however, thatprojecthasnot yet comefar enoughto have
an automatedtranslationfrom sourcecodeto linear inequalities,which arere-
quiredby thetheoremprover.
TheStaticConcurrency AnalysisResearchProjectcollectspatternsof problems
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thatfrequentlyoccurin multi-threadedprograms,in orderto facilitatethedevel-
opmentof futuresoftwaretools[16].

Availability: An Ada andC++ versionare implemented.The C++ versionbelongs
to thecompany MCCquESTandis not available;theAda versionhasbeende-
velopedby theuniversityandis availableuponrequest.A Java versionis under
development,but still in its earlystageandnot yet readyfor a release.

Usage: No numbersareavailable.

URL: http://laser.cs.uma ss. edu /to ol s/f lav ers .ht ml

B.3.5 Jlint

Purpose: Semanticveri�er detectingcertain deadlocks,raceconditionsand a few
otherfaults.

Producer: Moscow StateUniversity, ResearchComputerCenter;mainauthor:Kon-
stantinKnizhnik.

Technology: Control�o w/lockdependency analysis,specializedchecksfor otherfaults.

Overview: Jlint comesas two programs,a simplesyntaxveri�er (AntiC) anda se-
manticveri�er (Jlint). The former checksfor a few commonpotentialsyntax
errors.Thelatteris muchmoreinteresting,for it extractsinformationfrom (non-
annotated,normallycompiled)Javaclass�les andperformsconsistency and�o w
analysesonthem.Jlint is capableof dealingwith missingdebugginginformation
which someJava compilerscannot(yet) generate.It alsoallows a hierarchical
selectionof thechecksthatshouldbeperformed.
The core algorithm checksJava class�les for loops in the lock dependency
graph. This graphincludesboth static and dynamicmethods. It also makes
suretheprogramsfollow certainconsistency ruleswhenusingthewait method
in Java. Raceconditionsarefoundby building thetransitiveclosureof methods
which canbeexecutedconcurrentlyandthemethodsthey call. Then,all �elds
accessedby suchmethodswhich ful�ll certainconditionsarereportedaspossi-
ble raceconditionsin dataaccess.Jlint is ratherconservativeat reportingerrors,
sinceit doesnotallow annotationswhichcouldeliminatefalsepositives.

Availability: Freelyavailable;writtenin C andC++,andshouldworkonany platform.

Usage: No othernumbersareavailable,but Jlint hasbeenappliedsuccessfullyatTril-
ogy to largescalesoftware(severalprojectsof severaltenthousandLOC each).

URL: http://www.ispras.r u/~ kni zhn ik /jl int /Re adMe.h tm, http://artho.com/
jlint/

B.3.6 JPF

Purpose: Integratemodelchecking,analysisandtesting.

Producer: AutomatedSoftware EngineeringGroup (ASE) at NASA; main author:
KlausHavelund.
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Technologies:Slicing, abstraction;1.0: Java to Promelatranslator;2.0: specialJVM
(MC-JVM) andmodelchecker.

Overview: The“JavaPathFinder”hasbeendevelopedat theAutomatedSoftwareEn-
gineering(ASE) departmentat NASA. Currently, JPFcanonly checkinvariants
anddeadlocks.Invariantsaregivenasa BooleanJavamethod.
After anabstractionanda slicingstage,whichbothreducethestatespaceof the
programalot, adepth-�rst searchis performedontheprogramstages.A special
JVM, whichallows to moveforwardandbackward onestatein thebytecodeex-
ecution,is usedfor this.
The �rst versionwasa translatorfrom Java to Promela[40]. Specialassertion
anderror methodsspecify the propertiesto be checked. It has,however, only
supporteda fairly restrictedsubsetof Java. Becauseit wastoodif�cult to extend
theprogramto supportmoreJavaconstructs,adifferentapproachhasbeentaken
for thesecondversion,which worksdirectly on bytecode.It canthereforefully
supportall Java features[42].

Availability: It is currentlybeingchecked by NASA's legal departmentwhetherthe
programcanbemadeavailableto selectedthird partiesor not.

Usage: JPFhasbeenappliedto theRemoteAgentSpacecraftController(RAX), where
it foundadeadlock,andtheDEOSAvionicsOperatingSystem.After theslicing
stage,thelargestpackagewas1443LOC in size[41].

URL: http://ase.arc.nasa. gov /jp f/

B.3.7 LockLint

Purpose: Detectraceconditionsanddeadlocksin C programs.

Producer: SunMicrosystemsInc.

Technology: Control�o w analysis.

Overview: LockLint consistsof two parts:A specialmodein Sun's C Compiler(in-
voked via a commandline switch) and a programthat analyzesthe resulting
LockLint �les. Assertionsabouta largevarietyof lock propertiescanbemade
in the sourcecodevia macros,which areevaluatedby the C compiler. These
include(possiblyintended)side-effectsof functions,propertiesthatshouldhold
uponentryof afunctionor whenaccessingavariable,andconsistentlock usage.
WhenLockLint is run, it spawns its own shell, which allows the userto enter
veri�cation propertiesor LockLint commandsinteractively or run them via a
shellscript.Additionalannotationsin theC sourcesarenot required,but recom-
mendedsincethecheckercannotmakeall assumptionscorrectly.
LockLint triesto guessthesetof possiblevaluesfor functionpointersandglobal
variables;again,manualoverrides(in theLockLint shell)arepossibleto correct
wrongassumptions.

Availability: Commerciallyavailableasa partof theForte (formerly SunWorkshop)
compilersuitefor C programs.

Usage: TheForte toolsarewidely usedin the industry, but no numbersareavailable
abouttheprojectsthathaveusedLockLint.

URL: http://www.sun.com/f ort e/c /
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B.3.8 MC

Purpose: Build speci�c compilerextensionsto check,optimizeandtransformcode.

Producer: ComputerSystemsLaboratory, StanfordUniversity.

Technology: Staticanalysis(by anextensiblecompiler).

Overview: “Meta-level Compilation” (MC) is a project that veri�es whethera pro-
gramviolatescertainconsistency patterns.The usercancombinesimple rule
templatesandapplythemto speci�c rulessuchas“systemlibrariesmustcheck
userpointersfor validity beforeusingthem”. By settingupafew suchrules,one
caneffectively checka programagainsta large rangeof errors. The rulesare
expressedin ahigh-level state-machinelanguage.
After building acontrol-�ow anddata-�ow graph,MC checksthatmodelagainst
thespeci�edcorrectnessproperties.Eventhoughabasicbacktrackingalgorithm
is usedfor thestatespacesearch,aneffectivecachingalgorithmavoidsanexpo-
nentialrun timebehavior in practicalcases[43].

Availability: It hasnotbeendecidedyet whetherMC will everbepublicly released.

Usage: MC hasbeensuccessfullyusedin searchingthe Linux andBSD kernelsfor
faults,speci�cally for incorrectresourcemanagementandinterruptdisabling/enabling
schemes[43].

URL: http://hands.stanfo rd. edu /

B.3.9 SLAM

Purpose: Checkthatsoftwaresatis�escritical behavioral properties.

Producer: SoftwareProductivity ToolsResearchgroup,Microsoft Inc.

Technologies:Booleanprograms,parametrizedveri�cation of modelsfor multi-threaded
software.

Overview: SLAM (Software, Analysis, Languages,Model Checking)is a suite of
programsthatis beingdevelopedattheMicrosoftSoftwareToolsresearchgroup.
Oneof themainchallengesis theautomationof theabstractionof sourcecode.
Thefocusof theprojectis thecheckingof invariantsandtemporalproperties.For
thelatter, a new formal modelfor multi-threadedprogramis used:theLGFSM,
anextended�nite statemachine.
At thecoreof thetoolsis amodelchecker for BooleanPrograms(programsthat
only useBooleanvariables).This (strong)abstractionallows to checkinvariants
andterminationof programs,aproblemwhich is in generalundecidable[44].
Sofar, SLAM onlyworksonC (partiallyonC++)programs,verifying thecorrect
behavior of driversandsystemlibraries.It hasbeensuccessfullyusedfor internal
projects.

Availability: SLAM will bemadeavailablefor research.Theroll out for theSLAM
toolsis plannedasfollows:

� bebop(modelchecker)will bereleasedin early2001
� c2bp(abstractor)will bereleasedmid-year, 2001
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� othertoolsto follow.

Usage: So far, SLAM hasbeenusedinternally to model a multi-threadedmemory
manager[44].

URL: http://research.micr oso ft. com/sl am/

B.4 Other tools

B.4.1 JML/LOOP

Purpose: Behavioral interfacespeci�cation languageto specify propertiesof Java
modules.

Producer: Departmentof ComputerScience,Iowa StateUniversity; ComputerSci-
enceDepartmentNijmegen(Holland)

Technologies:LOOPtranslator, PVS[19] or Isabelleproof tool [18].

Overview: The“Java ModelingLanguage”is an interfacespeci�cationlanguagede-
scribingthebehavior of classes.Theintentis to make it safeto write subclasses
to existingclasses,givenonly accessto theobjectcodeanda speci�cationwrit-
tenin JML.
This projectworks in cooperationwith ESC/Java; bothspeci�cationlanguages
aremerging,but JML'sgoalis focusedon“designby contract”[45] andbehavior
speci�cation,while ESC/Java workson a lower level. The developmentof the
JML tools is still in an early stage,but an automatedtranslationof JML spec-
i�cations into veri�cation conditions(using LOOP: Logic of Object-Oriented
Programming)is beingdeveloped.Also, extensionsregardingconcurrency are
beingexplored. While the syntaxfor temporalstatementsin JML alreadyex-
ists, thework in this areais still experimental.(ESC/Java offersothertemporal
constructs,whichoperateona lower level, suchaslock sets.)

Availability: JML is available (including sourcecode)underthe GPL. The current
version,written in Java, featuresa typecheckerandarun timeassertionchecker
for JavaprogramsandJML annotations.

Usage: As theentiretool suitehasnotbeendevelopedyet,noreportsabouttheirusage
areavailable.

URL: http://www.cs.iastat e.e du/ ~le ave ns/ JML.h tml



Appendix C

Multi-thr eadingin Java

C.1 Thr eads

Java includesmulti-threadingin the languageitself, which makes it much easierto
use.This appendixonly describesthoseaspectsof multi-threadingthatarerelevantto
staticcheckingandthis thesis.For moreinformationaboutmulti-threading,see[48,
pp. 149–152]or [47].

The java.lang.Thread classallows the creationandcontrol of several threads.
Thesethreadssharetheaddressspaceof thevirtual machine.1 It is possibleto rundif-
ferentinstancesof threads,with theirown data;however, all instancesare(potentially)
accessibleto all threads.For practicalpurposes,theprogrammercanassumethat the
virtual machinerunson only oneCPU,andeachthreadperiodicallyreceivesa “time
slice” by thescheduler. Note that theof�cial Java speci�cationposesno requirement
for a fair schedulingamongthreadsof thesamepriority. This emphasizesoncemore
thattheprogrammerhasto take anypossiblescheduleinto account.

C.2 Thr eadsynchronization

C.2.1 Intr oduction

For ensuringthe correctnessof a multi-threadedprogram,threadsynchronizationis
crucial. Thebasictechniqueis to preventtwo threadsfrom accessingthesameobject
simultaneously. This is donevia a lock on thatobject(or anotherobjectwhich repre-
sentsthelock onthatobject– thistechniqueis sometimesemployedfor primitivetypes
like integers,or for collections).While any onethreadholdsthe lock, anotherthread
requestingit is blocked(suspended)until the�rst threadhasreleasedthelock.

Thereis only one way in Java to acquirea lock: the synchronized statement.
With synchronized(resourc e) { /* block */ } , the currentthreadblocksuntil
it is able to acquirea lock on resource . The lock is held until the entireblock is
�nished (eitherwhenthe last statementis executedor the block is abortedby other
means,e.g.break or return statements,or exceptions.

1This is not quite correct,becausethe Java Virtual Machineperformssomekind of “caching” for the
variablesaccessedby threads.This is, however, not relevantfor thisdiscussion.For moreinformationabout
this,see[50, Chapter8].

82
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A specialcaseof synchronizationis synchronized(this) . This acquiresa lock
on thecurrent instance, which is oftendescribedas“making a block atomic”. This is
a commonmisconception.Indeed,theexecutionof thatblock is not atomic;holding
a lock on the current instancedoesnot prevent a preemptionof that threadby the
scheduler. Theexecutionis, though,“atomic” on that instance– no two threadsmay
executethatblock for thesameobjectinstanceat thesametime.

synchronized method() {
...

}

�

method() {
synchronized(this) {

...
}

}

FigureC.1: Synchronized(this) vs synchronized methods.

If a synchronized(this) blockspansanentiremethod,synchronized methods
are commonlyusedinstead. Sucha methodautomaticallyacquiresa lock on this
beforeits bodyis executed.After methodexecution,the lock is released.(If a lock is
heldbefore,acquiringit againsimply increasesa counterwithin thevirtual machine,
but hasnoothereffect.)

Synchronizationsmayalsobeusedonclasses,wherethey havetheeffectof “lock-
ing out” all instancesbelongingto thatclass.Commonly, this usedto synchronizeon
theclassof thecurrentinstance,but a synchronizationon otherclassesis possibleas
well.

Two otherimportantsynchronizationprimitivesarewait andnotify . If a thread
holdsa lock on a resource,andhasto wait for a certainconditionto becometrue, it
shouldcall resource.wait() insidea loop. Thiscausesthatthreadto “sleep” (block)
until anotherthreadcallsresource.notify() , which “wakesup” any threadwaiting
on resource .

Calling notify releasesthe lock, andcausesthe original (wait ing) threadto re-
acquireit beforeresumingexecution.Normally, thatthreadhasto verify againwhether
the condition it is waiting on now holds; hencewait is usuallycalled insidea loop
ratherthananif statement.How thelattercanintroducesubtlefaultsis illustratedin
exampleD.10.

If it cannotbe guaranteedthat any threadthat hasjust beennoti�ed canactually
resumeexecution(i.e. theconditionit is waitingonhasbecometrue),thennotifyAll
needsto beusedinstead(seeexampleD.11). This will “wake up” all threadswaiting
on that resource(in randomorder). At leastoneof themhasto be able to continue
execution;otherwiseall waiting threadsmayendupstopped.

C.2.2 Usage

Preventing raceconditions

Synchronizationis crucial for preventingraceconditions(incorrectconcurrentaccess
of asharedresource).Whenever theaccessto aresourcer hasto beexclusive,thepro-
grammerhasto ensurethateachthreadalwaysholdsa lock guardingr whenit is used.
If L is thesetof locksheldatacertaintime,theprogrammerhasto ensurethata r is 1)
only readwhenathreadholdsat leastonelock in Lr and2) only writtenwhena thread
holdsall locksin Lr [36]. Often,a synchronizationon r itself is usedfor guaranteeing
non-concurrentaccess;moreadvancedlockingschemesrequireadditionallocks.
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It hasto benotedthatthecurrentinstanceis “invisible” to otherthreadsinsidethe
constructor(i.e. while theconstructoris beingexecuted;thereforetheinstanceis also
invisible if the constructorcalls other methods). This is becausethe currentthread
doesnot hold a referenceto thatobjectyet; andit cannotsharesomethingit doesnot
possess.An exceptionto this ruleareconstructorswhichpassthethis pointerto other
classes.This is very rare,though,andusuallyindicatesa poordesign.

Preventing deadlocks

By obtainingtoomany locks,theexecutionof eachthreadcanbesloweddown greatly,
becausethey spenda lot of time requestinglocks. Even worse, incorrect locking
schemescanleadto a deadlock:

public void run() {
if (ab) {

synchronized (a) {
synchronized (b) {
}

}
} else {

synchronized (b) {
synchronized (a) {
}

}
}

}

Deadlock.run

Deadlock.a.<synch>

T1

Deadlock.b.<synch>

T2

T1 T2

FigureC.2: Thedeadlockin exampleD.1.

If threadT1 is holding a lock a and requestslock b, it will wait until that lock
becomesavailable. AssumeanotherthreadT2 alreadyholdsb andrequestsa; in this
case,wehaveadeadlockbecauseboththreadswait for aneventthatwill neverhappen.
FigureC.2showsthelock graphfor thisexample.In thisgraph,thereis aloopbetween
thetwo nodesDeadlock.a.<synch> andDeadlock.b.<synch> , which representthe
synchronized(a) andsynchronized(b) statements,respectively.

Thevirtual machinehasnobuilt-in deadlockresolution,whichwouldcauseoneof
the two threadsto give up its lock. Thereforedeadlockanalysisis an integral partof
writing safemulti-threadedprogramsin Java.

C.3 Summary

This appendixgave a shortintroductionto thecrucial featuresof multi-threadedpro-
grammingin Java. The synchronizationis thecoreof the designof a multi-threaded
program.A lack of synchronizationcanleadto racecondition,while an inconsistent
lockingschememayresultin deadlocks.
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Example listings

D.1 Selectedprograms

D.1.1 Deadlock

Theseexamplescontainsomesimpleclassesshowing variousvariantsof deadlocks.
The deadlocksareall intra-methoddeadlocks,usingthe synchronized(resour ce)
statement.This statementblocksthe currentthreaduntil it canobtaina lock on the
object resource .1 All programswithin this sectionwere taken from the Rivet test-
suite[29]. Thedeadlocksexhibitedareall easilydetectedby Rivet,yetmaybehardto
detectfor staticcheckers.

Deadlock

This is thesimplestpossibledeadlock:two instancescompetefor resourcesa, b in the
oppositeorder, thereforeforming a loop in the lock-acquisitionhierarchy. For more
detailsaboutwhy adeadlockoccurshere,seeAppendixC.

Listing D.1 Deadlock:run methodof two competingthreads.
public void run() {

if (ab) {
synchronized (a) {

synchronized (b) {
}

}
} else {

synchronized (b) {
synchronized (a) {
}

}
}

}

1This is a simpli�cation; actually, the currentthreadbecomesrunnableoncethe lock on resourceis
available. If it is not runningat that time, it might occurthatanotherthreadobtainsthe lock in the mean-
time. Therefore,threadstarvationcanstill occurwhenonly usingthestandardsynchronized(resource)
mechanismin Java.

However, Java makesit fairly simpleto implementmoreadvancedresourcesharingmechanismssuchas
a queuedlocking [47, pp. 178- 180].
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Deadlock2

This is a slight variation of the Deadlockexample. Here, the nestedsynchronized
blocksin the run methodwerereplacedwith calls to staticsynchronizedmethodsof
thedummyclassesLockA andLockB, whichcall in turnastaticsynchronizedmethod
of theotherclass.This modelsthesameintra-methodlockingscheme(within therun
method)ona methodlevel.

Listing D.2 Deadlock2:Lockingschemefrom Deadlockonamethodlevel.
public synchronized void run() {

if (ab) {
LockA.foo(); // recursively calls LockB.bar, obtaining lock on B

} else {
LockB.foo(); // recursively calls LockA.bar, obtaining lock on A

}
}

DeadlockWait

Thisexampleshowsadeadlockwhenusingwait andnotify . The�rst threadobtains
locksa andb, thenwaitson b. Thesecondthreadthenblockstrying to obtainlock a.

Listing D.3 DeadlockWait: run methoftwo competingthreads.While the�rst thread
is waitingonb, thesecondthreadneverreachesthestatementb.notify() .

public void run() {
if (ab) {

synchronized (a) {
synchronized (b) {

try { // Java throws an exception when execution continues
b.wait();

} catch (InterruptedException i) { // continue execution
System.out.println(name+" was interrupted!");

}
}

}
} else {

synchronized (a) {
}
synchronized (b) {

b.notify();
}

}
}

DeadlockWait2

This is a slight variationof theDeadlockWait example.Here,thenestedsynchronized
blocksin therun methodwerereplacedwith a call to a synchronizedmethodsof the
dummyclassesLockA. Thatclassis a singletonclass,having only a singleinstance.2

Themethodwhich is calledby run callsa methodof singletonclassLockB, shown in
Listing D.4.

2Staticmethodscouldnot beusedherebecausethewait andnotify methodsarenotavailableto them.
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Dependingon the valueof a booleanvariable,it eithercalls wait or notify on
itself. Since,at that stage,a lock on the only instanceof LockA is still active, the
notify messagenever reachesits destination. This modelsthe sameintra-method
lockingscheme(within therun method)ona methodlevel andcreatesthesamedead-
lock.

Listing D.4 DeadlockWait2: methodfoo() of classLock B, which is calledfrom a
synchronizedmethodof classLockA.

class LockA {
public synchronized void foo(String name, boolean ab) {

LockB.getInstance().foo(name, ab);
}

}
class LockB {

public synchronized void foo(String name, boolean ab) {
if (ab) {

try { this.wait(); }
catch(InterruptedException e) { }

} else {
this.notify();

}
}

}

Deadlock3

This programdemonstratesa simplecyclic deadlockwith threethreadscompetingfor
locksa, b, andc.

Listing D.5 Deadlock3:run methodof threecompetingthreads.
public void run() {

if (order == 0) {
synchronized (a) {

synchronized (b) {
}

}
} else if (order == 1) {

synchronized (b) {
synchronized (c) {
}

}
} else {

synchronized (c) {
synchronized (a) {
}

}
}

}

D.1.2 SplitSync

This exampleis alsotakenfrom theRivet test-suite[29]. It simulatesa casewherethe
locking granularityis too low. The lock is releasedin betweena calculation,andthe
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assumptionis madethatthevalueis unchangedin between.Thisprogrammingmistake
leadsto a raceconditionon thesharedvariable.

Listing D.6 Racecondition:A lock is releasedin betweena calculation.
public void run() {

int y;
synchronized (resource) {

y = resource.x;
}
synchronized (resource) {

if (resource.x != y) {
System.out.println("****** Assertion violation! *******");
System.exit(0);

}
resource.x = y + 1;
// System.out.println(name+" = "+x[0]);

}
}

D.1.3 Jlint testexample

ClassesA, B with cyclic locks (methodcalls)

Listing D.7 is takenfrom thejlint documentation.It showstwo classesthatcall each
other'ssynchronizedmethodsin a way thata loop in thelock graphresults.

Listing D.7 Jlint example:Loop in lock graph.
class A {

public synchronized void f1(B b) {
b.g1();
f1(b);
f2(b);

}
public void f2(B b) {

b.g2();
}
public static synchronized void f3() {

B.g3();
}

}
class B {

public static volatile A ap;
public static volatile B bp;
public synchronized void g1() {

bp.g1();
}
public synchronized void g2() {

ap.f1(bp);
}
public static synchronized void g3() {

g3();
}

}
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D.1.4 ESC/Java example

TheESC/Javamanualcontainsoneslightly biggerexample(Listing D.8). It dealswith
a pathologicalcasewherea partof a treeis rotated.Therefore,thestaticcheckingas-
sumesthatthelockingorderis inconsistent;however, while it appearssosyntactically,
the locking schemeis semanticallycorrect,becausethetwo lockshave beenswapped
in thetreestructure.For moreinformation,seetheESC/Java usermanual[36].

As a result of this unusualbehavior, the ESC/Java checker generatesa spurious
warningabouta non-existentdeadlockandalsomissesa possibleraceconditionif a
synchronizationstatementis left out in thesecondblock.

D.1.5 Shared buffer (producer/consumerproblem)

The�rst threeversionsof this implementationaretakenfrom theRivet testsuite[29].
They show a working versionwheretwo commonfaultsareintroduced.Thesefaults
weresuccessfullydetectedby Rivet.

A sharedbuffer alsomodelsa databasewrapperprettywell. This is very interest-
ing, becausesuchwrappers(or similar wrappersfor a server-basedservice)arevery
commonin practice.Indeed,oneof Trilogy's packages(seeSectionA.2.2) performs
exactly this functionality: amongotherthings,it handlesa pool of connectionsto the
database.Sucha wrapper, runningin several threads,offersconnectionsto thedata
base.Thenumberof threadsis certainlylimited. Theaccessto thedatabaseis mod-
eledby thebuffer; whatis notmodeledaredependencies(i.e. locks)betweendatabase
transactions,whicharein thedatabaselayer.

Corr ectmulti-thr eadedimplementation

Listing D.9 shows thesourcecodeof the buffer class.The main method,wheretwo
producersandoneconsumerarecreatedandstarted,is omitted.

Broken implementation (if insteadof while)

SincenotifyAll wakes up all threads,it is very well possiblethat several threads
arewoken up. Thesecould �nish the body of the enqueuemethodoneby one,thus
over�owing thebuffer: After the�rst threadthat�lls thebuffer has�nished execution,
it hasfalsi�ed theconditionthatmadetheotherthreadswait. Whentheotherthreads
continue,they have to verify that conditionagain.Listing D.10 shows the faulty enq
method:

“The enqfunctionof thebuffer hasanif to checkthebuffer-full condi-
tion insteadof awhile. Wecreateoneproducer,oneconsumer, andanother
low-priority producer– low-priority sothata typical schedulerwill never
encountertheif-vs-while bug,but thesystematictesterwill �nd it!” [29]

Broken implementation (notify insteadof notifyAll)

The notify methodmayonly be usedif all waiting threadsarewaiting on thesame
condition.Otherwise,it canhappenthatthreada1 assertsconditionb andcallsnotify ,
intendingto wakeupa threadbn which is supposedto checkthatconditionin a while
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Listing D.8 ESC/Javaexample:Pathologicalcasewith two locks:hierarchyof locking
datastructureis reversedduringprogramexecution.

public class Tree {
public /*@ monitored */ Tree left, right;
public /*@ monitored non_null */ Thing contents;

//@ axiom (\forall Tree t; t.left != null ==> t < t.left);
//@ axiom (\forall Tree t; t.right != null ==> t < t.right);

Tree(/*@ non_null */ Thing c) { contents = c; }

//@ requires \max(\lockset) <= this;
public synchronized void visit() {

contents.mungle();
if (left != null) left.visit();
if (right != null) right.visit();

}

//@ requires \max(\lockset) <= this;
public synchronized void wiggleWoggle() {

// Perform a rotation on this.right (but give up and just
// return if this.right or this.right.left is null):
//
// this this
// / \ / \
// ... x ... v
// / \ --> / \
// v y u x
// / \ / \
// u w w y
//
Tree x = this.right;
if (x == null) return;
synchronized (x) {

Tree v = x.left;
if (v == null) return;
synchronized (v) {

x.left = v.right;
v.right = x;
this.right = v;

} // line (a)
}
// Undo the rotation:
Tree v = this.right;
synchronized (v) { // line (b)

Tree x = v.right;
if (x != null) { // line (c)

synchronized (x) { // line (d)
v.right = x.left;
x.left = v;
this.right = x;

}
} // line (e)

}
}

}
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Listing D.9 Sharedboundedbuffer (correctversion).
public class BufferWorks {

static final int ITEMS_PRODUCED= 2;

static class Producer implements Runnable {
private Buffer buffer;
public Producer(Buffer b, String n) { buffer = b; }
public void run() {

try {
for (int i=0; i<ITEMS_PRODUCED; i++) {

buffer.enq(name);
}

} catch (InterruptedExcept io n i) {
System.err.println (i) ;

}
}

}

static class Consumer implements Runnable {
private Buffer buffer;
public Consumer(Buffer b) { buffer = b; }
public void run() {

try {
for (int i=0; i<ITEMS_PRODUCED*2; i++) { // while (true)

buffer.deq();
}

} catch (InterruptedExcept io n i) {
System.err.println (i) ;

}
}

}

static class Buffer { // shared bounded buffer
static final int CAPACITY = 1;
// Need extra slot to tell full from empty
static final int BUFSIZE = CAPACITY+1;
private int first, last;
private Object[] els;
public Buffer() { first = 0; last = 0; els = new Object[BUFSIZE]; }

public synchronized void enq(Object x) throws InterruptedExcepti on {
while ((last+1) % BUFSIZE == first)

this.wait();
els[last] = x;
last = (last+1) % BUFSIZE;
this.notifyAll();

}

public synchronized Object deq() throws InterruptedExcepti on {
while (first == last)

this.wait();
Object val = els[first];
first = (first+1) % BUFSIZE;
this.notifyAll();
return val;

}
}

}

Listing D.10 Racecondition: condition of wait is not checked againafter having
receivednoti�cation.

public synchronized void enq(Object x) throws InterruptedException {
if ((last+1) % BUFSIZE == first)

this.wait();
els[last] = x;
last = (last+1) % BUFSIZE;
this.notifyAll();

}
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loop after returningfrom waiting. However, if threada2 received the noti�cation in-
stead,it only realizesthat the condition it is waiting on is still false. It continues
waiting, having consumedthenotify message.As a resultof this, both threadswill
wait forever, neverreceiving themessagefrom a1.

In Listing D.11, “buffer not full” and“buffer not empty” are the two conditions
checkedby enq anddeq, respectively.

Listing D.11Conditiondeadlock:notify insteadof notifyAll is used,while threads
arewaitingondifferentconditions.

public synchronized void enq(Object x) throws InterruptedException {
while ((last+1) % BUFSIZE == first)

this.wait();
els[last] = x;
last = (last+1) % BUFSIZE;
this.notify();

}

public synchronized Object deq() throws InterruptedException {
while (first == last)

this.wait();
Object val = els[first];
first = (first+1) % BUFSIZE;
this.notify();
return val;

}

Versionbasedon semaphores

Thisversionhasbeenimplementedbasedonanexamplefoundat [22], whichdoesnot
userealJavacodefor sharedaccess.TheBuffer classassuchis a “naïve” implemen-
tation,with nostatementsfor concurrentaccess.Instead,theproducersandconsumers
sharesemaphoresin orderto guardaccessto thebuffer andprevent illegal operations
(Listing D.12). Threesemaphoresareused:mutex for locking, andfull andempty
for guardingthepreconditions.In this implementation,all theJava-speci�cstatements
for synchronizationarehiddenin theSemaphoreimplementation(Listing D.13).
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Listing D.12Buffer implementationusingsemaphores.
class Producer implements Runnable {

private Buffer buffer;
public Producer(Buffer b) { buffer = b; }
Object produce() { /* ... */ return new Integer(42); }
public void run() {

Object item;
for (;;) {

item = produce();
empty.down();
mutex.down();
b.addElement(item);
mutex.up();
full.up();

}
}

}

class Consumer implements Runnable {
private Buffer buffer;
public Consumer(Buffer b) { buffer = b; }
void consume(Object o) { /* ... */ }
public void run() {

Object item;
for (;;) {

full.down();
mutex.down();
item = b.removeElement();
mutex.up();
empty.up();
consume(item);

}
}

}

Listing D.13Semaphoreimplementation.
public class Semaphore {

private int value;
public Semaphore(int initialValue) { value = initialValue; }
public synchronized void up() { value++; notify(); }
public synchronized void down() {

while (value == 0) {
try { wait(); }
catch (InterruptedException e) { }

}
value--;

}

D.1.6 Dining philosophers

Theseexamplesshow differentimplementationsof the famous“Dining Philosophers
problem” [53]. All implementationsare basedon semaphores.As they are imple-
mented,all versionscanshow starvation(lifelocks)withoutfurtherre�nement,depend-
ing on theschedulerusedin theJavaVirtual Machine.Thesemaphoreimplementation
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is thesameis in D.13. More implementationsof algorithmsthat solve this problems
canbefoundat [22].

Listing D.14Naïve implementationof theDining Philosophersproblem.
class PhilosopherDeadlock implements Runnable {

private int i; // which philosopher
private static int N; // # of philosophers
private static Semaphore[] fork;
private static PhilosopherDeadlock[] philosopher;

public static void main(String[] args) {
N = Integer.parseInt(args[0]);
fork = new Semaphore[N];
philosopher = new PhilosopherDeadlock[N];
for (int i = 0; i < N; i++) {

fork[i] = new Semaphore(1);
philosopher[i] = new PhilosopherDeadlock(i);

}
for (int i = 0; i < N; i++)

new Thread(philosopher[i]).start();
}

public PhilosopherDeadlock(int num) { i = num; }

public void run() {
for (;;) {

take_forks();
eat();
put_forks();
think();

}
}

void take_forks() {
fork[i].down(i);
fork[(i+1)%N].down(i);

}

void put_forks() {
fork[i].up(i);
fork[(i+1)%N].up(i);

}
}

Naïve implementation (hasdeadlock)

In Listing D.14,eachphilosophertriestheright fork �rst, thentheleft fork. A deadlock
occurswheneachphilosopherhastakentheright fork andnomoreforksareavailable.

Versionwith differ ent allocation strategy for onephilosopher

In thisversion,insteadof trying theright fork �rst in all cases,eachphilosophertriesto
lowernumberedfork �rst. ThismeansthattheNth philosophertriesthe�rst fork, then
theNth fork – which is thesameorderin whichthe�rst philosopheracquirestheforks.
Thissmallchangebreakstheloop in thelockingschemeandpreventsa deadlock.
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Listing D.15 Solution 1 for the Dining Philosophersprobleminvolving a different
lockingschemefor thelastphilosopher.

void take_forks() { // try lower numbered fork first
if (i == N-1) {

fork[0].down(i);
fork[i].down(i);

} else {
fork[i].down(i);
fork[i+1].down(i);

}
}

Version with host

This solutionhasbeeninspiredby [46]. Here,acentralhostgrantsaccessto theforks.
He only allows at mostN � 1 philosophersto hold forks at any time. This algorithm,
shown in Listing , simulatesenvironmentwith acentralresourcepool. Theadditionto
the algorithmis a minor one(it usesthesamecircular fork allocationstrategy asthe
naïveapproach).Theimplementationof thehostis quitesimple.It usesclass(static )
variablesto trackthenumberof philosophersholdingforks,while eachphilosopherhas
hisown instanceof ahost,allowing aneasyimplementationof the“blocking” behavior
of host.request() .
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Listing D.16 Solution 2 for the Dining Philosophersproblemwherea centralhost
controlsaccessto theresources(forks).

class Host {
private volatile static int N = 0; // number of resources (forks)
private volatile static int count = 0; // number of resource users
private static Object lock = new Object();

public Host() {
N++;

}

public void request() {
synchronized(this) {

while (count == N-1) { // not if
try { wait(); }
catch(InterruptedException e) { }

}
synchronized(lock) { // cannot lock on count ...

count++; // ... because count is an "int", not an Object
}

}
}

public synchronized void release() {
count--;
notify();

}
}
class Philosopher {

/* ... */
public void run() {

for (;;) {
think();
host.request();

take_forks();
eat();
put_forks();
host.release();

}
}

}
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Testresults

This appendixcontainsexcerptsof theoutputof thetestsruns. Especiallyin thecase
of ESC/Java, all irrelevant informationhasbeenomitted. The counter-examplesare
not shown either, becausethey aretoo long for beingincludedhere.

Executiontimesfor Jlint, ESC/Java andMaC weremeasuredonanunloadedPen-
tium III (650MHz) runningLinux andSun'sJRE1.3.Extremelyshortexecutiontimes
wereindicatedassuch,sincetheresultsof thetime commandis not fully reproducible
in suchcases.

ESC/Javahasits own timing facility, whichexcludestheinitializationof theengine.
Sincethe initialization time, while beingmoderate,still mattersin practice,the time
commandwasstill usedto measuretheexecutiontime in thatcase.Theeffort required
for theannotationsis usuallymoderate,but canbequitehigh for complex programs.

For VisualThreads(running on an old Alpha/233MHz computerwith only 116
MB RAM), thebuilt-in timemeasuringwasused.BecauseVisualThreadsonly runsin
GUI mode,theJava classesimplementingthe GUI andthe X window protocolwere
probablyalsoslowing down theprogramquite a little. Therefore,thenumbersgiven
for VisualThreadsshouldbe taken with caution. Theoutputof VisualThreadsis in a
GUI window, whereit canunfortunatelynotbecopiedto a text �le. It includesthefull
classnameof theobjectinstanceandalsothememoryaddressof thereferenceto that
object. Theoutputgivenhereis a simpli�ed versionof thecontentof thetablein the
GUI window.

E.1 Benchmark

For testingthe speedof the ESC/Java, a small programwastaken andgraduallyex-
tendedin orderto increasethesizeof thecodeto bechecked.

For Jlint, all thesetestsran clearly below 0.05sandwerenot very useful. When
Jlint is testedwith all java/* classesthatshipwith Sun's JDK 1.3.0,theold version
canvalidateall class�les within about0.75seconds!Theextensionsdid notslow Jlint
down a lot - it still runswithin 1.0seconds.VisualThreadsrunningtimescouldnotbe
directly compared,sincetheprogramswererun on anold Alpha machine,which was
clearlyoutmatchedby thePCrunningJlint andESC/Java.

ESC/Java

97
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Program LOC KB Time [s]

Philosopherwith statusmonitor 126 3 6.2
Statusoutputnow in HTML 504 11 10.4
Statuswith 1000integercalculations 1512 24 12.8

E.2 Program checker results

E.2.1 Deadlock

Jlint

Deadlock.java:31: Method Deadlock.run() implementing 'Runnable' interface is not synchronized
Verification completed: 1 reported messages

Execution time: veryshort(< 0.05s)

This was the �rst programwhereJlint showed its major weakness:It doesnot rec-
ognizethe synchronizedstatementwithin a method. The run methodis not always
synchronized(a correctprogramdesigneliminatesthe needfor this, sinceeachin-
stanceof theclassThread is initialized with a referenceto a distinct object),so this
warninggeneratessome“noise” (but it caneasilybeturnedoff).

NewJlint

Deadlock.java:31: Method Deadlock.run() implementing 'Runnable' interface is not synchronized
Deadlock.java:48: Lock Deadlock.a is requested while holding lock Deadlock.b, with other thread holding Deadlock.a and requesting lock Deadlock.b.
Deadlock.java:39: Lock Deadlock.b is requested while holding lock Deadlock.a, with other thread holding Deadlock.b and requesting lock Deadlock.a. Verification completed: 3 reported messages.

Theextensionnow fully analyzesthiscaseandprintsaverypreciseandusefulwarning.

ESC/Java

Deadlock: run() ...
------------------------------------------------------- ------
Deadlock.java:33: Warning: Possible deadlock (Deadlock)

synchronized (a) {
^

Execution trace information:
Executed then branch in "Deadlock.java", line 32, col 12.

------------------------------------------------------- ------

Execution_time: 5.2s

Annotations: 2

The main effort aboutthe annotationswasfor �guring out which annotationsto use
where.Also, therun methodhadto besynchronizedin orderto geta usefulcounter-
example.

The warning issuedby ESC/Java is correct,but not very speci�c. The counter-
exampleis not very helpful either for locating the sourceof the fault, unlessone is
familiarwith its notation.
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VisualThreads

Sincethis is the�rst example,a moredetailedversionof theoutputis givenhere:

Deadlock occurred with cycle length 4.

� ThreadThread-2@0x51c2a0waitsfor threadThread-3@0x51c1f0.

Thread Eventtype Object Function

Thread-2@0x51c2a0 blockedon Deadlock$Lock@<addr1> phread_mutex_lock
Thread-3@0x51c1f0 locked Deadlock$Lock@<addr2> phread_mutex_tryrec

� ThreadThread-3@0x51c1f0waitsfor threadThread-2@0x51c2a0

Thread Eventtype Object Function
Thread-3@0x51c1f0 blockedon Deadlock$Lock@<addr2> phread_mutex_lock
Thread-2@0x51c2a0 locked Deadlock$Lock@<addr1> phread_mutex_tryrec

FigureE.1: Screenshotof warningfor Deadlockexample.

FigureE.1 shows a screenshotof theprogram.The full nameof a threadof lock
(includingits memoryaddress)canbeseenby moving themousepointerover it.

Execution time: 22s (mainly for initializing theJava Virtual Machine)

VisualThreadsdetectsthe deadlockandshows a detailedreport. Unfortunately, the
outputof thatwindow cannotbesavedto a text �le. It is possible,however, to record
the behavior of the programin a trace�le, which canbe replayedafterwards. The
output,despitethe fact that the main threadof the JVM is counted,too (so the Java
threadsstartwith index 2), is easyto interpret.
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E.2.2 Deadlock2

Jlint

LockB.java:9: Loop 1: invocation of synchronized method LockA.bar() can cause deadlock
LockA.java:12: Loop 1: invocation of synchronized method LockB.bar() can cause deadlock
Verification completed: 2 reported messages

Execution time: veryshort(< 0.05s)

After remodelingtherecursivelockingschemeonahigherlevel (by introducingdummy
classeswhichcouldbeautomaticallygenerated),Jlint successfullyrecognizesthedead-
lock.

NewJlint

Thenew versionstill �nds thefault.

ESC/Java

Deadlock2: run() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
Deadlock2.java:14: Warning: Precondition possibly not established (Pre)

LockA.foo(name); // recursively calls LockB.bar, obtaining a loc ...
^

Associated declaration is "LockA.java", line 6, col 6:
//@ requires \max(\lockset) <= LockA.class;

^
Execution trace information:

Executed then branch in "Deadlock2.java", line 13, col 12.
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
...
LockA: foo(java.lang.Stri ng) ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
LockA.java:13: Warning: Precondition possibly not established (Pre)

LockB.bar();
^

Associated declaration is "LockB.java", line 16, col 6:
//@ requires \max(\lockset) <= LockB.class;

^
Execution trace information:

Executed then branch in "LockA.java", line 9, col 6.
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
...
LockB: foo(java.lang.Stri ng) ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
LockB.java:13: Warning: Precondition possibly not established (Pre)

LockA.bar();
^

Associated declaration is "LockA.java", line 16, col 6:
//@ requires \max(\lockset) <= LockA.class;

^
Execution trace information:

Executed then branch in "LockB.java", line 9, col 6.
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---

Execution time: 6.0s

Annotations: 5

ESC/Javarecognizesthedeadlocks,andafteraddingsomeannotations,spuriouswarn-
ings vanish. However, the outputis not easyto interpret. Especiallythe information
aboutthe “then branch”in thetwo lock classesis confusing,sincethatstatementjust
prints out somestatusinformation. It is the �rst statementin that method,which is
probablythereasonwhy theexecutiontraceappearsin thisway.
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VisualThreads

Deadlock occurred with cycle length 4.

Execution time: 21s

The outputresemblesthe onefrom the previous examplein SectionB.2. Again, the
outputis detailedenoughfor eliminatingthefault.

E.2.3 Deadlock-Wait

Jlint

DeadlockWait.java:40: Method wait is called from non-synchronized method
DeadlockWait.java:54: Method notify is called from non-synchronized method
DeadlockWait.java:31: Method DeadlockWait.run() implementing 'Runnable' interface is not synchronized
Verification completed: 3 reported messages

Jlint missesthesynchronizationstatementsworkingontheresourcesa andb andthere-
fore missestheactualproblem.Reorganizingthesourcecodeintro threeclasseselim-
inatesthewarnings(while keepingtheproblem),showing thatJlint doesnot checkfor
synchronizationproblemswithin methods.

Execution time: veryshort(< 0.06s)

New Jlint

DeadlockWait.java:40: Method wait() can be invoked with monitor of other object locked. DeadlockWait.java:40: Holding 2 lock(s): b, a.
DeadlockWait.java:33: Method DeadlockWait.run() implementing 'Runnable' interface is not synchronized. Verification completed: 2 reported messages.

The�rst warning,despiteconsistingof two statements,is countedasone. It precisely
stateswhereand why the failure occursand also gives the current lock set (in the
reverseorderin which thelockswereacquired).

ESC/Java

DeadlockWait: run() ...
------------------- -- --- --- --- -- --- --- --- -- --- --- --- --- -- --- --- --- -- --
DeadlockWait.java:3 4: Warning: Possible deadlock (Deadlock)

synchronized (a) {
^

Execution trace information:
Executed then branch in "DeadlockWait.jav a", line 33, col 12.

------------------- -- --- --- --- -- --- --- --- -- --- --- --- --- -- --- --- --- -- --

Execution time: 4.9s

Annotations: 3 (trivial) annotationsplussynchronized declarationof run method

ESC/Java �nds thedeadlock,but informationit givesaboutit is ratherscarce.

VisualThreads

Interestingly, the output was not the samewhen VisualThreadswas ran twice. For
betterreadability, thememoryaddresseshavebeenreplacedwith anindex, whereeach
index correspondsto auniquememoryaddress.
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Run 1:

Thread 2: Blocked on DeadlockWait$Lock_1, owned DeadlockWait$Lock_2
Thread 3: Blocked on DeadlockWait$Lock_2

Execution time: 22+s (graphcontinueswith all threadsblocked)

Run 2:

Thread 2: Blocked on DeadlockWait$Lock_1, owned DeadlockWait$Lock_2
Thread 3: Terminated

Execution time: 22+s (graphcontinues with all threadsblockedandonethreadter-
minated)

Theoutputis harderto interpretthanin thepreviousexamples,becauseThread2 waits
ona notify call from Thread3. ThePOSIXlevel onwhichVisualThreadsoperatesis
too low to show this Java functionality.

E.2.4 Deadlock-Wait2

Jlint

LockB.java:22: Method wait() can be invoked with monitor of other object locked
LockA.java:21: Call sequence to method LockB.foo(java.lang.String, boolean) can cause deadlock in wait()
Verification completed: 2 reported messages

Execution time: veryshort(< 0.05s)

After remodelingthe problemon a methodlevel, Jlint detectsthe fatal dependency
betweenthetwo classesthatlock eachother's instance.

NewJlint

Thenew versionstill �nds thefault.

ESC/Java

DeadlockWait2: run() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -
DeadlockWait2.java:1 4: Warning: Precondition possibly not established (Pre)

lock.foo(name, ab);
^

Associated declaration is "LockA.java", line 16, col 6:
//@ requires \max(\lockset) <= this;

-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -
LockA: foo(java.lang.Stri ng, boolean) ...
Fatal error: Unexpected exit by Simplify subprocess

Execution time: 5.4s

Annotations: 3

ESC/Java detectsthedeadlock(i.e. theviolation of theassumptionthat thesingleton
instanceof theLockA classcanalwaysobtainanexclusive lock on itself). Thereason
why Simplify exits abnormallylateron is unknown.
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VisualThreads

In this case,VisualThreadsshowedvery nicely how thedeadlockoccurred.Sincethe
Java sourcecodeincludeda sleep() call thatwaitedfor sometime, thedeadlockwas
to happenfor sure,andthe intermediatephase(with both threadswaiting) is shown
nicely by VisualThreads.(Thedelayis higherwhenrun in VisualThreadsbecausethe
entirevirtual machineis sloweddown.)

FigureE.2: Graphfor DeadlockWait2producedby VisualThreads.

State1 (atT � 21s):

Thread2 BlockedonLockA Owned:DeadlockWait2
Thread3 Running Owned:java.lang.Class,LockA

State2 (atT
�

23s):

Thread2 BlockedonLockB Owned:LockA, DeadlockWait2
Thread3 Terminated

ExecutionTime: 23+s (no statechangeafterthat)

While onecanassumethat the programis not progressinganymore(sinceno events
occur),VisualThreadsagaingivesno hintsaboutwait or notify methods.However,
sinceall the importantclassesaredirectly visible in the output, it shouldnot be too
hardto �nd thefault in a realprogram.

E.2.5 Deadlock3

Jlint

Deadlock3.java:35: Method Deadlock3.run() implementing 'Runnable' interface is not synchronized
Verification completed: 1 reported messages

Execution time: veryshort(< 0.05s)

Again, Jlint cannotdetectdeadlockswithin a method.After thetwo precedingexam-
ples,it is obviousthatJlint would detectthecycleona higherlevel.
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NewJlint

Deadlock3.java:35: Method Deadlock3.run() implementing 'Runnable' interface is not synchronized.
Deadlock3.java:58: Lock Deadlock3.a is requested while holding lock Deadlock3.c, with other thread holding Deadlock3.a and requesting lock Deadlock3.c.
Deadlock3.java:40: Lock Deadlock3.b is requested while holding lock Deadlock3.a, with other thread holding Deadlock3.b and requesting lock Deadlock3.a.
Deadlock3.java:49: Lock Deadlock3.c is requested while holding lock Deadlock3.b, with other thread holding Deadlock3.c and requesting lock Deadlock3.b.
Verification completed: 4 reported messages.

As in the“Deadlock2”example,Jlint detectsthefault andgivesapreciseanalysis.

ESC/Java

Deadlock3: run() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -
Deadlock3.java:38: Warning: Possible deadlock (Deadlock)

synchronized (a) {
^

Execution trace information:
Executed then branch in "Deadlock3.java", line 37, col 20.

-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -

Execution time: 4.9s

Annotations: 3 annotationsandsynchronized declarationof run methodin orderto
getamoreusefulcounter-example.

ESC/Javadetectsthepossibledeadlock,but thecounter-exampleinformationis incom-
pleteandlikely not veryhelpful for a morecomplex program.

VisualThreads

First run: nothing detected.

Secondrun:

Deadlock occurred with cycle length 6.
Thread 4 waits for Thread 2.
Thread 2 waits for Thread 3.
Thread 3 waits for Thread 4.

Execution time: 20s

Here,a principal weaknessof a dynamicchecker shows clearly: even with the same
input, it is not certainthat a deadlockactuallyoccurs. It is still surprisingthat Visu-
alThreadsdid not detectthecycle in thelock graphwhenrun for the�rst time. Is this
becausetheJVM maynotreportthesamememoryaddressfor eachthreadfor thestatic
locks? Runningthedemonstrationprogramwritten in C suggeststhatVisualThreads
wouldhavedetectedthis fault in a program.

E.2.6 SplitSync

Jlint

SplitSync.java:32: Method SplitSync.run() implementing 'Runnable' interface is not synchronized
Verification completed: 1 reported messages
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Execution time: veryshort(< 0.05s)

Jlint givesthe usualwarningaboutthe run methodbut fails to seethe real problem.
Evenremodelingtheprobleminto two synchronizedmethods,with two threadsusing
thesameinstanceof thatobject,doesnotenableJlint to recognizethis racecondition.

New Jlint

Theoutputis unchanged;Jlint wasnotextendedfor detectingthis fault.

ESC/Java

SplitSync: run() ...
---------------------------------------------------- -------- -
SplitSync.java:34: Warning: Possible deadlock (Deadlock)

synchronized (resource) {
^

---------------------------------------------------- -------- -

Execution time: 4.8s

Annotations: 3 annotations,synchronized declarationof run method.

Insteadof a possibleracecondition,ESC/Java detectsa non-existentdeadlock. Be-
causethe monitored pragmadoesnot work on static�elds, this spuriouswarningis
dif�cult to eliminate. A try with an alteredversionof the program,wherethe static
�eld resource was replacedwith a singletoninstance,did not producethe desired
resulteither.

VisualThreads

VisualThreadswasrun twice,andno raceconditionor otherproblemwasdetected.

Execution time: 21s

It wasto beexpectedthatsucha raceconditiondueto a “gap” in the locking scheme
would not be detectedby a dynamicchecker that doesnot control the Java thread
scheduler.

E.2.7 Jlint testexample

Jlint

B.java:5: Loop 1: invocation of synchronized method B.g1()
can cause deadlock
B.java:8: Loop 2: invocation of synchronized method A.f1(B)
can cause deadlock
A.java:3: Loop 2: invocation of synchronized method B.g1()
can cause deadlock
B.java:8: Loop 3: invocation of synchronized method A.f1(B)
can cause deadlock
A.java:5: Loop 3/1: invocation of method A.f2(B) forms the
loop in class dependency graph
A.java:8: Loop 3: invocation of synchronized method B.g2()
can cause deadlock
Verification completed: 6 reported messages
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Execution time: veryshort(< 0.08s)

As expected,Jlint �nds all possibledeadlocksandgivesa veryhelpful report.

NewJlint

Thenew versionstill �nds thefault.

ESC/Java

A.java:4: Warning: Precondition possibly not established (Pre)
b.g1();

^
Associated declaration is "B.java", line 5, col 6:

//@ requires \max(\lockset) <= this;
^

A.java:9: Warning: Precondition possibly not established (Pre)
b.g2();

^
Associated declaration is "B.java", line 10, col 6:

//@ requires \max(\lockset) <= this;
^

B.java:7: Warning: Precondition possibly not established (Pre)
bp.g1();

^
Associated declaration is "B.java", line 5, col 6:

//@ requires \max(\lockset) <= this;
^

B.java:12: Warning: Precondition possibly not established (Pre)
ap.f1(bp);

^
Associated declaration is "A.java", line 2, col 6:

//@ requires \max(\lockset) <= this;
^

B.java:15: Warning: Possible deadlock (Deadlock)
public static synchronized void g3() {

^
5 warnings

Execution time: 4.0s

Annotations: 9 standardannotationsfor synchronizedmethods.

This exampleshows two classeswithout any context in which they are used. This
is why a few non_null annotationsarerequiredin orderto suppresswarningsabout
initialized �elds. Evenbeforethis is done,ESC/Java warnsaboutpossibledeadlocks
in eachmethod. After addinga few assumptionsaboutthe locking order, ESC/Java
showsaslightly moredetailedwarning,but thewarningitself doesnot includeenough
context to be helpful, and the counter-exampleis full of low-level information that
makes it hard to determinewhetherthe warning refersto a real fault and what the
causemight be.

VisualThreads

Sincethis examplewasnota full program,it couldnotbetestedwith VisualThreads.
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E.2.8 ESC/Java example

Jlint

Tree.java:16: Loop 1: invocation of synchronized method Tree.visit() can cause deadlock
Tree.java:17: Loop 2: invocation of synchronized method Tree.visit() can cause deadlock
Verification completed: 2 reported messages

Execution time: veryshort(< 0.05s)

Thewarningsherearefalsepositives,andonly justi�ed if thedatastructure(a binary
tree)is somehow corrupted;otherwise,nocircularlockscanoccurduringtherecursive
visiting.

Jlint correctlygivesno warningsfor the wiggleWoggle method,but it doesnot
seemto analyzethemethodbodyat all.

New Jlint

Tree.java:50: Lock Tree.right is requested while holding lock Tree.right, with other thread holding Tree.right and requesting lock Tree.right.
Tree.java:16: Loop 2: invocation of synchronized method Tree.visit() can cause deadlock.
Tree.java:17: Loop 3: invocation of synchronized method Tree.visit() can cause deadlock.
Verification completed: 3 reported messages.

Like ESC/Java, Jlint now prints a spuriouswarningabouta possibleDeadlock.This
warning doesnot parsethe contentof the local variablesyet, so it may look rather
confusing.

ESC/Java

Tree: wiggleWoggle() ...
---------------------------------------------------- -------- -
Tree.java:50: Warning: Possible deadlock (Deadlock)

synchronized (x) { // line (d)
^

Execution trace information:
Executed else branch in "Tree.java", line 34, col 6.
Executed else branch in "Tree.java", line 37, col 8.
Executed then branch in "Tree.java", line 49, col 23.

---------------------------------------------------- -------- -

Execution time: 3.8s

Annotations: 7 (givenin theexample)

TheESC/Java manualdocumentstheproblemswith thewiggleWoggle method:1

“The problemis that theaxiomis assumedto applyat thestartof the
routine,andthusto apply to thevaluesof .left and.right at thestart
of theroutine.Accordingto thelock orderthusde�ned, thelock acquired
at theline (d) wouldprecedethatacquiredat (b) . [Despitethesecaveats,
our experiencewith ESCfor Modula3 suggeststhataxiomslike theones
abovewill dotheright thingsurprisinglyoftenandrarelycauseproblems.]

1Listing D.8 with theannotatedsourceis onpage90.
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Theprecedingexamplealsoillustratesa possiblesourceof unsound-
nessin ESC/Java'streatmentof racedetection.If thelinesmarked(c) and
(e) aredeleted,andif deadlockcheckingis left disabled,thenESC/Java
will acceptline (d) without complaint,ignoringthepossibilitythatsome
otherthreadmighthavetakenadvantageof thewindow betweenlines(a)
and(b) to synchronizeon “v” andsetits .right �eld to null.”

VisualThreads

Again, this programwasnot a full executable,so onewould have to have written a
testdriver in orderto checkit with VisualThreads.Sincetheprogramhadnot actual
deadlockor racecondition,this testwasomitted.

E.2.9 Buffer

Jlint

BufferWorks.java:49: Method BufferWorks$Consumer.run() implementing 'Runnable' interface is not synchronized
BufferWorks.java:32: Method BufferWorks$Producer.run() implementing 'Runnable' interface is not synchronized
Verification completed: 2 reported messages

Execution time: veryshort(< 0.05s)

Two warningsaboutbadcodedesign,but no falsepositives.

NewJlint

Still only designguidewarnings,no falsepositives.

ESC/Java

BufferWorks$Producer : run() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -
BufferWorks.java:38: Warning: Precondition possibly not established (Pre)

buffer.enq(name);
^

Associated declaration is "BufferWorks.java", line 82, col 8:
//@ requires \max(\lockset) <= this;

^
Execution trace information:

Reached top of loop after 0 iterations in "BufferWorks.java ", line 34, col 1.
Executed else branch in "BufferWorks.java", line 38, col 5.

-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -
BufferWorks$Consumer : run() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -
BufferWorks.java:53: Warning: Precondition possibly not established (Pre)

buffer.deq();
^

Associated declaration is "BufferWorks.java", line 99, col 8:
//@ requires \max(\lockset) <= this;

^
Execution trace information:

Reached top of loop after 0 iterations in "BufferWorks.java ", line 52, col 1.
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- -

Thesetwo warningsmake sense;after all, they are issuedat the critical sections
of the code. It is not possibleto assure(at leastnot directly) that oneconsumer(or
producer)threadwill alwayseventuallymakesurethatthebuffer doesnotstayfull (or
empty, respectively).
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Execution time: 7.1s

Annotations: 11

VisualThreads

Two runsweremade,with differentoutputs:

Run 1: No violations detected.

Mutex BufferWorks$Buffer was highly contended.
The Overall wait/locked ratio was 1.62314 which exceeds the analyses threshold of 1.00000.
Threads spent a total of 0.42480 seconds waiting for mutex BufferWorks$Buffer which was only locked for 0.26171. On average, waiters took 0.07080 seconds to acquire the lock.

Run 2: No violations detected.[No warnings.]

Execution time: 21s (in bothcases)

It is interestingthatESC/Java detectsa possibleperformanceproblemin onecaseand
not in another. Nevertheless,it did not reportarealfault for thisprogram,sotheoutput
is correctin bothcases.

E.2.10 BufferIf

Jlint

Jlint producesthesamewarningsasabove,alsoin thesametime,andmissesthesubtle
fault.

New Jlint

Jlint still missesthefault.

ESC/Java

Theresultis thesameasfor theBuffer program(seeSectionE.2.9).

VisualThreads

Thetool wasrun threetimes,andthefaultwentundetectedeachtime. Thisshowsthat
subtlefaultsthatrequireanunusualtiming by thethreadschedulercannotbedetected
by VisualThreads.

Execution time: 20s (in all cases)

E.2.11 BufferNotify

Jlint

Again,Jlint producestheusualtwo warningswithout recognizingthefault.
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NewJlint

Jlint still missesthefault.

ESC/Java

Theresultis thesameasfor theBuffer program(seeSectionE.2.9).

VisualThreads

FigureE.3: Graphfor BufferNotify producedby VisualThreads

� State1 (at T � 20s):

Thread2 Ready Owned:java.lang.Class
Thread3 Block on java.lang.Class

� State2 (at T
�

22s):

Thread2 Terminated
Thread3 Block onBuffer$Notify
Thread4 Block onBuffer$Notify

Execution time: 22+s (no statechangeafterwards)

The result is similar to the DeadlockWait example(Listing D.3), wherethe notify
messageneverreceivesits correctdestination.It is surprisingthatthis failureoccurred
duringdynamicexecution.It is likely that thedifferenttiming in Java's sloweddown
threadschedulerwasthereasonfor this.

E.2.12 BufferSem

Jlint

BufferTest.java:38: Method BufferTest$Consumer.run() implementing 'Runnable' interface is not synchronized
BufferTest.java:21: Method BufferTest$Producer.run() implementing 'Runnable' interface is not synchronized
Verification completed: 2 reported messages
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Execution time: veryshort(< 0.05s)

Thesameasfor the�rst correctversionof thebuffer program:two warnings,no false
warningsreported.

New Jlint

Two designwarnings,no falsepositives.

ESC/Java

No warnings.

Annotations: 17 (plus5 annotationsin theSemaphoreclass)

Execution time: 7.1s

With theinitial setof annotations,ESC/Javawouldproduceawarningthataprecondi-
tion in theSemaphoreclassmaybeviolatedwhentheProduceracquiresthe“empty”
(nonfull ) semaphore.It was then tried to expresssomedynamicconditionsusing
model variables. However, thesepropertiesare too complex to be expressedin the
ESC/Java annotationlanguage.In theend,this turnedout not to bethereasonfor the
issuedwarnings;thereasonwasmuchsimpler. JimSaxefrom Compaqgavemeadvice
onhow to work aroundthis problem:

“The problemis that ESC/Java doesn't "know" that a newly-forked
threadholdsno locks.This is �x edin thenew versionof ESC/Java,which
we planto releasesoon.For now, you canwork aroundtheproblem.(. . .
)

Second,inform ESC/Java thatnull precedesall actualobjectsin the
locking order. (. . . ) Thenext releaseof ESC/Java will dealwith all this
automatically.”

VisualThreads

No violationsweredetected(which is correct).

Execution time: 19s

E.2.13 PhilosopherDeadlock

Jlint

PhilosopherDeadlock.java:36: Method PhilosopherDeadlock.run()
implementing 'Runnable' interface is not synchronized
Verification completed: 1 reported messages

Four additionalwarning messagesabouta debugging information in the classes
StatusandSemaphorewerealsoproduced;they werealwaysof the type “Field f of
classC canbe accessedfrom differentthreadsandis not volatile”. While Jlint gives
somehelpfulwarnings,it missesthedeadlock.

Execution time: veryshort(< 0.1s)
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NewJlint

Jlint still missesthefault.

ESC/Java

PhilosopherDeadlock: take_forks() ...
------------------------------------------------------- ------
PhilosopherDeadlock.java:50: Warning: Precondition possibly not established (Pre)

fork[i].down(i);
^

Associated declaration is "/home/cartho/java/ipc/Semaphore.java", line 27, col 6:
//@ requires \max(\lockset) <= this;

^
------------------------------------------------------- ------
PhilosopherDeadlock.java:58: Warning: Precondition possibly not established (Pre)

fork[i].up(i);
^

Associated declaration is "/home/cartho/java/ipc/Semaphore.java", line 21, col 6:
//@ requires \max(\lockset) <= this;

^
------------------------------------------------------- ------

Execution time: 5.1s

Annotations: 10

In orderto avoidwarningsaboutprogrampropertiesthatwerenotof concern,thecheck
wasrunwith

escjava -warn Deadlock -warn Race -nowarn Exception \
-nowarn IndexNegative -nowarn IndexTooBig PhilosopherDeadlock.java

Most of theannotations,whereseveralapproachesweretried, dealwith warnings
aboutpossiblenull pointers. Othersare a �rst approachtrying to get rid of “In-
dexNegative” and“IndexTooBig” warnings. The annotationsarecertainlynot com-
pleteenoughin orderto allow ESC/Java to give a moreprecisewarning. The given
warningsmaybe right, but they originatefrom insuf�cient knowledgeaboutthepro-
gramratherthana thoroughanalysis.However, expressingthedynamicrequirements
for beingableto obtaina fork (andalsothecircularstructureof thelocks) is probably
notpossiblein theESC/Java annotationlanguage.

VisualThreads

Two runsweremadewith VisualThreads,for 10 and15 minutes,respectively. During
thattime,adeadlockwouldhavehappenedlongagoundernormalcircumstances.Fig-
ureE.4shows, though,thatthedifferentthreadsjust continuouslychangestates,with-
out ever locking eachotherout for an extendedperiodof time. This is a very strong
indicator that the threadschedulingis heavily in�uenced by the overheadcausedby
VisualThreads.

Execution time: 10and15minutes(no termination)
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FigureE.4: Alternatingthreadstatesin VisualThreads.

E.2.14 Philosopher

Jlint

Thereportedwarningsarethesameasin thefaulty version,andtheexecutiontime is
equal.

New Jlint

Outputstill correct.

ESC/Java

Seeabove.

VisualThreads

Theprogramwasrun for 5 and10minutes,respectively, with thesameresultasin the
previousexample.Sincethisversiondoesnotdeadlock,this resultwasto beexpected.

E.2.15 PhilosopherHost

Jlint

Host.java:17: Method wait is called from non-synchronized method

Execution time: veryshort(< 0.1s)

Therearesevenmorewarnings,which arethesameonesasin thepreviousinstances
of this problem. This falsewarning is quite interesting,though: as one can seein
Listing D.16on page96, thewait statementis within a synchronized(this) block.
Thereforethat instanceholdsa lock to itself, makingthe wait call safe. Again, Jlint
missesthesynchronizationstatement.

New Jlint

Thespuriouswarningshown abovehasbeenremoved.Theoutputis now correct.
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ESC/Java

Host: request() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
Host.java:15: Warning: Possible assertion failure (Assert)

/*@ assert \lockset[this] || \max(\lockset) < this */
^

-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
PhilosopherHost: run() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
PhilosopherHost.java :5 0: Warning: Precondition possibly not established (Pre)

host.release();
^

Associated declaration is "Host.java", line 29, col 6:
//@ requires \max(\lockset) <= this

^
Execution trace information:

Reached top of loop after 0 iterations in "PhilosopherHost. jav a", line 44, col 4.
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
PhilosopherHost: take_forks() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
PhilosopherHost.java :5 6: Warning: Precondition possibly not established (Pre)

fork[i].down(i);
^

Associated declaration is "/home/cartho/java/ ip c/S emaphore .ja va" , line 27, col 6:
//@ requires \max(\lockset) <= this;

^
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- ---
PhilosopherHost: put_forks() ...
-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- --
PhilosopherHost.java :6 4: Warning: Precondition possibly not established

fork[i].up(i);
^

Associated declaration is "/home/cartho/java/ ip c/S emaphore .ja va" , line
:

//@ requires \max(\lockset) <= this;
^

-------------------- -- --- --- --- --- -- --- --- --- -- --- --- --- -- --- --- --- -- --

Execution time: 5.3s

Annotations: 15

Thesynchronized(lock) block,whichworksonastaticmember, wasratherdif�cult
to annotate.Thecurrentannotationsdo not remove spuriouswarningsaboutpossible
deadlocks.2 Again, theproblemis too complex to beexpressedin theESC/Java anno-
tationlanguage.

VisualThreads

Likein theothertwo examples,VisualThreadsdid notdetectany violationsafter5 and
10minutestime.

2It is of coursepossiblethattheimplementationof thehost(Host.java ) mayindeedexhibit adeadlock
undercertaincircumstances,but thishasnot occurredyet in dynamictesting.
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Resultsof new Jlint

This appendixshows the test resultsof applyingthe improved Jlint to variouspack-
ages.In somecases,theold versionof Jlint wasusedaswell to obtaina quantitative
comparison.

F.1 Extra Jlint examples

In orderto ensurethe correctnessof the new Jlint features,a few new testprograms
werewrittenin Java. Theseprogramsexhibit variousraceconditionsor deadlockprob-
lems.

F.1.1 Raceconditions,wait problems

Wait.java

Listing F.1 Two faultsregardinga wait call: Calling wait without owning the right
lock, while owningotherlocks(thelattercouldleadto a deadlock).

public class Wait {
public void a() {

Object lock = new Object();
Object lock2 = new Object();
synchronized(lock) {

try {
lock2.wait();

}
catch (InterruptedException e) { }

}
}

}

Old Jlint

Wait.java:17: Method wait is called from non-synchronized method
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NewJlint

Wait.java:17: Method '<new>1.wait' is called without synchronizing on '<new>1'.
Wait.java:17: Method wait() can be invoked with monitor of other object locked.
Wait.java:17: Holding 1 lock(s): <new>0.

The old Jlint did not supportsynchronizedblocks; thereforeits warningis very gen-
eral,andfrequentlya warningof this typeis incorrect(althoughnot in this case).The
new Jlint detectsboth faultsandreportsa precisewarning. It hasalsobeensuccess-
fully testedagainstcorrectversionsof this program1, with synchronizationson this ,
instanceor classvariables.

F.1.2 Deadlocks

Inter -methoddeadlock

Listing F.2 Deadlockscenarioamongtwo methods:methodsfoo and bar acquire
locksa andb in acon�icting order.

public class Deadlock {
Object a = new Object();
Object b = new Object();

public void foo() {
synchronized (a) {

synchronized (b) { }
}

}

public void bar() {
synchronized (b) {

synchronized (a) { }
}

}
}

Old Jlint

No warnings.

NewJlint

Deadlock.java:13: Lock Deadlock.a is requested while holding lock Deadlock.b, with other thread holding Deadlock.a and requesting lock Deadlock.b.
Deadlock.java:7: Lock Deadlock.b is requested while holding lock Deadlock.a, with other thread holding Deadlock.b and requesting lock Deadlock.a.

Notethatsincethedeadlockanalysisstartsafterall class�les havebeenprocessed,the
orderin which thedeadlocksarereportedmaynot correspondto theonein thesource
�le.

1In theseversions,the wait() call appliesto the object that was just synchronizedon, andno other
monitorsareownedat thattime.
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Listing F.3 More complicatedversionof the samedeadlock:Two threadsmay call
foo(boolean ab) with differentvaluesof ab, enteringthetwo montorsin con�icting
order.

public class Deadlock2 {
Object a = new Object();
Object b = new Object();

public void foo(boolean ab) {
if (ab) {

synchronized (a) {
bar(!ab);

}
} else {

synchronized (b) {
bar(!ab);

}
}

}

public void bar(boolean ab) {
if (ab) {

synchronized (a) { }
} else {

synchronized (b) { }
}

}
}
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Old Jlint

Deadlock2.java:12: Comparison always produces the same result

Line 12 is thesecondmethodcall to bar(!ab) . Sun'sversion1.3of theJavacompiler
duplicatesthecheckfor thevalueof ab; thereforethiswarningis causedby inef�cient
codegenerationof thatcompilerratherthanarealfault.

NewJlint

Deadlock2.java:12: Comparison always produces the same result.
Deadlock2.java:21: Lock Deadlock2.b is requested while holding lock Deadlock2.a, with other thread holding Deadlock2.b and requesting lock Deadlock2.a.
Deadlock2.java:19: Lock Deadlock2.a is requested while holding lock Deadlock2.b, with other thread holding Deadlock2.a and requesting lock Deadlock2.b.

The improved Jlint now also �nds this bug, althoughit doesnot evaluatethe value
of the booleanvariableab; it doesnot performa data�o w analysisof that �ag and
cannotdeterminewhich of the two branchesin bar would beexecuted;henceit tries
both.Thismeansit wouldhavereportedthatwarning,too,if bar was(correctly)called
without invertingab �rst.

F.1.3 Lock referencechanges

Example

Listing F.4 Assigninganew valueto a lock variable.
public class Deadlock3 {

Object a = new Object();
Object b = new Object();

public void foo(boolean ab) {
if (ab) {

synchronized (a) {
bar(!ab);

}
} else {

synchronized (b) {
bar(!ab);

}
}

}

public void bar(boolean ab) {
a = new Object();
if (ab) {

synchronized (a) { }
} else {

synchronized (b) { }
}

}
}
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Old Jlint

Sameoutputis in previousexample.

New Jlint

Additionally to theoutputof thepreviousexample,thefollowing warningis printed:

Deadlock4.java:18: Value of lock a is changed while (potentially) owning it.

Again, Jlint cannotdistinguishbetweenthe two caseswherethe lock on a is already
ownedandwhereit is not. (Suchan analysiswould alsogreatlyslow down theana-
lyzer.)

F.2 Trilogy' ssourcecode

Thegoalwasto �nd asmany potentialfaultsaspossible,andto avoid spendingtime
checkingspuriouswarnings. Therefore,no test wasmadeusing the old Jlint. It is
alwaysclearwhichwarningsweregivenbecauseof theextensions.Ontheotherhand,
thenumberof suppressedwarningsdueto improvedlock analysesis not quanti�able
usingonly theoutputif thenew Jlint.

Becausethe numberof warningswas sometimesvery high, usually a �lter was
applied,in thefollowing form:

#!/bin/bash
find . -name '*.class' | xargs jlint -not_overridden \
-redundant -weak_cmp -bounds -zero_operand -string_cmp -shadow_local | \
grep -v 'Field .class\$' | grep -v 'can be .*ed from different threads' | \
grep -v 'Method.*Runnable.*synch'

This �lter suppressesany warningsthatreferto designissuesor arelikely spurious
warningsdue to insuf�cient data�o w analysis. In the detailedthe following tables,
severalwarningsreferringto exactly thesamevariablewerecountedasone;warnings
that occurreddueto Jlint bugswerenot counted. The totals in the tablesare there-
fore not consistentwith theraw countof �ltered warnings.Two packages(catalogsvc
andtce2)werenot examinedbecausetheir compilationrequiredthird partypackages,
which werenot installedon the systemused. Moreover, thosetwo packagesdid not
employ multi-threadingasmuchastheonesanalyzedbelow.

F.2.1 MCC Core (ffcaf)

Un�lter ed: 447warnings.

Filter ed: 32warnings.

SeetableF.1 for a list of warningsthat referredto distinctplacesin thesourcecode.
Out of thesewarnings,two werecon�rmed asbugs. Several null pointerwarnings
were in the samemodule,which was alreadydeprecatedandwill likely be entirely
removedsoonbecauseof thesewarnings.
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Warningcategory # Comment

Lock variablechangeoutsidecon-
structoror synchronization.

2 Initialization method;unsafecodebut no
bug.

Missingsuper.finalize() call. 1 Con�rmed bug; �x ed.
Shift < < with count

�

32. Possibly
incorrecttypecast.

1 Two warningsfor thesamebug: theexpan-
sionfrom int to long comesafter theleft
shift.

Possibleloopin lockinggraph(syn-
chronizedmethods).

4 Two casesthatareprobablyOK but cannot
be checked statically; two casesthat need
further investigationby someoneworking
on thatcode.

PossibleNULLpointerreferencebe-
causeparameteris notchecked.

9 Threewarningsarede�nitely wrong from
the context; the other warningsare “just
unsafecode.“

TableF.1: Analysisof Jlint warningsfor MCC Core.

F.2.2 Cerium (hec)

Un�lter ed: 166warnings.

Filter ed: 4 warnings.

TableF.2 showsthewarningsthatreferredto distinctplacesin thesourcecode.

Warningcategory # Comment

Lock variablechangeoutsidecon-
structoror synchronization.

1 Initialization method;unsafecodebut no
bug.

PossibleNULLpointerreferencebe-
causeparameteris notchecked.

3 Onewarningwasfor amethodwhereNULL
is a valid parameter;yet thatreferencewas
still usedlater. Maybeno executionpath
for thatscenarioexists?

TableF.2: Analysisof Jlint warningsfor Cerium.

F.2.3 Log player (sbjni)

Un�lter ed: 41warnings.

Filter ed: 1 warning. This warningis becausethesamelock is acquiredtwice in two
differentmethods(which is OK). This is incorrectlyinterpretedby Jlint astwo
differentlocks.

F.2.4 Java backbone(scbbjava)

Un�lter ed: 647warnings.

Filter ed: 44warnings.

TableF.3 showsthewarningsthatreferredto distinctplacesin thesourcecode.
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Warningcategory # Comment

Lock variablechangeoutsidecon-
structoror synchronization.

1 Possiblyabug;not yet veri�ed.

Missingsuper.finalize() call. 11 Badcodingpracticein thebestcase,possi-
bly evena fault.

Synchronizedmethodis overridden
by non-synchronizedmethod.. .

1 As a result of this, an assignmentwithin
theoverridingmethodis not guardedby a
synchronization;apossiblebug.

Possibleloopin lockinggraph(syn-
chronizedmethod).

5 Three falsepositives, two more complex
casesthat areprobablyalsoworking cor-
rectly.

PossibleNULLpointerreferencebe-
causeof unexpectedinputor state.

2 1) If URL syntax was not correct, NULL
dereferencecouldoccur. Not surewhether
URL syntaxis testedelsewhere. 2) Hap-
penswhenafunctionreturnsfalse , which
is probably never the caseunder normal
circumstances.

PossibleNULLpointerreferencebe-
causeparameteris not checked.

4 One false positive, three casesof unsafe
codingpractice.

TableF.3: Analysisof Jlint warningsfor theJava backbone.

F.2.5 Trilogy Insurance Calculation Engine (trilogyice)

Un�lter ed: 30warnings.

Filter ed: 19warnings.

SeetableF.4 for a list of warningsthat referredto distinctplacesin thesourcecode.
Outof thefour null pointerreferencewarnings,two werecon�rmedasbugsand�x ed.
Two null pointerwarningsreferringto theusageof javax.beans.* classeswerenot
bugs,becausethecontractwith theseclassesensuresthat the “dangerous”methodis
nevercalledif thosepointersarenull . Thiscouldnotbedeterminedstatically.

From the seven null pointerwarnings,threeoccurredin privatemethodswhose
usageis alwayscorrect;four occurredin methodswherethesecasesweredocumented
as“unde�ned behavior”. The latter four caseswere�x ednonetheless.The potential
raceconditionwascon�rmed and�x edaswell.

Jlint hasbeenremarkablysuccessfulin thismodule:Outof only19warnings(some
of which wereaboutthesamefault in differentlines),sevenwarningsresultedin bug
�x es!

F.2.6 Summary

Table F.5 shows an overview of the frequency of all warningsthat Jlint issuedfor
Trilogy's code.While a ratherlargepartof thewarningsarenot bug detections,most
of thesewarningsarehintsto existing troublespotsin thecode.At leasttenwarnings
leadto actualchangesin the code;a few otherwarnings,however, resultedin extra
commentsin thecode(which is alsovaluable).
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Warningcategory # Comment

Possibleloopin lockinggraph(syn-
chronizedmethods).

4 Four times the samesituation: a new in-
stancedoesnot have a referenceto the in-
stancethatcreatedit; thereforea deadlock
in synchronizedmethodsis impossible.

Possibleracecondition(usually�l-
teredout)

1 Debug output,wherea raceconditioncan
probablybetolerated.

PossibleNULLpointerreferencebe-
causeof unexpectedinput or state.

4 Seemto befaults,but notyet veri�ed.

PossibleNULLpointerreferencebe-
causeparameteris notchecked.

7 In three cases (container class), NULL
pointercheckprobablyomittedfor perfor-
mancereasons.

TableF.4: Analysisof Jlint warningsfor trilogyice.

Warningcategory #

Lock variablechangeoutsidecon-
structoror synchronization.

3

Missingsuper.finalize() call. 12
Possibleloopin lockinggraph(syn-
chronizedmethods).

13

PossibleNULLpointerreferencebe-
causeparameteris not checked.

23

PossibleNULLpointerreferencebe-
causeof unexpectedinputor state.

6

Other 4

TableF.5: Summaryof Jlint'swarningsin Trilogy'scode
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F.3 Concurrencypackage

Old Jlint

Un�lter ed: 197warnings.

Filter ed: 6 warnings.

New Jlint

Un�lter ed: 170warnings.

Filter ed: 82warnings.

Thereis a striking differencebetweenthenumberof warningsreported.This concur-
rency packagemakesheavy useof synchronized blocks. Hencethe re�ned checks
suppressa lot of falsepositives,while generatinga largenumberof new warnings.

Out of the remaining82 warningsof the new Jlint, 31 falsepositives occurred
becauseasynchronized blockwas“interrupted”by in if or return statement.They
wereall of type

Method x.wait|notify is called without synchronizing on x.

Thiscausedseveralmonitorexit statementsto bepresentin thesourcecode,although
only onecould be executedat a time. Even after a return , Jlint would continueits
analysiswith theold context, assumingthelock hadalreadybeenreleased.Suchfalse
warningscouldbeeliminatedwith full �o w control.

17new warningswereobviouslycausedby a fault in Jlint, all of type

Lock x is acquired while holding lock y,
with other thread holding lock y and requesting x.

Thesewereonly5uniquewarnings,all with wrongline numbers.Thisfailurecould
notbereproducedwith otherbytecode.Subtractingthesewarningsfrom thetotal,only
34 remain. Out of these,26 warningswere potentialdeadlockwarningsthat were
dif�cult to verify andprobablywentbeyondthecapabilitiesof a staticanalyzer(only
four suchwarningswereissuedby the original Jlint, becauseits analysisis coarser).
The reasonof 5 warningsaboutinvoking wait() with having othermonitorslocked
could not be found – possibly this is also due to a bug in Jlint. This leaves three
warnings:

EDU/oswego/cs/dl/util/concurrent/BoundedLinkedQueue. java:276 :
Value of lock last_ is changed while (potentially) owning it.

Thiswarningoccursbecauseanew nodeis insertedinto a list – thiscaseis dif�cult
to analyzestatically, but thecodeis correct.

EDU/oswego/cs/dl/util/concurrent/BoundedLinkedQueue. java:296 :
Method wait() can be invoked with monitor of other object locked.
EDU/oswego/cs/dl/util/concurrent/BoundedLinkedQueue. java:296 :
Holding 2 lock(s): <this>, putGuard_.
EDU/oswego/cs/dl/util/concurrent/LinkedQueue.java:70 :
Value of lock last_ is changed while (potentially) owning it.
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Thecorrectnessheredependson thecorrectvaluesof certaincountersandthecor-
rectfunctionalityof othermethods;it couldnotbeveri�ed easily.

Becausethispackageis verycomplex, andshowedmany remainingweaknessesin
Jlint, statisticsof theoutputwould tooskewedby theseproblems.

F.4 ETHZ data warehousingtool

Un�lter ed: 150warnings.

Filter ed: 23warnings.

Most warningsgiven herewerenot veri�ed (with the exceptionof the lock change),
becausethe codewasalreadytwo monthsold whenthe new Jlint wasappliedto it.
Thelock changewasindeeda fault in thealgorithm,andthatfault wasactuallyfound
by manualinspectionof intermediate�les generatedfor the statisticalanalysis(see
AppendixA). This successwasthereasonwhy sucha checkwasaddedto Jlint.

Warningcategory # Comment
Lock variablechangeoutsidecon-
structoror synchronization.

2 Veri�ed, and�x ed.

Possibleloopin lockinggraph(syn-
chronizedmethods).

1 False warning? Method is not
synchronized ; maybea fault in Jlint.

Missingsuper.finalize() call. 3 Not veri�ed.
PossibleNULLpointerreferencebe-
causeof unexpectedinput or state.

6 Not veri�ed.

PossibleNULLpointerreferencebe-
causeparameteris notchecked.

2 Not veri�ed.

TableF.6: Analysisof Jlint warningsfor theETH datawarehousingtool.
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